Selective Group Exclusion When Provisioning to LDAP
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NYU's use case involving composite groups recently came about due to piloting a project. The behavior that was seen was that if someone is a
member of one of these composite groups then such a member would also obtain additional memberships that end in "systemOfRecords", "includes”,
"excludes", "includes and systemOfRecords" where these values are not going to be consumed by any application, just the resulting group. When this
pilot makes its way to production, at the NYU scale, there will be a significant use of such composite groups involving large number of users and it has

been determined that we need to add selective group exclusion when provisioning to LDAP. Below is the code used to implement such functionality:

package edu. nyu;

import edu.internet2. nm ddl eware. grouper. G oup;
inmport edu.internet2.nm ddl eware. grouper. G oupType;
inport edu.internet2. m ddl eware. grouper. G oupTypeFi nder;
import edu.internet2.m ddl eware. grouper. Grouper Sessi on;
inport edu.internet2.m ddl eware. grouper. cfg. GouperConfig;
import edu.internet2. m ddl eware. grouper. exception. G ouper Sessi onExcepti on;
import edu.internet2. m ddl eware. grouper. hooks. G oupHooks;
import edu.internet2.m ddl eware. grouper. hooks. beans. HooksCont ext ;
import edu.internet2.m ddl eware. grouper. hooks. beans. HooksG oupBean;
inport edu.internet2.m ddl eware. grouper.nisc. Gouper Sessi onHandl er;
/**
* hook to prevent |dap provisioning by setting an attribute on the group.
*/

public class LDAPProvi si oni ngHook extends G oupHooks {
] *%
* @ee edu.internet2. mddl eware. grouper. hooks. G oupHooks#gr oupPost | nsert (edu. i nt ernet 2. m ddl ewar e. gr ouper .
?;)oks. beans. HooksCont ext, edu.internet2. n ddl ewar e. grouper . hooks. beans. HooksG oupBean)
@uppr essWar ni ngs("deprecation")
@verride
public void groupPostlnsert (HooksCont ext hooksCont ext, HooksG oupBean postlnsertBean) {
final Goup group = postlnsertBean. get G oup();
String nane = group. get Nane();
/1 System out. println(nane);
bool ean excl udewat ches = fal se;
int count = O;
while (true) {
String property = "LDAPProvi si oni ngHook. excl ude. regex." + count;
String regex = GrouperConfig.retrieveConfig().propertyValueString(property);
if (regex == null) {
break;
}
if (name. matches(regex)) {
excl udeMat ches = true;
br eak;
}

count ++;

if (excludeMatches) {

/1 Systemout. println("Should be excluding: " + nane);
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G ouper Sessi on. cal | backGr ouper Sessi on( G ouper Sessi on. stati cG ouper Sessi on() . i nternal _get Root Sessi on(),
new G ouper Sessi onHandl er () {

@verride
public Object call back(G ouperSession grouper Session) throws G ouper Sessi onException {
G oupType groupType = G oupTypeFi nder. fi nd("LDAPProvi sioni ng", false);
if (groupType == null) {
groupType = G oupType. creat eType(grouper Sessi on, "LDAPProvi sioning");
groupType. addAt tri but e( gr ouper Sessi on, "LDAPProvi si oni ngxcl ude");

}
group. addType( groupType) ;
group. set Attri but e(" LDAPPr ovi si oni ngExcl ude", "true");

return null;

1. Use the code above and run maven to produce a jar.
2. Copy the jar to all locations (UI/WS/GSH)
3. Edit the grouper.properties in GSH and add the following

hooks. gr oup. cl ass=edu. nyu. LDAPPr ovi si oni ngHook

LDAPPr ovi si oni ngHook. excl ude. r egex. 0=. * _excl udes$

LDAPPr ovi si oni ngHook. excl ude. regex. 1=. *_i ncl udes$

LDAPPr ovi si oni ngHook. excl ude. r egex. 2=. * _syst en Recor d$

LDAPPr ovi si oni ngHook. excl ude. r egex. 3=. * _syst entX Recor dAndl ncl udes$
LDAPPr ovi si oni ngHook. excl ude. r egex. 4="t est: group. *$

4. Make sure that this config update is also added UI/WS grouper.properties

5. Make the PSP changes for the LDAP exclusion. In psp-resolver.xml, in each section that returns groups, you basically want to subtract the
following:

<grouper: Filter xsi:type="grouper: G oupExactAttribute" nane="LDAPProvi sioni ngExcl ude" val ue="true" />

There are a few of these. So for example, this:

<grouper: Filter xsi:type="grouper: M NUS">

<l-- The GouplnStemfilter matches groups which are children of the given stem -->

<grouper: Filter
xsi :type="grouper: G oupl nStent
nane="${edu. i nternet 2. m ddl eware. psp. baseSten}"
scope="SUB" />

<grouper:Filter
xsi :type="grouper: G oupl nSt ent
nane="etc"
scope="SUB" />

</ grouper:Filter>

Would become the following:



<grouper: Filter xsi:type="grouper:M NUS">
<grouper:Filter xsi:type="grouper: M NUS">
<l-- The GouplnStemfilter matches groups which are children of the given stem -->
<grouper:Filter
xsi :type="grouper: G oupl nSt ent
nane="${edu. i nternet 2. m ddl ewar e. psp. baseSten}"
scope="SUB" />
<grouper:Filter
xsi :type="grouper: G oupl nSt ent
nane="etc"
scope="SUB" />
</ grouper:Filter>
<grouper: Filter xsi:type="grouper: G oupExactAttribute" nane="LDAPProvi sioni ngExcl ude" val ue="true" />
</ grouper:Filter>
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