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Security Tips for Traveling Abroad
A New York Times article, "Traveling Light in a Time of Digital Thievery," raises some interesting issues:
® Using only "loaner" devices when traveling
® Taking extra precautions in China and elsewhere
® How institutions in the United States are handling security in their foreign campuses
Here is a collection of institutional and governmental pages related to security and traveling abroad. Information Security or IT offices might consider

sharing these tips with faculty, staff, or students planning to travel abroad. Also note that many institutions work with other departments to distribute
security tips for traveling abroad - e.g., purchasing, procurement, compliance office, and IRBs.

The FBI has a brochure, Safety and Security for the Business Professional Traveling Abroad, encouraging business travelers to "take measures
to ensure not only the safety and security of themselves but also their business information while traveling outside the United States."

Institutional Resources
0 Note: Most of these pages are recommendations by the institution, rather than requirements or policies.
® Baylor University

© Before You Leave Campus
© Export Compliance

® Boston College Security Tips for Traveling Abroad
® Brown University Security Travel Tips and Prepare Your Mobile Device for Traveling
® Georgia Tech Computer Security Travel Tips (Export Controls and Embargoes)
® Harvard University Advisory for Travelers
® Penn State International Travel and Computer Equipment
® Princeton: Encryption and International Travel
® University of California, Los Angeles
© Export Control Regulations: A Quick Guide for Faculty and Staff
© Memo to Deans, Directors, Department Chairs, & Administrative Officers
© Research Policy and Compliance: National Security Regulations & Related Policies
© Export Control Training: What We Need to Know
® University of California Office of the President: 10 Things You Must Know Before Taking Your Laptop Overseas
® University of California, Santa Cruz Travel Security Policy, Tips, and Resources
® University of Chicago Travel Tips
® University of lowa IT Travel Checklist and Export Control Management Program
® University of Maryland International Travel
® Vanderbilt Export Compliance
L]

Virginia Tech Guidance for International Travel

Governmental Links About Traveling

FBI Brochure: Safety and Security for the Business Professional Traveling Abroad

Bureau of Industry & Security (BIS) Deemed Exports FAQs

Bureau of Industry and Security (BIS) Encryption FAQs

Department of State's Travel Alerts and Warnings

U.S. Customs and Border Protection: Travel by US Citizens/Lawful Permanent Residents

U.S. Department of State Overseas Security Advisory Council (OSAC): Traveling with Mobile Devices: Trends & Best Practices, July 2015
U.S. Department of State Websites of U.S. Embassies, Consulates, and Diplomatic Missions

U.S. Department of State Smart Traveler Enroliment Program (STEP)

Additional Resources

Considerations Relating to Strong Cryptography (Note: Word document may automatically download.)
EDUCAUSE Review article: "Designing IT Guidelines for Global Travel"

Encryption 101

Introduction to Full Disk Encryption

National Defense Magazine article: Use Caution When Traveling with Encryption Software
ThreatPost article: "Executives Abroad May Get Owned Before They're Off the Tarmac"

Travel Recommendations (China/Russia) (PDF)

Travel Recommendations (Other Countries) (PDF)

Wired article: "Don't Want Your Laptop Tampered With? Just Add Glitter Nail Polish"

© Questions or comments? @ Contact us.

! Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International License (CC
BY-NC-SA 4.0).
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https://it.brown.edu/announcements/read/security-travel-tips
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http://oit.gatech.edu/sites/default/files/Computer_Security_Travel_Tips_9_3_10_0.pdf
http://www.security.harvard.edu/advisory-travelers
http://web.pop.psu.edu/projects/help_archive/help.pop.psu.edu/travel/international-travel-and-computer-equipment.html
http://www.princeton.edu/itsecurity/encryption/encryption-and-internatio/
http://ora.research.ucla.edu/RPC/Documents/ExportControls.pdf
http://ora.research.ucla.edu/RPC/Documents/exp_ctrls_quick_guide_memo.htm
http://ora.research.ucla.edu/RPC/Pages/nsreg.aspx
http://ora.research.ucla.edu/RPC/Documents/UCLA%20PDF%205-26%20Export%20Control%20Training.pdf
http://www.ucop.edu/ethics-compliance-audit-services/_files/compliance/education/symposium_presentations/tenthingsyoumustknow.pdf
http://its.ucsc.edu/security/travel.html
http://answers.uchicago.edu/16284
https://itsecurity.uiowa.edu/resources/faculty-staff/check-your-security
http://dsp.research.uiowa.edu/export-controls-home
http://www.umresearch.umd.edu/Export/internationaltravel.html
http://www.vanderbilt.edu/exportcompliance/travel.php
http://www.oesrc.researchcompliance.vt.edu/travel/index.html
http://www.fbi.gov/about-us/investigate/counterintelligence/business-travel-brochure
http://www.bis.doc.gov/index.php/policy-guidance/deemed-exports/deemed-exports-faqs
http://www.bis.doc.gov/index.php/policy-guidance/encryption/encryption-faqs
http://travel.state.gov/content/passports/english/country.html
http://www.cbp.gov/travel/us-citizens
https://www.osac.gov/Pages/ContentReportDetails.aspx?cid=17989
http://www.usembassy.gov/
https://step.state.gov/step/
http://pages.uoregon.edu/joe/crypto-hot-topic/crypto-hot-topic.docx
http://er.educause.edu/articles/2015/8/designing-it-guidelines-for-global-travel
https://spaces.at.internet2.edu/display/2014infosecurityguide/Encryption+101
https://spaces.at.internet2.edu/display/2014infosecurityguide/Full+Disk+Encryption
http://www.nationaldefensemagazine.org/archive/2013/August/pages/UseCautionWhenTravelingWithEncryptionSoftware.aspx
https://threatpost.com/executives-abroad-may-get-owned-they-re-tarmac-040812/76417
https://www.stsauver.com/joe/china-russia/cyber-risks-china-russia.pdf
https://www.stsauver.com/joe/other-countries/travel-to-other-countries.pdf
http://www.wired.com/threatlevel/2013/12/better-data-security-nail-polish
mailto:security-council@educause.edu?subject=Hot Topics
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