University of Chicago

The University of Chicago supports both username/password authentication and Multi-Factor using DUO. DUO support for the Multi-Context-Broker is
available on GitHub. Note, you need to have Multi-Context Broker version 1.1.2 or better to use the DUO plug-in. All users go through the initial auth using
username/password. After that, triggering of DUO depends on whether the SP requested DUO or not. We also support a context where an SP could
request that the user either have DUO or be InCommon Silver certified. Yes, this could be handled by having the SP send in both contexts in a preferred
order, but we wanted to provide this local context as a convenience.

The idea behind this is that a user who authenticates and has Silver is allowed to SSO through everything except DUO (provided the IDMS allows it). A
user who hits an SP which requests DUO will then basically give the user an SSO session through every other context.

<?xm version="1.0" encodi ng="UTF-8"?>
<Mul ti Cont ext Br oker >

<vel oci tyPropertiesFil e>/ opt/shi bbol et h-idp/conf/vel ocity. properties</vel ocityPropertiesFile>

<l--
Show this list of choices for initial authentication to establish a session. Optionally limt the
choi ces
to those also requested by the SP. If no choices match the SP request, then show the entire list just
as if

the SP had not requested any.
-->
<initial AuthContext >

<cont ext nane="urn:oasi s: names:tc: SAM.: 2. 0: ac: cl asses: Password" />

</initial Aut hCont ext >
<l--

This value identifies the ID of the attribute in the Shibboleth attribute-resolver.xm file that

contains the user's allowed context val ues.

>
<idns attributeResol ver| D="eduPer sonAssurance" />

<l--
The nmaxi mum nunber of failures allowed a user before returning a SAML failure to the
relying party. Must be specified according to schema definition. Set to a value of -1
to allow an unlinmted nunber of login failures.

-->

<maxFai | ur es>3</ maxFai | ures>

<l--
aut hContexts is the list of configured contexts the MCB will honor.
-->
<aut hnCont ext s>
<l--

For each context, the nane attribute is used to match up with the values returned by the | dVMs and
al so
used to match the requested authentication context sent by the SP.
The nethod attribute corresponds to the authentication nethod this context uses.
-->

<cont ext nanme="urn:oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: Password" net hod="password">
<al | owedCont ext s>
</ al | owedCont ext s>

</ cont ext >

<cont ext nanme="http://uchi cago. edu/ duoorsilver" nethod="duo">
<al | owedCont ext s>
<context name="http://id.incomon. org/assurance/silver" />
</ al | owedCont ext s>
</ cont ext >
<context name="http://uchi cago. edu/ duo" nethod="duo">
<al | owedCont ext s>
</ al | onedCont ext s>
</ cont ext >

<context name="urn:oasis:nanmes:tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport"” net hod="password">
<al | owedCont ext s>

</ al | onedCont ext s>

</ cont ext >


https://github.com/uchicago/mcb-duo

<context nanme="http://id.incomon. org/assurance/silver" nethod="silver">
<l--
al | onedContexts is a list of contexts which satisfy this level as well
-->
<al | onedCont ext s>
<cont ext nane="urn:oasi s: nanes:tc: SAM.: 2. 0: ac: cl asses: Password" />
<cont ext nanme="http://uchi cago. edu/ duo" />
</ al | onedCont ext s>
</ cont ext >

</ aut hnCont ext s>

<l--
authMethods is the list of authentication nethods supported by the MCB
-->
<aut hMet hods>
<l--

A nethod defines one authentication nethod. The nane attribute corresponds to the nethod val ue
used in the context definition. The bean attribute is the nane of the subnodul e bean | oaded by
the Spring franmework during Shibboleth startup. The value of the method node is the friendly nane
used for display purposes.

-->

<met hod nanme="password" bean="ntb. user nanepasswor d" >
User name/ Password Only

</ met hod>

<met hod name="silver" bean="ntb. usernamepasswordsilver">
Silver Assurance Level

</ met hod>

<met hod nanme="duo" bean="ntb. duo">
Duo

</ met hod>

</ aut hMet hods>
</ Mul ti Cont ext Br oker >
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