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About the Account and Credential Management API

This APl is used to manage account and credential information. Some or all portions may be implemented by any of a number of identity components,
including an Account Management System, a Person Registry, and a Credential Store.

Activation Key Interface

Activation Keys may be used set up an initial password, verify an email address, reset a password, or otherwise leverage a single use token to bootstrap
or manage an identity.

Request (Create) Activation Key

Generate, store, and return a single-use Activation Key. The calling client is responsible for providing the Activation Key to the Subject.

PGOST /vl/activati onKeys

{
“identifier":{
"identifier":"pl 53",
"type":"network"
}
}
200
{
"activationKey": " HIQPywapxf 7MBDIYQPbVaNw ZCWABBNS" ,
"val i dThrough":"2014- 02- 06T08: 46: 232"
}

! The format of the Activation Key is not specified. It could be short, long, numeric, alphanumeric, etc.

Any previously issued Activation Key for the subject should be invalidated.

PGOST /v1/activati onKeys

{

"identifier":{
"identifier":"U87654331",
"type":"enterprise"

}

}

PGOST /vl/ activati onKeys

{

"enui | Address": {
"address":"pl ee@nuil . cont',
"type": "personal "

}

}

The requestor may specify a validity window, though the service may refuse to honor it.



PGOST /v1/activati onKeys

{
“identifier":{
"identifier":"pl 53",
"type": " network"
b
"val i dThrough": "2014- 02- 28T23: 59: 592"
}
200 X
{
"activationKey": " HQPyw4pxf 7MBDOYQPbVaNw ZCWABBNS" ,
"val i dThr ough": "2014- 02- 06T08: 46: 232"
}

Validate Activation Key

DELETE /v1/activati onKeys/ HIQPyw4pxf 7MBD9YQPbVaNw ZCWABBS

200 &K

DELETE /v1/activati onKeys/ HIQPyw4pxf 7MBD9YQPbVaNw ZCWABBTS

404 Not Found

View Activation Key

The attributes for an Activation Key may be viewed without invalidating the key. Support for this operation is optional.

CET /vl/activati onKeys/ HIQPyw4pxf 7MBD9YQPbVaNw ZCWABBNS

200 &K
{

"identifier":{
“identifier":"U87654331",
"type":"enterprise"

H

“val i dThrough": " 2014- 02- 06T08: 46: 232"

An Activation Key that has already been invalidated will return 404 Not Found.
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