Grouper Bug GRP-928 - Grouper Ul allows unauthorized
users to view the privileges of other subjects
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Grouper has a bug which allows unauthorized users to see the group and folder privileges (e.g. ADMIN/UPDATE/READ/etc on a group or STEM/CREATE
on a folder) for any subject. So for example, if a user has UPDATE privileges on a group, typically only admins of the group would be able to see that. But
with this bug, anybody that can access the Grouper Ul can see that the user has UPDATE on the group. This bug does not expose the memberships of
subjects.

This bug affects v1.4, v1.5, v1.6, v2.0, and v2.1 (up to 2.1.4). The bug is fixed in each of the branches and included in 2.1.5. The bug probably exists in v1.
3 and before, but has not been confirmed or fixed in those old releases. This patch can be applied to v1.4.0+.

Reproduce the problem

subj ect | dAut henticating = "test.subject.0"; // you will authenticate to the Gouper U as this subject
subj ect 1 dCheckPrivil eges = "test.subject.1"; // you will check privileges for this subject

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

subj ect Aut henti cating = Subj ect Fi nder.findByldOrldentifier(subjectldAuthenticating, true);
subj ect Checki ngPri vi |l eges = Subj ectFinder.findByl dOldentifier(subjectldCheckPrivileges, true);

groupNaneCanVi ewPrivs = "test:testUl Privil egel ssue: groupCanVi ewPri vs";
gr oupNaneCannot Vi ewPrivs = "test:testUl Privil egel ssue: groupCannot Vi ewPri vs";

fol der NaneCanVi ewPrivs = "test:testU Privil egel ssue: f ol der CanVi ewPri vs";
f ol der NameCannot Vi ewPrivs = "test:testU Privil egel ssue: f ol der Cannot Vi ewPri vs";

groupCanVi ewPrivs = new GroupSave(grouper Sessi on). assi gnNane( gr oupNaneCanVi ewPri vs).

assi gnCr eat ePar ent St ensl f Not Exi st (true). save();

groupCannot Vi ewPri vs = new G oupSave(grouper Sessi on). assi gnName( gr oupNameCannot Vi ewPri vs) .
assi gnCr eat ePar ent St ens| f Not Exi st (true). save();

fol der CanVi ewPri vs = new St enBave(grouper Sessi on). assi gnNane(f ol der NaneCanVi ewPri vs) . save();
f ol der Cannot Vi ewPri vs = new St enBSave(grouper Sessi on) . assi gnNane( f ol der NameCannot Vi ewPri vs) . save();

groupCanVi ewPri vs. grant Pri v(subj ect Aut henti cating, AccessPrivilege. ADMN);
groupCanVi ewPri vs. grant Pri v(subj ect Checki ngPri vil eges, AccessPrivil ege. UPDATE) ;
groupCannot Vi ewPri vs. grant Pri v(subj ect Checki ngPri vil eges, AccessPrivil ege. UPDATE);

f ol der CanVi ewPri vs. grant Pri v(subj ect Aut henti cati ng, Nam ngPrivil ege. STEM;
f ol der CanVi ewPri vs. grant Pri v(subj ect Checki ngPri vi | eges, Nam ngPrivil ege. CREATE) ;
f ol der Cannot Vi ewPri vs. grant Pri v(subj ect Checki ngPri vil eges, Nami ngPrivil ege. CREATE);

Now reproduce the issue using the Grouper Ul.

. Login to the Grouper Ul using the subject test.subject.O0.

. Click the "Search" link on the left.

. Search for test.subject.1 and select the subject.

. Click on the radio box next to "Show all GROUPS where this entity has the privilege", select "UPDATE" in the drop-down list, and click on
"Change display".

. You should see results for test:testUIPrivilegelssue:groupCanViewPrivs and test:testUIPrivilegelssue:groupCannotViewPrivs. The bug is that you
shouldn't be able to see the latter.

6. Click on the radio box next to "Show all FOLDERS where this entity has the privilege", select "Create Group" from the drop down list, and click

"Change display".
7. You should see results for test:testUIPrivilegelssue:folderCanViewPrivs and test:testUIPrivilegelssue:folderCannotViewPrivs. Again, the bug is
that you shouldn't be able to see the latter.

A WONBE

(9]

Patch the Grouper Ul

You need to edit PopulateSubjectSummaryAction.java. Note, these instructions are tomcat-specific. Note, anytime you see
/PATH_TO_GROUPER_UI_TOMCAT/ substitute that for the path to that tomcat, and anytime you see grouperUiAppName, substitute that for the app
name you use for grouper Ul, which is generally grouper.
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Unzip the grouper-ui.jar file in a location where you can compile a classfile. These instructions are for linux, though could be used in windows if you
change the path separators (colon to semicolon)

nkdir /tnp/grouperUi PrivPat ch

cd /tnp/ grouperU PrivPat ch/

nkdir tenp

unzi p / PATH_TO_GROUPER Ul _TOMCAT/ webapps/ gr ouper Ui AppNane/ VEB- | NF/ | i b/ grouper-ui.jar -d tenp

nkdir -p edu/internet2/ m ddl ewar e/ grouper/ui/actions/

cp tenp/ edu/internet2/ m ddl ewar e/ grouper/ ui/acti ons/ Popul at eSubj ect Sunmar yActi on. java edu/i nternet2/ m ddl ewar e
/ grouper/ ui/actions/

$rm-rf tenp

$ vi edu/internet?2/ni ddl ewar e/ grouper/ ui/actions/ Popul at eSubj ect Summar yActi on. j ava
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There are two method calls to GrouperHelper.getGroupsOrStemsWhereMemberHasPriv(). We're going to filter the results to remove groups/folders that
the person shouldn't be able to see.

First, replace the following:

subj ect Scopes = G ouper Hel per. get G oupsOr St ens\Wher eMenber HasPri v( nenber, accessPriv);

with this:

subj ect Scopes = G ouper Hel per. get G oupsOr St ens\Wher eMenber HasPri v( nenber, accessPriv);

/1 filter out groups where the subject can't see privs

renoveQhj ect sNot Al | owedToSeePri vs(subj ect Scopes) ;

Second, replace the following:

subj ect Scopes = G ouper Hel per. get G oupsOr St ensWher eMenber HasPri v( menber, nam ngPriv);

with this:

subj ect Scopes = G ouper Hel per. get G oupsOr St ens\Wher eMenber HasPri v( nmenber, nam ngPriv);

/1 filter out stems where the subject can't see privs

renmove(bj ect sNot Al | onedToSeePri vs(subj ect Scopes) ;

And third, add the following method at the end:



/**

* renpve objects not allowed to see privileges on

* @aram gr oupsAndSt ens

*/

public static void renpveQbj ect sNot Al | onedToSeePri vs( Set <?> groupsAndSt ens) {

if (groupsAndStens == null) {
return;

}

// subj ect who is making the query
final Subject grouperSessionSubject = G ouperSession.stati cG ouper Sessi on().get Subject();

java.util.lterator<?> iterator = groupsAndStens.iterator();

while (iterator.hasNext()) {
Obj ect groupOrStem = iterator. next();

if (groupOrSteminstanceof edu.internet?2. niddl eware.grouper.Goup) {

edu. i nternet 2. m ddl ewar e. grouper . Goup group = (edu.internet2.m ddl eware. grouper. G oup) groupOr St em
if (!group. hasAdm n(grouper Sessi onSubject)) {
iterator.renove();

}

} else if (groupOrSteminstanceof edu.internet?2.nm ddl eware. grouper.Stem {

edu. i nternet2. m ddl ewar e. grouper. Stem stem = (edu.internet2. m ddl eware. grouper. Sten) groupOr Stem
if (!stem hasSten(grouperSessionSubject)) {
iterator.renove();

}
} else {
//this should never happen
t hrow new Runti nmeException("Not expecting object of type: " + groupOrStemgetC ass() + ", " +
groupOr Stem ;

}
}
}

Compile the patched file, note, if you are using Java previous to 1.6, then you need to list out the jar files, instead of the asterisk. Install, and bounce tomcat

$ javac -classpath "/ PATH TO GROUPER Ul _TOMCAT/ webapps/ gr ouper Ui AppNane/ VEB- | NF/ | i b/ *: / PATH_TO_GROUPER_UI _ TOMCAT
/1ib/*" -sourcepath . edu/internet?2/n ddl eware/ grouper/ui/actions/Popul at eSubj ect Sunmar yActi on.j ava

$

$ find . -nanme Popul at eSubj ect Sunmar yAct i on*

./ edu/internet2/ m ddl ewar e/ grouper/ ui / acti ons/ Popul at eSubj ect Sunmar yActi on. cl ass

./ edu/internet 2/ m ddl ewar e/ grouper/ ui/ acti ons/ Popul at eSubj ect Sunmar yActi on. j ava

$

$ cp -R edu / PATH_TO GROUPER Ul _TOVAT/ webapps/ gr ouper Ui AppNare/ VEB- | NF/ cl asses/

$ find / PATH_TO GROUPER Ul _TOVAT/ webapps/ gr ouper Ui AppNarne/ VEEB- | NF/ cl asses/ edu - name

Popul at eSubj ect Summar yAct i on*

/ PATH_TO_GROUPER_Ul _TOVAT/ webapps/ gr ouper Ui AppNane/ WEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ui / acti ons
/ Popul at eSubj ect Sunmar yActi on. cl ass

/ PATH_TO_CGROUPER_Ul _TOVAT/ webapps/ gr ouper Ui AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ui / acti ons
/ Popul at eSubj ect Sunmar yActi on. j ava

Note, if you run on a cluster, you should zip up the files in the patch, and copy them to all servers that need them. Make sure the path is
grouperUiAppName/WEB-INF/classes/edul/internet2... Also, you should probably copy the source file and the classfiles in case there are further tweaks.

Bounce tomcat.
Test that the patch worked.
1. Login to the Grouper Ul using the subject test.subject.0.

2. Click the "Search" link on the left.
3. Search for test.subject.1 and select the subject.



. Click on the radio box next to "Show all GROUPS where this entity has the privilege", select "UPDATE" in the drop-down list, and click on
"Change display".

. You should see results for test:testUIPrivilegelssue:groupCanViewPrivs but NOT test:testUIPrivilegelssue:groupCannotViewPrivs.

. Click on the radio box next to "Show all FOLDERS where this entity has the privilege", select "Create Group" from the drop down list, and click
"Change display".

. You should see results for test:testUIPrivilegelssue:folderCanViewPrivs but NOT test:testUIPrivilegelssue:folderCannotViewPrivs.
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