Grouper Bug GRP-923 WS getGrouperPrivilegesLite can
return more data than the user should be able to see
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On July 24, 2013, it was reported that Grouper WS getGrouperPrivilegesLite() was returning more data than the user should see. Here is what the
problem is:

1. Any valid WS user can call getGrouperPrivilegesLite WS operation specifying a subject and a group or stem, and if that subject is an admin, then
the admin's privileges will be returned (e.g. if the admin can READ the group, ADMIN the group, etc)

2. Any valid WS user can call getGrouperPrivilegesLite WS operation with a subject and no group or stem, and the privileges will be returned on
objects for which the subject is an admin

3. Any valid WS user can call getGrouperPrivilegesLite WS operation with a stem and all privileges will be returned

Note that if you have the grouper-ws.properties config option: ws.client.user.group.name, then the exposure is reduced since only valid WS users are
connecting to the WS. All version of Grouper WS are affected by this problem: v1_4, vl 5,v1_6,v2_0,v2_1. Thisis fixed in all of the respective
branches. If your release is older than July 24, 2013, then your version is affected.

Reproduce the problem

You need a group with an admin, and a web service user who is not an admin on the group (and not a wheel group member or sys admin). You might
already have an example of this in Grouper, though if you dont you can customize this GSH script (change the strings at the top, with valid users and
group) and run it. Note, on older versions, this script might not work, you can change the script or do this in the Ul.

groupNane = "test:testPrivil egel ssue”;

subj ect | dW t hAdmi nPriv = "test.subject.0";

subj ect | dWthUpdatePriv = "test.subject.1";

subj ect 1 dNoPrivs = "test.subject.2";

subj ect | dMenber = "test. subject.3";

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

group = new GroupSave(grouper Sessi on). assi gnNanme( gr oupNane) . assi gnCr eat ePar ent St ensl f Not Exi st (true). save();
subj ect Wt hAdm nPriv = Subj ect Fi nder.findByldOrldentifier(subjectldWthAdm nPriv, true);
subj ect Wt hUpdat ePriv = Subj ect Fi nder. findByldOrldentifier(subjectldWthUpdatePriv, true);
subj ect NoPrivs = Subj ectFi nder.findByl dOrldentifier(subjectldNoPrivs, true);

subj ect Menber = Subj ect Fi nder. findByl dOrldentifier(subjectldMenber, true);

group. grant Pri v(subj ect WthAdm nPriv, AccessPrivilege. ADM N);

group. grantPriv(subj ect WthUpdatePriv, AccessPrivil ege. UPDATE);

group. addMenber ( subj ect Menber) ;

This shows the problem, fast/medley.isc-seo.upenn.edu has no admin privileges on the group, mchyzer does, but the non-privileged user can see
privileges on the group

[mchyzer @1 ash pennGroupsClient-test-2.0.0]$ grep webService. kerberosPrin grouper.client.properties

grouper C i ent.webServi ce. kerberosPrinci pal = fast/nedl ey.isc-seo.upenn. edu

[nchyzer @1 ash pennGroupsCient-test-2.0.0]$ java -jar grouperCient.jar --operation=getG ouperPrivilegesLiteW
--groupNanme=t est:test G oup --subjectldentifier=nchyzer

I ndex 0: success: T: code: SUCCESS: group: test:testGoup: subject: 10021368: access: admin

Index 1: success: T: code: SUCCESS: group: test:testGoup: subject: 10021368: access: read

I ndex 2: success: T: code: SUCCESS: group: test:testGoup: subject: 10021368: access: update

I ndex 3: success: T: code: SUCCESS: group: test:testGoup: subject: 10021368: access: Vview

[mchyzer @1 ash pennGroupsClient-test-2.0.0]$ java -jar grouperCient.jar --operation=getG ouperPrivilegesLiteW
--groupName=t est:test G oup --subjectld=fast/nedley.isc-seo.upenn.edu

I ndex 0: success: T: code: SUCCESS: group: test:testGoup: subject: fast/nedley.isc-seo.upenn.edu: access: read
Index 1: success: T: code: SUCCESS: group: test:testGoup: subject: fast/nedley.isc-seo.upenn.edu: access: View
[mchyzer @1 ash pennG oupsClient-test-2.0.0]$

Patch the server

You need to edit GrouperServiceLogic.java. Note, these instructions are tomcat-specific. Note, anytime you see /PATH_TO_GROUPER_WS_TOMCAT/
substitute that for the path to that tomcat, and anytime you see grouperWsAppName, substitute that for the app name you use for grouper WS, which is
generally grouper-ws or grouperWws.
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Unzip the grouper-ws.jar file

in a location where you can compile a classfile. These instructions are for linux, though could be used in windows if you

change the path separators (colon to semicolon)

[ appadmi n@ hepri nce
[ appadm n@ hepri nce
[ appadm n@ hepri nce
[ appadnmi n@ heprince
[ appadm n@ heprince
/ PATH_TO_GROUPER_W&_
[ appadm n@ hepri nce
[ appadm n@ hepri nce
[ appadmi n@ hepri nce
[ appadm n@ hepri nce
/i nternet 2/ n ddl ewar
[ appadnmi n@ heprince
[ appadm n@ heprince

lib]l$ nkdir /tnp/grouperWPatch

l'ib]$ cd /tnp/grouperWPat ch

grouper WPat ch] $ nkdir tenp

grouper WPatch] $ cd tenp

tenp] $ | ocate grouper-ws.jar

TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ | i b/ gr ouper-ws. j ar

tenp] $ unzi p / PATH_TO GROUPER W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ WEB- | NF/ | i b/ gr ouper - ws. j ar
tenp]$ cd ..

grouper WPatch] $ nkdir -p edu/internet2/m ddl ewar e/ gr ouper/ ws

grouperWPat ch] $ cp tenp/edu/internet2/ n ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c. j ava edu
e/ grouper/ws

grouper WPatch]$ rm-rf tenp/

grouper WPat ch] $ enacs edu/internet 2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c. j ava

Add this near the top of the file:

import java.util.Has
i nport edu.internet2
import edu.internet2
i mport edu.internet2

hMap;

. m ddl ewar e. gr ouper . G oupFi nder ;

. m ddl ewar e. gr ouper . excepti on. G ouper Sessi onExcepti on;
. m ddl ewar e. grouper . m sc. G ouper Sessi onHandl er;

Add one line to the method: getGrouperPrivilegesLite

FROM:

//see if we
Iterator<? e

need to renove, if specifying privs, and this doesnt match
xtends GrouperPrivilege> iterator = privileges.iterator();

while (iterator.hasNext()) {

G ouper Pri
if (privil

iterator
}

}
WG ouper Pri

TO:

I/see if we

vilege current = iterator.next();
egeNane != null && !StringUtils.equal s(privilegeNanme.getNane(), current.getName())){
.renove();

vil egeResul t[] privilegeResults = new WG ouperPrivilegeResult[privileges.size()];

need to renove, if specifying privs, and this doesnt match

Iterator<? extends GrouperPrivilege> iterator = privileges.iterator();
while (iterator.hasNext()) {

G ouper Pri
if (privil
iterator
}
}

vilege current = iterator.next();
egeNane != null && !StringUtils.equal s(privilegeNanme.get Name(), current.getName())){
.renove();

/1 ADD THI S LI NE: GRP-923 WS get GrouperPrivilegesLite can return nore data should
renovePri vsNot Al | onedToSee(pri vil eges);

WG ouper Pri

vil egeResul t[] privilegeResults = new WG ouperPrivil egeResult[privileges.size()];

Add this method below that method:

[ **

* renpve privileges not allowed to see



* @aramprivil eges
*/
public static void renpvePrivsNot Al | onedToSee( Tr eeSet <G ouper Pri vi | ege> privil eges) {

int original NumberOfPrivileges = GouperWil.length(privileges);
if (privileges !'= null) {

//subject who is making the query
final Subject grouperSessionSubject = G ouper Session. stati cG ouper Sessi on(). get Subj ect();

/1if this change breaks an app, and you need a quick fix, you can whitelist users
final String groupNameOf User sWhoCanCheckAl | Privil eges = G ouper WsConfi g. get PropertyString("ws.
gr oupNanmeOf User s\WwhoCanCheckAl | Pri vi |l eges");

/1if there is a whitelist to preserve old broken behavi or
if (!StringUils.isBlank(groupNanmeO User s\WhoCanCheckAl | Privil eges)) {

//do this as root since the user who is allowed mght not be able to read the whitelist group...
bool ean done = (Bool ean) Gr ouper Sessi on. cal | backG ouper Sessi on( Gr ouper Sessi on. st ati cG ouper Sessi on().
i nternal _get Root Sessi on(), new G ouper Sessi onHandl er () {

public Object call back(G ouperSession grouper Sessi onl) throws G ouper Sessi onException {

Group groupOf User sWhoCanCheckAl | Privil eges = G oupFi nder . fi ndByNanme( gr ouper Sessi onl,
gr oupNaneOr User sWhoCanCheckAl | Pri vi |l eges, false);

if (groupOUserswWhoCanCheckAl I Privileges !'= null) {

[1if the subject in the grouper session is in the whitelist group, then allow the query w thout
filtering privileges
if (groupOrUsersWhoCanCheckAl | Privi |l eges. hasMenber ( gr ouper Sessi onSubj ect)) {
return true;

}

} else {

//it is msconfigured, just keep going, but filter privileges based on calling user
LOG error("Wuy is ws. groupNameOf User sWwhoCanCheckAl | Privil eges: " +
gr oupNanmeOr User sWhoCanCheckAl | Privileges + ", not found????");
}
return fal se;
}
IO N

//this means the calling user is in the whitelist for the old bad logic...
if (done) {
return;
}
}

//map of group nanme to if the user is allowed to see privileges
Map<String, Bool ean> groupPrivil egeCache = new HashMap<String, Bool ean>();

//map of stemname to if the user is allowed to see privileges
Map<String, Bool ean> stenPrivil egeCache = new HashMap<Stri ng, Bool ean>();

Iterator<GrouperPrivilege> iterator = privileges.iterator();

while (iterator.hasNext()) {
GrouperPrivilege grouperPrivilege = iterator.next();

Grouper APl grouper Api = grouperPrivil ege. get G ouper Api () ;
if (grouperApi instanceof G oup) {

Group group = (G oup)grouperApi;
String groupName = group. get Nanme();

/I check the cache
Bool ean al | owed = groupPrivil egeCache. get (gr oupNane) ;
if (allowed == null) {



/Inot in cache
//see if allowed

al | owned = group. hasAdm n(gr ouper Sessi onSubj ect) ;

//add back to cache

groupPrivil egeCache. put (group. get Nane(),

}
if (lallowed) {
iterator.renove();
}
} else if (grouperApi instanceof Stem {

Stem stem = (St em) grouper Api ;
String stemNane = stem get Nane();

// check the cache

Bool ean al l owed = stenPrivil egeCache. get (st enNane) ;

if (allowed == null) {
//not in cache
//see if allowed

al | oned = stem hasSt en( gr ouper Sessi onSubj ect) ;

//add back to cache
stenPrivil egeCache. put (st em get Nanme(),

}

if (tallowed) {
iterator.renove();

}

} else {
/1this should never happen

throw new Runti neExcepti on("Not expecting G ouper API

grouper Api ) ;
}

}
}

if (LOG isDebugEnabled()) {

LOG debug("renpvePri vsNot Al | onedToSee() from" + original NunberOPrivil eges +

(privileges) + " privileges");

of type:

+ grouper Api . getC ass() + ", " +

to

+ GrouperUtil.length

Compile the patched file, note, if you are using Java previous to 1.6, then you need to list out the jar files, instead of the asterisk. Install, and bounce

tomcat

[ appadnmi n@ hepri nce grouperWPatch]$ javac -classpath "/ PATH TO GROUPER _WS_TOVAT/ webapps/ gr ouper W AppNane/ WEB-

INF/1ib/*" -sourcepath . edu/internet2/ m ddl eware/ grouper/ws/ G ouper Servi ceLogi c.java

[ appadni n@ hepri nce grouperWPatch]$ find

./ edu

./ edu/internet2

./ edu/internet2/ m ddl eware

./ edu/internet 2/ m ddl ewar e/ gr ouper

./ edu/internet 2/ m ddl ewar e/ gr ouper/ ws

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$4%1. cl ass
./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi ¢$10. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi ¢$5. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ ws/ G ouper Ser vi ceLogi c$14. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi ¢$9. cl ass



./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$7. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$1$1. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$13. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ ws/ G ouper Ser vi ceLogi c$10$1. cl ass

./ edu/internet 2/ m ddl ewar e/ gr ouper/ ws/ G ouper Servi ceLogi c. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$8. cl ass

./ edu/internet 2/ m ddl ewar e/ gr ouper/ ws/ G ouper Servi ceLogi c$3. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$12%$1. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$10%$2. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$1. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$6. cl ass

./ edu/internet 2/ m ddl ewar e/ gr ouper/ ws/ G ouper Servi ceLogi c$4. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi ¢$12. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ws/ G ouper Ser vi ceLogi c$11. cl ass

./ edu/internet 2/ m ddl ewar e/ gr ouper/ ws/ G ouper Servi ceLogi c$2. cl ass

./ edu/internet2/ m ddl ewar e/ gr ouper/ ws/ G ouper Servi ceLogi c. j ava

[ appadm n@ heprince grouperWPatch]$ cp -R edu / PATH TO GROUPER_WS_TOVAT/ webapps/ gr ouper W AppNane/ V\EB- | NF
/ cl asses/

[ appadmi n@ hepri nce grouperWPatch]$ find / PATH TO GROUPER_W5_TOVAT/ webapps/ gr ouper W6 AppNanme/ WEB- | NF/ cl asses/ edu
/ PATH_TO_GROUPER _W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
| Grouper Servi ceLogi ¢c$4$1. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$10. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$5. cl ass

/| PATH_TO_GROUPER _W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ G ouper Servi ceLogi ¢c$14. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
| Grouper Servi ceLogi c$9. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$7. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢c$1$1. cl ass

/| PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$13. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
| Grouper Servi ceLogi ¢$10$1. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi celLogi c. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$8. cl ass

/| PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$3. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
| Grouper Servi ceLogi ¢$12$1. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
| Grouper Ser vi ceLogi ¢$10%$2. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi c$1. cl ass

/| PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$6. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
| Grouper Servi ceLogi c$4. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$12. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEEB- | NF/ cl asses/ edu/ i nt er net 2/ m ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢c$11. cl ass

/| PATH_TO_GROUPER _W5_TOMCAT/ webapps/ gr ouper Ws AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddl ewar e/ gr ouper/ ws
/ Grouper Servi ceLogi ¢$2. cl ass

/ PATH_TO_GROUPER_W5_TOMCAT/ webapps/ gr ouper W AppNane/ VEB- | NF/ cl asses/ edu/ i nt er net 2/ mi ddI ewar e/ gr ouper/ ws
/ Grouper Servi celLogi c. j ava

[ appadmi n@ hepri nce grouperWPat ch] $

Note, if you run on a cluster, you should zip up the files in the patch, and copy them to all servers that need them. Make sure the path is
grouperWsAppName/WEB-INF/classes/edul/insternet2... Also, you should probably copy the source file and the clsasfiles in case there are further tweaks.



Bounce tomcat.

Test that it works by seeing the privs not delivered

[nchyzer @1 ash pennGroupsClient-test-2.0.0]% java -jar grouperCient.jar --operation=getG ouperPrivilegesLiteW
--groupNanme=t est:test G oup --subjectldentifier=nchyzer
[nchyzer @1 ash pennGroupsClient-test-2.0.0]$%

If you change the grouper.client.properties to a user who has admin, you should see stuff

[nchyzer @1 ash pennGroupsClient-test-2.0.0]% java -jar grouperCient.jar --operation=getG ouperPrivilegesLiteW
--groupNanme=t est:test G oup --subjectld=fast/nedley.isc-seo.upenn.edu

I ndex 0: success: T: code: SUCCESS: group: test:testGoup: subject: fast/nedley.isc-seo.upenn.edu: access: read
I ndex 1: success: T: code: SUCCESS: group: test:testGoup: subject: fast/nedley.isc-seo.upenn.edu: access: View

If this new fixed behavior breaks existing clients who depend on the broken behavior
Ideally you would grant whatever privileges these clients need so that they can make legitimate WS calls.

If it is not feasible to do that, a workaround is to grant those client access to the old behavior (hopefully temporarily until they can fix their code). You can
do this by configuring a group in the grouper-ws.properties:

ws. gr oupNameOf User sWhoCanCheckAl | Pri vi | eges = sone: group: nane

Then add the authenticated WS user to that group, and they will get the old behavior.
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