Troubleshooting Notes

Troubleshooting [dynes:IN PROGRESS]

1. General Information



When setting up the Renpte Link in OESS the nane of the link needs to be the same as the |ink= string at
the other end. The urns in the topology file for each end of the link nust match exactly. Here are two
ends of a link taken fromthe |1 ON topology information at https://ndb7.net.internet?2. edu/ Topol ogyVi ewer/?
domai n=dynes. i nternet 2. edu&t s_i nst ance=ht t p¥8AY%RF%2Fdcn-ts. i nt er net 2. edu¥8A8012%2Fper f SONAR_PS%

2Fservi ces%2Ft opol ogy. Note that the 12 NOC nust set this information up for each rempte site. So,

what ever you tell the NOC to put in the link= field of the first itembelowis what you need to use at
your end.

ur n: ogf : net wor k: donai n=dynes. i nt er net 2. edu: node=sw-i 2| ab. dynes. i nt er net 2. edu: port =Te+0/ 0: | i nk=i nt er net 2
ur n: ogf : net wor k: domai n=i on. i nt ernet 2. edu: node=rtr. chic: port=xe-7/1/2:1ink=l ab-idc

In CESS when setting up a Rempte Link the alert box you're presented with asks for Nane and Renote URN
In the above exanple, Nane should be "internet2" whatever follows link=in the first item above (what
you told the NOC to put there). The second line is the urn of the link to you fromthe other end's
perspective. This is what you should put in the Renbte URN field when setting up the rempte link in oess.

CERTS

CERTS are stored in /etc/pki/tls/certs (key in /etc/pki/tls/private). This CERT is a site cert. If this
IDC is peered with
Internet2 the CERT nust be CA signed. Gtherwise it can be self-signed.

Keystores are located in /etc/oscars/keystores: oscars.jks and |ocal host.jks. It appears that they can
be the sane (i.e.,

copy oscars.jks to local host.jks). The keystore should contain the site cert and the certs of the
signing authorities.

-- To insert the CERT for the site into /etc/oscars/keystores/oscars.jks and /etc/oscars/keystores
/1 ocal host . j ks do
-- the following. nykey is the alias to use for the site cert. The last argunment here is -capital Onh.

.lidc-inportkeypair -s /etc/oscars/keystores/oscars.jks -a nykey -k /path to/yourhost.key -c /path to
/yourhost.crt -p changeit -O

---- copy oscars.jks to local host.jks

----The keystores nust also contain a CERT for local host. See below for instructions
---- on generating that CERT.

---- \Watever you call the CERT and KEY you install in /etc/pki/tls you nust also
---- update /etc/httpd/conf.d/ssl.conf

SSLCertificateFile /etc/pki/tls/certs/your. host.crt
SSLCertificateKeyFile /etc/pki/tls/privatel/your.host.key

---- Also these paths nust be placed in /etc/oess/database. xm

cert="/etc/pki/tls/certs/your.host.crt"
key="/etc/ pki/tls/private/your.host.key"

---- The owner and issuer fields for the local site CERT need to be placed in the local I1DC
---- user in OSCARS. These also need to be placed in the IDC user at the peer host. See
---- bel ow regardi ng changi ng the |1DC peer.

---- In case all you have is the old (.5) OSCARS.jks do the following to get the cert and key:

keytool -v -inportkeystore -srckeystore OSCARS. ks -srcstorepass changeit -srckeypass password -srcalias
rutgers_idc -destkeystore tenp.pl2 -destalias nykey -deststorepass changeit -destkeypass changeit -
dest st or et ype PKCS12

---- Now the cert and key are in a .pemfile, do this:
openssl x509 -in tenp. pem > yourhost.crt

openssl rsa -in tenp.pem -out yourhost.key

---- Copy the cert and key to /etc/pki/tls as mentioned above. Don't forget to update ssl.conf!

2. More CERT related information...



-- Suffixes: .cer, .crt
CER is an X.509 certificate in binary form DER encoded. CRT is a binary X 509 certificate, encapsul ated
in text (base-64) encoding. It is not the same encoding but they are otherw se interchangeable.

-- A .cer file containing PKCS#7-encoded data | ooks like this:

----- BEG N PKCS7-- - - -
M | WigYJKoZI hvcNAQeCol | Wz CCFs 8 CAQEX ADAL Bgk ghki GOWOBBwGyghalM | H

PO 9n9cd2cNgQ4x YD KW.2K]j LB+6r QXvqz J4h6BUcx L XAX5Uj 5t LUUL9wWgT6u0G
+bKhADEA

----- END PKCS7-----

-- To convert a pkcs7 .cer to .crt

openssl pkcs7 -print_certs -in certificate.cer -out certificate.crt

-- APEMcertificate data | ooks |ike this:

----- BEG N CERTI FI CATE- - - - -
M | HNj CCBh6gAW BAgl QAl Bxt qKazsx USROQIVWaDANBgK ghki GOWOBAQUFADBM

nv72c/ Ov4nl yr vBLPoaS5J FUJvFUGBRf AEY=
----- END CERTI FI CATE- - - - -

If the .cer is in PEMformat it's the sane as a .crt.

3. Toinstall/replace the CERT on the IDC



The steps to inport the cert and key and update the user in the OSCARS webU . This works for both .pem
and .crt files.

-- If cert isina .pemfile do this:
openssl x509 -in yourcert.pem > yourhost.crt
openssl rsa -in yourcert.pem -out yourhost.key

-- Inport the cert and key to the oscars.jks and |l ocal host.jks to overwite the previous entry

cd /opt/oscars/tool s/ bin/

.lidc-inportkeypair -s /etc/oscars/keystores/oscars.jks -a nykey -k /path to/yourhost.key -c /path to
/yourhost.crt -p changeit -O

.lidc-inmportkeypair -s /etc/oscars/keystores/local host.jks -a nykey -k /path to/yourhost.key -c /path to
/yourhost.crt -p changeit -O

-- (Optional) To check the owner, issuer, and validation date stored in oscars.jks
-- See below for instructions to extract the cert and key
keytool -list -v -alias nykey -keystore /etc/oscars/keystores/oscars.jks |egrep "Onmner||ssuer|Valid"

-- Retrive the updated subject and issuer and update the Local |IDC Account (yoursite-idc) in the OSCARS
webUl : https://yourhost. edu: 8443/ OSCARS/

keytool -printcert -file /path to/yourhost.crt|egrep "Oaner:|lssuer:"

Owner: CN=<whatever is there> OU=Services, DC=doegrids, DC=org

I ssuer: CN=DOEGrids CA 1, OU=Certificate Authorities, DC=DCEG'ids, DC=org

-- Copy the new cert and key to the proper places

-- Make sure permissions are 644

-- Also make sure that only one cert is inthe cert file
-- and the CNin the cert nmust natch the host name

cp /path to/yourhost.crt /etc/pki/tls/certs

cp /path to/yourhost.key /etc/pki/tls/private

-- To check that the keys are the sane
openssl rsa -in /etc/pki/tls/private/yourhost.key
openssl x509 -in /etc/pki/tls/certs/yourhost.crt

-- Update the new cert and key locations in the relevant places (if they've changed)

-- If you make a mi stake in database.xm you'll get "Could not send Message" in the OSCARS Ul
/ et c/ oess/ dat abase. xm

/etc/ httpd/ conf.d/ssl.conf

-- Restart OSCARS

service oscars restart

-- Restart HTTPD

service httpd restart

-- Restart OESS (may not be necessary)
service oess restart

4. To generate a new self-signed CERT

-- -nodes neans no PEM pass phrase is used

-- -days 1825 = 5 years use what nmakes sense

openssl req -x509 -newkey rsa: 2048 -keyout key.pem -out cert.pem -days 1825 -nodes

-- Enter relevant information at the pronpts

-- Common Name (eg, your nane or your server's hostnane) must match the actual server nane or use
| ocal host

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.



Country Name (2 letter code) [GB]:US

State or Province Nane (full nane) [Berkshire]: M

Locality Name (eg, city) [Newbury]:. <- Note period entered here to blank out default
Organi zati on Nane (eg, conpany) [M/ Conpany Ltd]: OSCARS

Organi zational Unit Name (eg, section) []:OSCARS DEFAULT

Common Narme (eg, your name or your server's hostnane) []:I|ocal host

Emai| Address []:. <- Note period entered here to blank out default

-- Copy resulting cert.pemand key.pemto the appropriate files in /etc/pki/tls
-- If you don't overwite what was already in /etc/pki/tls

-- then you nust update /etc/httpd/conf.d/ssl.conf

-- E.g.,

cp cert.pem/etc/pki/tls/certs/your.host.crt

cp key.pem/etc/pki/tls/private/your.host.key

-- Now update the cert used by OSCARS
cd /etc/oscars/ keystores/

-- First delete the old one
keytool -delete -alias nykey -keystore oscars.jks -storepass changeit

-- Now add in the new one

/ opt/oscars/tool s/bin/idc-inportkeypair -s oscars.jks -a nmykey -c /etc/pki/tls/certs/your.host.crt -k
/etc/pki/tls/private/your. host.key -p changeit -O

-- Hit return when pronpted Enter PEM pass phrase:

-- I MPORTANT!! oscars.jks and | ocal host.jks need a cert corresponding to the actual |ocal host name but
al so one for |ocal host.

openssl req -x509 -newkey rsa: 2048 -keyout |ocal hostkey.pem -out |ocal hostcert.pem -days 1825 -nodes
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '."', the field will be left blank.

Country Name (2 letter code) [XX]:US

State or Province Nane (full nane) []:CA

Locality Name (eg, city) [Default Cty]:. <- Note period entered here to blank out default
Organi zati on Nane (eg, conpany) [Default Conpany Ltd]: OSCARS

Organi zational Unit Name (eg, section) []:OSCARS DEFAULT

Common Nanme (eg, your name or your server's hostnane) []:]ocal host

Emai| Address []: <- Note period entered here to blank out default

-- Verify that the stupid CERTs were inserted correctly
keytool -list -alias nykey -v -keystore /etc/oscars/keystores/oscars.jks -storepass changeit
keytool -printcert -file /etc/pki/tls/certs/your.host.crt

-- Update | ocal host.jks
cp oscars.jks |ocal host.jks

-- Restart everything
service httpd restart
service oscars restart
service oess restart

5. To install/replace the CERT on the FDT server



The cert and the key are stored under:
/ hone/ dynes/ FDTAgent / conf / OSCARS. j ks

To inport a new certificate and the key:
1) Go to /hone/dynes/ FDTAgent/bin
2) Import the certs using the “dynesfdt cert® command:

./dynesfdt cert -inport -key </path/to/private/key> -cert </path/to/cert>

The certs will be inported under a new file
(in case the user wants to backup the previous one):

/ hone/ dynes/ FDTAgent / conf / OSCARS. j ks. NEW

This file nmust be copied over:
/ hone/ dynes/ FDTAgent / conf/ OSCARS. j ks

3) To list the certificate currently installed in the OSCARS.jks file:
./ dynesfdt cert

should print the certificate and the validity.

6. Virtual Machine Issues
The 1DC platformruns one or nore virtual machines. Each VMtypically runs an instance of OSCARS al ong
with software that controls the DYNES switch. Running task is /usr/libexec/qgemu-kvm It mght show up in

top as germu-kvm service libvirtd restart if you need to kill and restart the task.

Sone useful VM rel ated comrands:

Conmand Functi on

virsh The virsh programis the main interface for managi ng virsh guest donmains.
See nman virsh for details.

virsh list --all List all the VMs.

virsh start <domai n> Start the domain (either by name or nunber as given by virsh list --all

virsh shutdown <donmi n> Shutdown the domain

virsh consol e <domai n> Connect to the VMs console. Cirl-] to exit.

virsh autostart <donmi n> Set the donein to autonatically start at boot tine.
virsh edit <domai n> Edit the domain's XM.

virsh dom nfo <domai n> Print out info about the domain.

The XML files for each domain are at /etc/libvirt/gemu. Setting a donain to autostart puts a link to the
af orenmentioned XML file in /etc/libvirt/qenu/autostart. To stop a domain fromautostarting delete the
I'i nk.

yuminstall libguestfs-tools will install a set of useful VMrelated tools. Please see http://libguestfs.
org/.

7. OSCARS Error Messages

More informati on about errors can be retrieved fromthe log files in /var/log/oscars. The GRI (e.g.,
dynes.internet?2. edu-505) can be used to narrow down the search. Another place to look is /var/log/httpd
(typically in ssl_error_log).

B I e e TP +
Error Code REQUEST_TI MED_OUT

Error Message Wat chdog Term nated CreatePat h-dynes.internet?2. edu-522 in status | NSETUP

Error Type system

B +
Error Code COULD_NOT_CONNECT

Error Message OSCARSSoapSer vi ce. i nvoke: Exception connecting to setup on https://vmi 2l ab. dynes.



internet2.edu/idc/idc.cgi Message is: Could not send Message.

Error Type system

Error Code PATH_TEARDOWN_FAI LED

Error Message PSSRepl yRequest . execut e no Creat ePat hRequest, Tear DownPat hRequest or
Cancel Reservation associated with this PSSReply

Error Type system

This error alnost always is due to a problemwith httpd on the VM Things to check are whether the cert
and key are valid. Cert is in /etc/pki/tls/certs and the key is in /etc/pki/tls/private. The path to
both the cert and key nust be in /etc/httpd/conf.d/ssl.conf.

B +
Error Code RESERVATI ON_CREATE_FAI LED

Error Message There are no VLANs avail able on link al 2s. net.internet2. edu: sdn-sw. ashb. net.
internet2.edu:et-3/0/0.0:uva on reservati on dynes.internet2. edu-520 in VLAN PCE

Error Type RESERVATI ON_CREATE_FAI LED

This error neans that a vlan that was specified in the setup is in use.

o e e e e e m e e oo e e e e e e e e e e e e oo oo +
Error Code PATH_TEARDOWN_FAI LED

Error Message PSSRepl yRequest . execut e no Creat ePat hRequest, Tear DownPat hRequest or

Cancel Reservation associated with this PSSReply

Error Type system

B +
Error Code REQUEST_TI MED_OUT

Error Message Wat chdog Termi nated createReservation in status | NPATHCALCULATI ON

Error Type system

This usually means there's a problemw th a site's topology file. As nentioned above, the information in
the topology file at each end of a circuit being set up nmust natch EXACTLY. Topology files can be viewed
at https://ndb7.net.internet?2. edu/ Topol ogyViewer/. You need to enter the domain of the site as
configured in DYNES. Unfortunately there isn't a standard nam ng conventi on.

o +
Error Code PCE_CREATE_FAI LED

Error Message Unable to find link with id al 2s.net.internet2. edu: sdn-sw. ashb. net. i nternet2. edu: et -
3/0/0.0:* on reservation dynes.internet2.edu-505 in Dijkstra PCE

Error Type user

Anot her instance of a problemw th a topology file.

e N T T . +
Error Code COULD_NOT_CONNECT

Error Message OSCARSSoapSer vi ce. i nvoke: Exception connecting to setup on https://vmi 2l ab. dynes.
internet2.edu/idc/idc.cgi Message is: Could not send Message.

Error Type system

Error Code PATH_TEARDOWN_FAI LED

Error Message PSSRepl yRequest . execut e no Creat ePat hRequest, Tear DownPat hRequest or

Cancel Reservation associated with this PSSReply

Error Type system

This error can be due to a problemw th httpd on the | ocal host but can also be due to a problemwth
the X509 certs. When two sites peer (e.g., your site and Internet2) each site nust configure the X509
owner and issuer information of the other site in OSCARS. On the local site the user id corresponding to
the peer site nust have the peer's owner and issuer information entered. Likew se the peer site nust
enter your site's information into its OSCARS. Wen Internet2 is the peer, a ticket sent to the
Internet2 NOC (noc@nternet2.edu) will trigger the set up process.

o +
Error Code RESERVATI ON_CREATE_FAI LED
Error Message OSCARSSoapSer vi ce. i nvoke: Exception connecting to createReservati on on

https://1ocal host. | ocal domai n: 9002/ OSCARSI nt er nal Message is: net.es.oscars. utils. soap.
OSCARSSer vi ceException: no location for IDC controlling domai n whatever. edu



Error Type RESERVATI ON_CREATE_FAI LED
In at |east one case this was due to a typo in the command that set up the site's IDC on the peer idc:

# [ opt/oscars/| ookup/ bin/oscars-idclist
Loadi ng mani fest from/etc/oscars/LookupService/conf/ manifest.yanl

1D 2
Type: 1DC
Expiration: NEVER
Protocol s:
Type: http://oscars. es. net/ OSCARS/ 06
Location: https://al 2s.net.internet2. edu: 9001/ OSCARS
Rel ati onshi ps:
[control s] urn:ogf:network: domai n=al 2s. net. i nternet2.edu

Check to see that Type: is http (not https) and Location: is https (and not http)

This error mght occur when running the BridgePSS (i.e., not CESS).

Error Code CONFI GURATI ON_ERROR

Error Message Coul d not locate config generator for device <your sw tch> java.l ang.
Cl assNot FoundException: net.es.oscars. pss. bridge. del|l.Dell ConfigGen

Error Type system

The file /etc/oscars/ PSSService/conf/ defs-nodel s. yaml needs this:

- id: “dell™
servi ces:
- id: bri dge
configCGenerator: "net.es.oscars.pss.bridge.generic. GenericConfigGen"
t enpl at eConfi g:
tenpl ates:

" SETUP" : "del | -setup.txt"
" TEARDOMWN' : "del | -teardown. t xt"
" MODI FY": .
" STATUS": .

The above two scripts need to be in /etc/oscars/PSSService/conf/tenplates/.

*cat dell-setup.txt*
configure term nal

class-map natch-all cl ass-map-vl an-${vl an} ipv4
match vlan ${vl an}
exit

policy-map policy-map-vlan-${vlan} in
cl ass cl ass-map-vl an- ${ vl an}
pol i ce-sinpl e ${bandw dt h} 000 128 conformaction transmt viol ate-action drop
exi t
exit

interface ${portA}
service-policy in policy-mp-vlan-${vl an}
switchport trunk allowed vlan add ${vl an}
exit

interface ${portZ}
service-policy in policy-mp-vlan-${vl an}
switchport trunk allowed vlan add ${vl an}
exit

exit

cat dell-teardown. txt
configure term nal



interface ${portA}

no service-policy in policy-nmap-vlan-${vl an}
switchport trunk allowed vlan renove ${vl an}
exit

interface ${portZz}

no service-policy in policy-nmp-vlan-${vl an}
switchport trunk allowed vlan renove ${vl an}
exit

no policy-map policy-nap-vlan-${vl an}

no class-map cl ass-map-vl an-${vl an}

exit

This error can indicate an expired cert. It neans one OSCARS wasn't able to talk to another

Error Code COULD_NOT_CONNECT

Error Message OSCARSSoapSer vi ce.invoke: Exception connecting to createReservation on https://al 2s. net.
i nternet2. edu: 9001/ OSCARS Message is: Problemwiting SAAJ nodel to stream

Error Type system

CERTs are in:

letc/pki/tls/certs
keytool -printcert -file /etc/pki/tls/certs/<your_cert.cer>

| etc/oscars/ keystore
keytool -list -v -alias nykey -keystore oscars.jks (don't forget |ocal host.jks)

8. Instructions on how to interact with the OESS database



OESS data is stored in a nysql database. It should not be necessary to query or change this infornation
but just in case...

# mysqgl -u root -p
Enter password: <password should be the sane as the root password>

nysqgl > use oess;
Readi ng table infornation for conpletion of table and col um nanes
You can turn off this feature to get a quicker startup with \-A

Dat abase changed
nysql > show t abl es;

| Tabl es_in_oess |

| circuit |

| circuit_edge_interface_nenbership |
| circuit_edge_nac_address |

| circuit_instantiation |

| interface |

| interface_acl |

| interface_instantiation |

| link |

| link_instantiation |

| l'ink_path_nenbership |

| network |

| node |

| node_instantiation |

| oess_version |

| path |

| path_instantiation |

| path_instantiation_vlan_ids |
| remote_auth |

| schedul ed_action |

| schema_version |

| urn |

| user |

| user_workgroup_nenbership |

| workgroup |

| wor kgroup_node_nenber ship |

+

25 rows in set (0.00 sec)

nysql > descri be oess_version;

1 rowin set (0.00 sec)

nysql > sel ect version from oess_version;

Feoemmmeaa s +
| version |
Fommmmmaa s +
| 1.1.4 |
B T +

1 rowin set (0.00 sec)

9. Error in signature with X509Token

log into your OSCARS Ul : https:idc.net.<site>. edu: 8443/ OSCARS/
| ookup the reservation
exam ne the error nessage.



10. Can't access both the IDC and FDT iDRAC using Firefox. This is due to all Dell iDRACSs using the same cert serial number. Firefox (for some
reason) doesn't allow this to be ignored and continue. The workaround is to delete the certs from the first IDRAC accessed or use another
browser. Details on removing the certs can be found here.

11. Mistakenly "Decommissioned" the switch

# mysqgl -u root -p

Enter password: <enter nysqgl root password>

nysqgl > use oess;

nysql > sel ect * fromnode; <- Your switch will |ikely be node=1

Deconing the device sets an end_epoch for it in the node_instantiation table. You nust login to nysql as
root .

nysql > sel ect * from node_instantiation;

T T RS +
node_i d end_epoch start_epoch managenent _addr _i pv4 admi n_state
dpi d

T +

1 1376100241 1374712867 2170417085 active 281483173139793
T N N N s +

1 rowin set (0.00 sec)

Set the end_epoch to -1 and it'll be active.

nmysqgl > updat e node_instantiati on set end_epoch =-1 where node_id =1;
Query OK, 1 row affected (0.04 sec)

Rows matched: 1 Changed: 1 Warnings: O

nysqgl > sel ect * from node_instantiation;

T T T T N N NN +
node_i d end_epoch start_epoch managenent _addr _i pv4 adm n_state
dpi d

B +

1 -1 1374712867 2170417085 active 281483173139793

B +

1 rowin set (0.00 sec)

12. Reported by MAX

Probl em

-- Deconm ssi oned the node

-- Lost the node and coul d not rediscover

-- Del eted oess database

-- Reran oess_setup.pl to restore database to clean state
-- Discovered and re-added the node and all interfaces

-- re-add remote link and click "Submt Topol ogy"

This didn't re-subnit the topol ogy

| believe the correct steps are:

-- Go "adm n' page

-- Oick "Wrkgroups' then choose ' OSCARS | DC

-- Add new interfaces in "Alowed Edge Ports"

-- Oick "Remote Links" then click "Submit Topol ogy"

13. Change IDC peer link (needed if moving from ION OSCARS to AL2S OSCARS)

-- NOTE!
Be sure to specify https in the url of the IDC

Changi ng or adding a peer consists of the follow ng steps:
1. oscars-idcadd to add the new peer or oscars-idcdel to delete a peer
2. in the OSCARS web ui add a new user for the new peer

X. 509 Subj ect


http://support.mozilla.org/en-US/kb/Certificate%20contains%20the%20same%20serial%20number%20as%20another%20certificate

X. 509 Issuer
Set Rol e to OSCARS-service
3. If peering with Internet2, ask the NOC to add you as a peer.
Send your dommin and | ocation for oscars-idcadd
Send your X. 509 Subject and Issuer
Ask the NOC to add an OSCARS user with Role: OSCARS-service

-- To display the current |DC peer(s)
# [ opt/oscars/| ookup/ bi n/oscars-idclist

-- This will Ilist donai n= under Rel ationshi ps:

-- Exanple output for Internet2 as the current peer
1D 1

Type: 1DC

Expi ration: NEVER

Protocol s:

Type: http://oscars. es. net/ OSCARS/ 06

Location: https://ion.net.internet2. edu: 9001/ OSCARS
Rel ati onshi ps:

[control s] urn:ogf: network: domai n=i on. i nternet2. edu

ID 2

Type: 1DC

Expi rati on: NEVER

Protocol s:

Type: http://oscars. es. net/ OSCARS/ 06

Location: https://ion.net.internet2. edu: 9001/ OSCARS
Rel ati onshi ps:

[control s] urn:ogf: network: donai n=i on. i nternet 2. edu

-- To delete the current peer, specify -d using the domain= fromthe above output for your site
# [ opt/oscars/| ookup/ bin/oscars-idcdel

./ oscars-idcdel

A domain nust ne specified

Option Description

B - Ho-m B Heeee e

-c, --context context in which to run the client

-d, --dommin required. the donmain with the IDC to
del ete

-h, --help prints this help screen

-u, --url the URL of the OSCARS | ookup nodule to
cont act

-- Exanple: To delete the Internet2 | ON | DC peer

# [ opt/oscars/| ookup/ bi n/oscars-idcdel -d ion.internet2.edu

-- Now add the new peer

-- Both -1 location and -d domai n nust be specified
/ opt/ oscar s/ | ookup/ bi n/ oscar s-i dcadd

A domain nmust ne specified

Option Description

Hom Heme femee ffeeeee el
-c, --context context in which to run the client
-d, --domain required. the domain to add

-h, --help prints this help screen

-1, --location required. the URL of the IDC

-p, --protocol the protocol spoken by the IDC. May be
OSCARS5, OSCARS6, or a nanespace

URL. Defaults to OSCARS6.

-u, --url the URL of the OSCARS | ookup nbdule to

cont act



-- Exanple: Add Internet2's AL2S as a peer)

/ opt/oscars/ | ookup/ bi n/oscars-idcadd -d al 2s.net.internet2.edu -1 https://al 2s. net.internet?2. edu: 9001

| OSCARS

Note: The new peer nust also do oscars-idcadd or equival ent.

If Internet2 is being added as a peer please contact the Internet2 NOC and
ask that they add your IDC as a peer and add an OSCARS user if needed.

Send the NOC your |ocation and donmin information

domai n: dynes. internet2. edu
location: https://vmi 2l ab. dynes.internet2. edu: 9001/ OSCARS

In addition, you nmust send the NOC your X. 509 certificate Subject and I|ssuer.
This nust be a signed certificate if peering with Internet?2.

Subj ect: CN=vmi 2l ab. dynes. i nternet2. edu, O=lnternet2, STREET=1000 Oakbrook Dri ve,

L=Ann Arbor, ST=M, OD. 2.5.4.17=48104, C=US
| ssuer: CN=l nCommbn Server CA, OU=l nComon, O=lnternet2, C=US

Lastly, you nust add a user in the OSCARS User List for the new peer. For exanple,

to add Internet2's AL2S OSCARS, create a new user, nanme it sonething nmeani ngful.
The password, first nanme, |ast name, enmil, and phone nunber can be your choice.

STREET=Sui te 300,

X. 509 Subject: CN=al 2s.net.internet2.edu, OU=Internet2 NOC, O=Internet2, L=Bloom ngton, ST=Indiana,

C=Us
X. 509 Issuer: CN=InCommon Server CA, OU=lI nConmpbn, O=lnternet2, C=US

Organi zation should be Internet2, create this if needed.

Set the new user's role to:

OSCARS-servi ce -> nake reservations and vi ew t opol ogy

Save/ Modi fy this.

-- To nodify a current peer's information.

# [ opt/oscars/| ookup/ bi n/oscars-idcnod
A domain nust ne specified

Option Description

#- H-- He-- B Mo oo

-c, --context context in which to run the client

-d, --dommin required. the domain with the IDC to
nmodi fy

-h, --help prints this help screen

-1, --location the URL of the IDC

-p, --protocol the protocol spoken by the IDC. May be

OSCARS5, OSCARS6, or a namespace

URL. Defaults to OSCARS6.

-u, --url the URL of the OSCARS | ookup nmodule to
cont act

14. Errors due to OSCARS not being able to access localhost.jks or oscars.jks

#- Make sure both files are owned by the id oscars

# |11 /etcl/oscars/ keystores/

total 32

STW--- - - 1 oscars oscars 7083 Feb 4 19:30 |ocal host.jks
STW--- - - 1 oscars oscars 7083 Jan 17 16:48 oscars.j ks

15. Extract cert and key from oscars.jks



# Find out what the alias is of the cert you want
keytool -v -list -keystore oscars.jks

# Extract cert fromoscars.jks (see also below for extracting the cert froma .pemfile)
keyt ool -exportcert -alias <whatever> -rfc -keystore oscars.jks -file oscars.crt

#

# Extract the private key from oscars.jks

#

# -srckeypass may have to change depending on which jks file is being accessed

keytool -v -inportkeystore -srckeystore oscars.jks -srcstorepass changeit -srckeypass <password> -
srcal i as <whatever> -destkeystore tenp.pl2 -destalias nykey -deststorepass changeit -destkeypass
changeit -deststoretype PKCS12

# Turn the resulting pkcsl2 file into a pem
openssl pkcsl2 -in tenp.pl2 -out oscars.pem

# Turn the pemfile into a key file
openssl rsa -in oscars.pem -out oscars. key

# The pemfile can also give you the cert
openssl x509 -in oscars.pem-out oscars.crt

# Result is oscars.crt and oscars. key both of which can be noved to /etc/pki/tls certs or private
# You may need to service restart httpd

# To check that the key corresponds to the cert

openssl x509 -noout -mpdulus -in oscars.crt |openssl nd5
openssl rsa -noout -nodulus -in oscars.key |openssl nd5

16. Missing required permissions manifest attribute in main jar

This m ght occur when trying to run the java i DRAC Virtual Console dient. (dick Details in the
Application Error alert.)

Sol uti on:

Start the Java Console (in System Preferences)

Click Security tab

Add site to Exception list, e.g. [http://idrac.site.edu: 443]

Set Security Level to Medium (renenber to set it to Hi gh afterwards!)

17. Set up remote dynes host to allow X11 interaction

#- #-- #--- Run XQuartz or equival ent on your base workstation (may need to xhost+ in the xterm w ndow)
#--- On renote host change XllForwarding to yes in /etc/ssh/sshd.config
service restart sshd

#--- Make sure xauth is available. If not:

yuminstall xauth

#--- Mght want to add an innocuous X app

yuminstall xclock

#--- Back on your base workstation use -Y on ssh

ssh -Y dynes@dc. your host . edu

#--- This should result in the followi ng nessage:

/usr/bin/xauth: creating new authority file /home/dynes/. Xauthority
#--- To allow root to also run X11 apps:

cd

cp ~dynes/. Xauthority .

18. VM won't start



#--- If you get errors |like these when trying to manually start the VM on the |IDC
# virsh

error: unable to connect to 'l ocal host:8000': Connection refused

error: failed to connect to the hypervisor

This may be due to a reload of the IDC |oading a kernel with xen support. Look at /boot/grub/grub. conf
and

determ ne which kernel was chosen. The statenent "defaul t=0" selects the kernel. If the nane includes
"xen"

then pick a different kernel and reboot.

19. Resync OSCARS and OESS

#--- OSCARS shows the circuit as either FAILED or UNKNOM but it still appears in OESS

# Find the circuit_id in the oess nysql database
# Log in to vmas root

nysqgl -u root —p
# Enter password at the pronpt

nysql > use oess;

nysqgl > select * fromcircuit where external _identifier ="iol.unh.edu-46"; # for this specific circuit
or

nysql > select * fromcircuit; # to display all circuits

# 1t prints out the matched row. Fromthis obtain the circuit-1D and workgroup_id. Copy the nunbers
down.
# circuit_id = 66. workgroup_id = 2

B Ao m e e e e e e e e e e e e mee—o Fom oo S
R - R +

| circuit_id | nane | description | workgroup_id |

external _identifier | restore_to_primary | static_mac |

Fommemeeeeas N T I T s . Fomemeeneaaa
o e e e e Fom e e e e e R +

| 66 | OSCARS DC-39b5bd22- 1da6- 11e4- b52f - 5452005f b176 | Test 2| iol.unh
edu- 46 | 0 | 0 |

B Ao m e e e e e e e e e e e e mee—o Fom oo S
R - R +

# In a Web browser w ndow, type this URL:
https://your_i dc/ oess/ services/ provisioni ng. cgi ?acti on=renove_ci rcui t &or kgroup_i d=2&ci rcui t _i d=66

#The result should print on the browser as"
“{"results":[{"success":1}]}"

At this point the circuit has been renoved fromoess. It may still be configured on the switch.
To take care of that sinply do this on the vm (as root):

service oess restart
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