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Introduction

This page presents a brief concept of digitally signing SOAP messages.

Purpose

Digital signatures, in the form of public-private key pairs, provide means for:

authentication of the message sender (proving that the sender is whom when claims to be);

authorization (certifying that the sender has the proper clearances to perform the queries or methods intended);
verifying integrity of the signed data, by utilizing hashes;

encryption, if needed.

SOAP Digital Signature Extension - SOAP-DSIG

The Digital Signature Extension (SOAP-DSIG) specifies a XML document structure that denotes the original signed message and the digital signature
data. This XML structure contains specifications for the algorithms, public key, message digest, and digital certificate.

Examples of Digitally Signed SOAP Message

Example 1
Extracted from http://publib.boulder.ibm.com/infocenter/cicsts/v3rl/index.jsp?topic=/com.ibm.cics.ts31.doc/dfhws/wsSecurity/dfhws_soapmsg_signed.htm.
The header contains elements such as ds: Di gest Val ue, where the message digest, generated with ds: Di gest Met hod Al gori t hm is displayed (in

this case, shal). The ds: Ref er ence URI shows the content being signed. The element ds: Si gnat ur eVal ue contains the digital signature, and wsse:
Bi narySecuri t yToken has information about the X.509 certificate, including the public key, encoded in base64Binary.


http://www.w3.org/TR/SOAP-dsig/
http://publib.boulder.ibm.com/infocenter/cicsts/v3r1/index.jsp?topic=/com.ibm.cics.ts31.doc/dfhws/wsSecurity/dfhws_soapmsg_signed.htm
http://www.w3.org/TR/2004/PER-xmlschema-2-20040318

<?xm version="1.0" encodi ng="UTF8" ?>
<SQAP- ENV: Envel ope xm ns: SOAP- ENV="ht t p: / / schemas. xrml soap. or g/ soap/ envel ope/ " >
<SOAP- ENV: Header >
<wsse: Security xnm ns:ds="http://ww.w3. org/ 2000/ 09/ xni dsi g#"
xm ns: wsse="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecuri ty-secext-1. 0. xsd"
xm ns: wsu="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
xm ns: xenc="htt p://ww. w3. or g/ 2001/ 04/ xm enc#" SOAP- ENV: nust Under st and="1">
<wsse: Bi narySecurityToken 1
Encodi ngType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- nessage-security-1.0
#Base64Bi nary"
Val ueType="htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken- profi | e- 1. 0#X509"
wsu: | d="x509cer t 00" >M | ChDCCAe2gAwW BAgl BADANBgk ghki G3w0BAQUFADAWMVIQs WCQYDVQQGEWI HQY EMVAOGALUEChMD
SUJNVRMAVEQYDVQQRDEWp XaWks| FI hdGvz MB4 XDTA2 MDEz MTAWMVDAWMVIFO XDTA3NVDEZ M| zNTk 10OVow
VDEL MAk GA1UEBhMCROI x DDAKBgNVBAOTAOI CTTETMBEGALUEAXMKV2I shCBZYXRI ¢z CBnz ANBgkq
hki GOWOBAQEFAAOB] QAWOYKCgYEAr sRj / n+3RN75+j axuOVBWSHv ZCBOegv8qu2UnM_VEei ogePsR
6Ku4SuHbBwJt WNr OXx BTAAS9I Ea70yhVdppxOnJBOC ERg7 SOHUdP7a8J XPFz A+BqV63JqRgJyx N6
msf TAVEMRO7LI XniZAt e62nwe Fr vCKNPCFI J5nkaJ9v1p7j k CAWEAAaCOBr TCBqj A/ Bgl ghkgBhvhC
AQUEMMMR2VUZXIhdGVKI GI51 HRoZSBTZWN1cm 0eSBTZXJ2ZXI gZnBy| Hov TIMgKFIBQYpMDgG
ZQVRFUOBVSY5JQk0uQ09ggdJQk0uQO9Nhgt XV1cuSUINLKNPTYCECRRI Bj AO
</ wsse: Bi narySecurityToken>
<ds: Si gnature xm ns:ds="http://ww.w3. org/ 2000/ 09/ xm dsi g#" >
<ds: Si gnedl nf o xnl ns: SOAP- ENV="ht t p: / / schenas. xm soap. or g/ soap/ envel ope/ "
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xni dsi g#"
xm ns: wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" >
<ds: Canoni cal i zati onMet hod Al gorithm="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" >
<cl14n: I ncl usi veNanespaces xmnl ns:cl4n="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#" Prefi xLi st="ds wsu xenc SOAP-
ENV "/ >
</ ds: Canoni cal i zat i onMet hod>
<ds: Si gnat ureMet hod Al gorithn¥"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa-shal"/ >
<ds: Ref erence URI ="#TheBody" >
<ds: Tr ansf or ms>
<ds: Transform Al gorithm="http://ww. w3. or g/ 2001/ 10/ xm - exc- c14n#" >
<cl14n: I ncl usi veNamespaces xm ns: cl4n="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" Prefi xLi st ="wsu SOAP- ENV "
/>
</ ds: Transf or m>
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://wwm. w3. or g/ 2000/ 09/ xm dsi g#shal"/> 2
<ds: Di gest Val ue>QORZEA+gpaf | uShspHxhrj aFl XE=</ ds: Di gest Val ue> 3
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>dr DHOXESi yN6YJInR7nf KIZMAQ4 sZgQP@NIVEKEnw2] k7aMBi f 77XNFnyKS4degl bC3gallkkaFJ 4
p4j LOMYRgqycDPpqPm+UEU7 nef HRQGe 7HOENFqZpi kKNgZK5FF6f vYI v2JgTDPwr OSYXmhzwegUDT
I TV OvuUgXYr Fya®3pw=</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<wsse: SecurityTokenRef erence>
<wsse: Ref erence URI ="#x509cert 00"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-t oken-profile-1.0
#X509"/> 5
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>
</ SOAP- ENV: Header >
<SQAP- ENV: Body xml ns:wsu="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-utility-1.0.xsd"
wsu: | d=" TheBody" >
<get Version xm ns="http://msgsec. wssecfvt.ws.ibm con'/>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

Example 2
Extracted from http://searchsoa.techtarget.com/news/article/0,289142,sid26_gci872858,00.html.

Below is an example of a SOAP in RCP-style, not signed. The method t est Met hod is invoked; the SOAP service is located at ht t p: //1 ocal host :
8080/ LogTest Servi ce.


http://searchsoa.techtarget.com/news/article/0,289142,sid26_gci872858,00.html

<850AP-ENV:Envelope xmins: 50AP-ENV="http:ifzchem as.xmlsoap.argfsoaplenvelope
wmilnszsd="http e org 2001500 LS che ma" =mlnssi="hitp Mo orgd 2004
AMLSchema-instance"=

<S0AF-EMV:Body>
=n=1testMethod xmins:n=1="http Mocalhost: 2020/ LogTest Service "=

“IS0AP-ENV:Body:
50AF-ENVEnveloper

The same document is now signed using a X.509 certificate and public key. We can note the elements ds: Di gest Val ue, representing the digest of the
original message above. The element ds: Si gnat ur eVal ue brings the digital signature of the digest, and ds: Keyl nf o presents the X.509 certificate

and public key. The server must use these data to verify the signature.



2R0AP-ERNV:Envelope SOAP-ERNYV: actor="some-uri" SOLAP-EMNY: mustURderstand="1" xmins: SO8P-EMNY="kittp: /7
schemas xmizoap orgfzoapfenvelopes xmins: S0AP-SEC="htp: Mechemas xmlzoap orgfzoapfsecurity2000-12" xmins: xsd="http:
Py e 3 orgd 20071 PEMLSchema" xmins:xsi="hitp: Mbareee e 3 orgf2001 SMLSchema-instance=
==0AP-ENY Header=
<S0AP-SEC:Signature=-
=z Signature xmins ds="http: MAaesewy e 3 0rgl200009 8 mlcd iR "=
=dz Signedinfo=
=dz: Canonicalizationhethod &lgorithm="http: e e 3 orgf TRZ2001REC-xml-c14n-2001031 5"i=
=z Signaturetethod Algarithm="http: ey w3 org 2000009 <midzigidsa-shal"f=

<d=:Reference URI="#Body"~
=dz Digesthlethod Algorithm="hittg: ey a3 orgl200009 5 midsigéshal "=
<ds:DigestWalue-
2AmMjTIsrswihyVbivWAYKK YBwk=
</d=:DigestW¥alue>-
=iz Reference=
=fds: Signedinfo=
<ds:SignatureValue>
ZwuiMRCOvIGRhjZcfgOqqisXMhs AzAm S SbhyvnAy T x 0 JwrMiqedsg==
<ids:SignatureWalue:>
=iz Keyinfo=
=ds: Xa090ata=
=ds: X509 erificate=
RNCEICC A rQCBDrudgion Cuy v HR 0 ZIZjgE&w UL ARMGEx Cz A.BgMY BAY T AKRFMEDw Gy DY QOKE <R hml2
ZEdzarRalEamiFMp DM ECk A4 G UECMHREEMESYRETERMBS G A1 UE&MY @ 2hyax MOaWFulEd]
oSyl B b Ga WWSUMBA XD T A b0 e bATE i 21 OF X DT A 20T Ay ME i 1 OF oreey TELMAKG 21 LEBhMC
REUxHT&hBghYBAOTFFY uak ZcnMpdHkgh2 Y gU2ILE 2 uhiR A Dg v DY QAL Ewved GEEy TV FMSEwHsw D
WRODExhDaHJpc 3R WA gR 2 ZERUGA2b G hbmdae g 3MIBLAYHK 0 ZIzjgEA TCCARBCy Y EALMAT
gR11Eil=30gcluzkarY R IST0Q L&y x4 il FRJmIF XUAILR P Y 1Y+ F Show3sub Wiz g TULHTRY
SmZot2uZ IHAkRSoBHs Qs PUBRH GG T GO Dy TT b TxRTDAMUET oWk TL 2dfOuk 2HX
Kurdghd ZncdFla coCF ol Y FCPRSMLZLK Suy KB4 QL BF go Aok By D 34aCF 1 pe83zuSg 1w 2uF eSe ISy
ufoBEaL Sy DL PReC 21 F 2% 4661 FIPSnEHEIG AtERWCSPoTCoWWET TPCTEMyKbhPBZEI REj SjignGde
K Omd ZFuo38L+HE1 Y vH Y noBJCwMpPG+gF GQiaiD 3+F a5 258Gk otm X 0BT W SV ALy Tis 9K g OBh A LC
oy ASWIN G RNMAI9E TNk SJKaIL Z9BLR1 Bed Jxgff 33 THL fdGe 98 mh 2o WY haAPk Y S0 TRShpR:
cRip ZUZVEIq=BIOG TVLCg4HST 8 MiQiprh+mkhCIMgUrSISHUTFB S QBGinty eva T i0abMilvk
SvfHTIUZpry Rk eBIMOjALBgcohkj OO A QDBRADL v iy L AJLPDOUMBA GeHoywGiny 308w 04k LIC
F&9ab7 2kKuBagey GeckbBrogPnZk
<iclz 09 Cerificate=
=z X 5090at a=
=dz KeyWalue=
=iz DEAK ey alue=
=dzP=
BHATgR11 EilS30gcluzks MR ST 0Ly gl ZRImIFELAIURZ P Y+ F Shove Db AWz g Tu s,
HTRvEmZot2uZURY kNS ioBHs Qs PuBn i GG S+ TGk Do T g TxRTDANUET ok TL2d 0w
H2HHH A g ZndFlAce=
=iz P=

=z
I2BQjxiCSyykrmCouuECBYHPU=
=fdz G

=z G
W+ GghdabPd 7Ly HicMrhE o mUe B Ooug C -+ dhMCZ0HgmadRW et Z T+ ZxBx CBgLRJFnEEEwWoF RO 3
wwkyihdimnd TvAeatUfIDod KOuHILZpRwRRgMC ohrLx+ 26 A 507 ZK TxvghREImog AU BIpk L
ZIEA e NI ZAFMOTPES0=

=idzGe

=iz Y=
ElnamtZPa1 pd ' M +zZ055Smoi2 faS0deniScan3990xy 3 3RrP R ondgEYmy ™ TzZFfKEZ 94 all=EY
o 2NV GWRCKE A ZThk Sweo DB+ RSV jogadfpplCpTalk JeR TuxQUr0 AeopBSnr 2ud G ilyvL3
*O0HGaZgIly IL3g ZTMI=
=fdz=
s DEAK ey ale=
=z Keyvalues
=iz Keylnfo=
=l Signatures
=fz0AP-SEC: Signature=
<FSOAP-ENY: Header=
=SOAP-ERNY: Bady=
=nz1testMethod xmins:nst="hitp: Mocalhost S080Log TestService" =
=I=0AP-ENY: Body=
=fz0AP-EMNY . Envelope=
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