Managing unix commands with Grouper permissions
example
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In this example from University of Pennsylvania, Grouper manages permissions for actions used in Linux commands. The Grouper permissions are
exported to a text file and kept in sync (batch and real time) via the grouperClient on the linux server.

Using

For someone to restart a tomcat, call a script that uses sudo to call the command to restart a tomcat:

[nchyzer @ ukes clusterLinux]$ clusterTontat tontat_directory restart

To onboard someone, add a user to the sudoers file. e.g. allow user mchyzer to restart tomcats (that are allowed in Grouper).

nchyzer ALL=(appadnin) /opt/appserv/bi nMgnt/cl uster Tonctat Hel per.sh *

Maybe this should be a wildcard so anyone can do this since permissions are in Grouper and you dont have to do this for each user... either way

ALL ALL=(appadmi n) /opt/appserv/bi nMgnt/cl ust er Tontat Hel per.sh *

At this point the user is not allowed to do anything, since they have no permissions in Grouper, and clusterTomcatHelper.sh (below) uses Grouper
permissions to decide if the user can perform the action.

Go to the Grouper permissions screen, and add the user to the role for this server
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Wait max two minutes, and the permissions file on the server will be updated, e.g.

[ appadmi n@erver clusterLinux]$ nore

/ opt / appser v/ bi nMgnt / cl ust er Li nux/ cl ust er Li nuxRul es. sh
# File autonmtically generated from PennG oups...

clusterLinux__nchyzer__app_directory__all=true
clusterLinux__nthyzer__app_directory__restart=true
clusterLinux__nthyzer__app_directory__start=true
clusterLinux__nthyzer__app_directory__status=true
clusterLinux__ncthyzer__app_directory__stop=true
clusterLinux__nchyzer__app_fastUnit__status=true

[ appadni n@ ukes cl usterLi nux] $

Note the file is concerned with the user, resource (which tomcat), and action (start|stop|restart|status).

be ignored by the calling script since you cant perform "all* on the tomcat service.

Architecture
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Create a permission definition:
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Here is the source file:

| **

* @ut hor nthyzer
* $ld: dusterlinuxLogic.java,v 1.4 2012/05/21 17:01: 24 nchyzer Exp $
*/

package edu. upenn.i sc. cl usterLinux;

import java.io.File;
inport java.sql.Tinestanp;
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/**

*

*/
public

| **

j ava.
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java.
j ava.

util.Date;

util.HashSet;
util. Set;
util.Tinmer;

util.TinmerTask;
util.TreeSet;

org.jivesof tware. smack. packet. Message;
org. quartz.Job;

org. quartz. JobExecuti onCont ext ;
org. quartz. JobExecuti onExcepti on;
org. quartz. Stateful Job;
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api . GcGet Per mi ssi onAssi gnnent s;

api . GcGet Subj ect s;

col | ections. Ml ti Key;
util.GouperCientUils;

. beans. W Get Per nmi ssi onAssi gnnent sResul t s;
. beans. W Get Subj ect sResul t s;

. beans. WsPer m ssi onAssi gn;

. beans. WsSubj ect ;

. beans. W Subj ect Lookup;

55555

m ddl ewar e. gr ouper d i ent Ext . or g. apache. conmons. | oggi ng. Log;
m ddl ewar e. grouper O i ent Ext . xnpp. G ouper C i ent XnppMai n;
m ddl ewar e. grouper O i ent Ext . xnpp. Gr ouper d i ent XnppMessageHand| er ;

class O usterLinuxLogic inplenents Job, StatefulJob {

* @aram args

*/

public static void main(String[] args) {
| og. debug("Starting cluster

/'l schedul e full

refresh job on startup

per fornful | Refresh();

schedul eQuart zJob();

//do xmpp | oop
xnppLoop() ;

}

| **

* schedul e the full

*/

refresh job, e.g.

l'i nux perm ssions daenon");

ni ghtly

private static void schedul eQuartzJob() {

String jobName = "cl usterLinuxFul | RefreshJob";

String quartzCronString = GrouperCientUils.propertiesValue("clusterLinux.full RefreshQuartzCron",

| 0og. debug( " Schedul i ng cluster |inux perm ssions daenon for quartzCron string:

G ouper d i ent XmppMai n. schedul eJob(j obNane, quartzCronString,

}

[** timer */
private static Tiner timer = null;

/** timer scheduled for */
private static long timerSchedul edFor = -1,

| **

* do a full refresh in one minute (batch subsequent

requests)

fal se);

+ quartzCronString);

Cl ust er Li nuxLogi c. cl ass);



*/

public static synchronized void schedul eFul | Refresh() {

/1if it is already schedul ed, then we are all good
if (timer '=null) {

}

| og. debug("Job is already scheduled at " + new Date(tinmerSchedul edFor).toString() + ", exiting");

return;

tinmer = new Tiner(true);

int tinmelnFuture = 1000*60;

tinerSchedul edFor = SystemcurrentTineMI1lis() + tinelnFuture;

//schedul e in 60 seconds
tinmer.schedul e(new Ti mer Task() {

b

}

| **

@verride
public void run() {

per fornFul | Refresh();
}

tinel nFuture);

* base folder for grouper
* @eturn the folder, e.g. school: apps:clusterLinux

*/

public static String grouperFol derBase() {
return GrouperClientUils. propertiesVal ue("clusterLinux.grouperFol der Base", true);

}

| **

* do a full refresh in one minute (batch subsequent requests)

*/

public static synchroni zed void perfornful | Refresh() {

try {

//1et another timer be schedul ed, whether from schedul e or xnpp
timer = null;

String nameOf Attri but eDef = grouper Fol der Base() + ":perm ssions:tontats:tontatPernissionDef";

String theRol eNanme = grouper Fol der Base() + ":clusterLinuxRoles:"
+ GrouperClientUils.propertiesVal ue("cl usterLinux.environnent Rol eExt ensi on", true);

W Get Per mi ssi onAssi gnnent sResul ts wsGet Per mi ssi onAssi gnment sResul ts =
new CcCet Per m ssi onAssi gnment s() . addAt t ri but eDef Name( naneCOf Attri but eDef)
. addRol eNane(t heRol eNane) . addSubj ect At t ri but eNanme(" PENNNAME") . execut e() ;

WsSubj ect[] wsSubjects = wsGet Perm ssi onAssi gnnent sResul ts. get WSubj ects();

/Inote, there is a bug where subjects arent returned... go get them
wsSubj ects = C usterLinuxLogic.retrieveSubj ect sFronBServer (wsGet Per m ssi onAssi gnment sResul ts);

/l1ets make the perm ssions file
StringBuilder fileContents = new StringBuilder("# File automatically generated from PennG oups

//lets sort these so they are easier to nmanage
Set<String> lines = new TreeSet<String>();

if (log.isDebugEnabled()) {
| og. debug(" Recei ved "
+ GrouperClientUils.|ength(wsGetPerm ssionAssi gnment sResul ts. get WsPer i ssi onAssi gns())
+ " permission entries from G ouper");

}

for (WsPermi ssionAssign wsPermni ssionAssign : GouperCientUils.nonNull(
wsCGet Per mi ssi onAssi gnnment sResul ts. get WsPer mi ssi onAssi gns(), WPerni ssionAssign.class)) {

..\n\n");



//only worried about personal access at this tine
if (!GouperCientUils.equal s(wsPerm ssionAssign. getSourceld(), "pennperson")) {
conti nue;

}

/1 get the subject

WsSubj ect wsSubj ect = O usterLinuxLogic.retrieveSubject(
wsSubj ects, wsPerm ssi onAssi gn. get Sourcel d(),
wsPer m ssi onAssi gn. get Subj ect1d());

if (wsSubject == null) {
throw new Runti neException("Wy is wsSubject null??? " + wsPerm ssionAssi gn. get Sour cel d()
+ wsPer m ssi onAssi gn. get Subj ect1d());
}

String pennname = GrouperClientUils.subjectAttributeVal ue(wsSubject,
ws Get Per mi ssi onAssi gnment sResul t's. get Subj ect Attri but eNanes(), "PENNNAME");

/I not sure why there wouldnt be a pennnane, but if not, then skip

if (GouperClientUils.isBlank(pennname)) {
conti nue;

}

/1 ok, we have pennnane, extension, action, lets wite the line
String extension = GouperCientUtils.extensi onFromNane(wsPer m ssi onAssi gn. get Attri but eDef NaneNane());
String action = wsPerm ssi onAssi gn. get Action();

lines.add("clusterLinux__" + pennnanme + "__" + extension + "__" + action + "=true");
}
for (String line : lines) {

fileContents. append(line).append("\n");
}

if (log.isDebugEnabled()) {
| og. debug(" Generated file has "
+ GouperClientUils.length(lines)
+ " lines");

}
File fileToSave = new File(GouperCientUils.propertiesVal ue("clusterLinux.fileToSave", true));

//save this to file (try 3 tinmes)
for (int i=0;i<3;i++) {

try {
bool ean updated = GrouperClientUtils.saveStringlntoFile(fileToSave, fileContents.toString(), true,
true);
if (updated) {
| og. debug("File: " + fileToSave. get Absol utePath() + " was saved since there were updates from
Grouper");
} else {
| og. debug("File: " + fileToSave. get Absol utePath() + " was not saved since there were no changes
from G ouper");

}

//we are done
br eak;
} catch (Exception e) {
log.error("Error saving file", e);
}
G ouperdientWils. sl eep(2000);

}

} catch (Exception e) {
log.error("Error in full refresh", e);



}

/**

* | ogger

*/

private static Log log = GouperCientUtils.retrievelLog(d usterLinuxLogic.class);

[ **

* this will be run when the quertz nightly job fires

* @ee org.quartz.Job#execute(org. quartz. JobExecuti onCont ext)

*/

/1 @verride

public void execute(JobExecuti onContext context) throws JobExecuti onException {

String jobName = null;
try {
j obNanme = cont ext.getJobDetail ().get Nane();
if (log.isDebugEnabled()) {
| og. debug(" Scheduling full refresh on job: " + jobNane);
}
Cl ust er Li nuxLogi c. schedul eFul | Refresh();
} catch (RuntineException re) {

log.error("Error in job: " + jobName, re);
throw re;
}
}
/**
* connect to xnpp, listen for nessages froma certain sender (the grouper server)
*
/

private static void xnppLoop() {
G ouper d i ent XnppMai n. xnmppLoop(new Grouper d i ent XnppMessageHandl er () {

@verride
public void handl eMessage( Message nessage) {

| og. debug( " Recei ved nmessage: " + message. get Body());

[/ what ever nessage we get, we know it is fromthe right sender based on
/lconfig, so just schedule a full refresh a mnute fromnowif its not already schedul ed
schedul eFul | Refresh();

1)

/**
* | ookup a subject by subject id and source id
* @ar am subj ects
* @aram sourceld
* @aram subjectld
* @eturn probably shouldnt be null, but if cant be found, then will be null
*/
public static WsSubject retrieveSubject(WSubject[] subjects, String sourceld, String subjectld) {

for (WsSubj ect wsSubject : GouperCientUtils.nonNull (subjects, WSubject.class)) {
if (GouperCientUils.equal s(sourceld, wsSubject.getSourceld())
&& GrouperClientUils. equal s(subjectld, wsSubject.getld())) {
return wsSubj ect;
}
}

return null;

| **



*
*
*

*

*/

until Penn is upgraded to Grouper 2.1, we need another query to get subjects based on bug in grouper.
Once this is fixed this wont be needed, the subjects will be in the perm ssions response
@ar am wsGet Per mi ssi onAssi gnent sResul t's

@eturn subjects

public static WsSubject[] retrieveSubjectsFronServer (WGet Per m ssi onAssi gnment sResul ts
wsGet Per m ssi onAssi gnment sResul ts) {

/I make sure no dupes
Set <Mul ti Key> subj ect Sour ceAndl ds = new HashSet <Mul ti Key>();

f

}

or (WsPernissi onAssi gn wsPerm ssionAssign : wsGet Perm ssi onAssi gnnment sResul ts. get WsPer mi ssi onAssi gns()) {
if (GouperCientUils.equal s("pennperson”, wsPerm ssionAssign.getSourceld())) {
subj ect Sour ceAndI ds. add(new Mul ti Key(wsPer i ssi onAssi gn. get Sourcel d(), wsPerni ssi onAssign.
get Subjectld()));

}

CcCGet Subj ects gcGet Subj ects = new GcGet Subj ect s() . addSubj ect At tri but eNanme( " PENNNAMVE") ;

//add those to the get subjects request
or (MultiKey subject SourceAndld : subject SourceAndl ds) {
gcCet Subj ect s. addWsSubj ect Lookup( new WsSubj ect Lookup( (St ring) subj ect Sour ceAndl d. get Key(1),
(String)subj ect Sour ceAndl d. get Key(0), null));

f

}

WsGet Subj ect sResul ts wsGet Subj ect sResults = gcGet Subj ects. execute();

return wsGet Subj ect sResul ts. get WSubj ects();

Compile that into a jar:

<proj ect nane="cl usterLinux" default="build" basedir=".">
<l-- declare the ant-contrib tasks -->
<t askdef resource="net/sf/antcontrib/antlib.xm" />
<!-- copy build.properties if not there already -->

<i f ><not ><avai |l abl e file="build. properties" /></not>
<t hen><copy file="buil d. exanpl e. properties" tofile="build.properties" /></then>

<lif

<l--

>

Grouper G obal Build Properties -->
<property file="${basedir}/build.properties"/>

<target name="build" description="full build" depends="init,clean, conpile,jarPrepare,jar">
</target>

<tar
<t

get nane="init">
stamp />

<property name="nai

<property name="nmai

<property name="mai
<property name="nai

<property name="nmai
<property name="nai

n.

n.

source" value="src" />

lib" value="lib" />

.bin" value="dist/bin" />
.outputDir" value="dist" />

. appNanme" val ue="cl usterLinux" />
.jarFile" value="${main.outputDir}/${main. appNane}.jar" />

<path id="main. cl asspath">
<fileset dir="${main.lib}">
<i nclude name="**/*_jar" [>

</fil eset>



</ pat h>
</target>

<target nane="cl ean" depends="init">
<nkdir dir="${main.bin}" />
<del ete dir="${nmain.bin}" />
<nkdir dir="${main.bin}" />

</target>

<target nane="conpile">
<nkdir dir="${main.outputDir}" />
<nkdir dir="${main.bin}" />

<javac target="1.6"
srcdir="${nai n. source}" destdir="${min.bin}" debug="true" >
<cl asspath refid="nmin.classpath" />

</javac>

</target>

<target nanme="j ar Prepare">
<nkdir dir="${nain.bin}" />

<copy todir="${nain. bin}">
<fileset dir="${min.source}">
<i nclude nane="**/*_ java"/> <l-- source -->
</fileset>
</ copy>

<nkdi r dir="${nain. bin}/clusterLinux" />
<copy todir="${main. bin}/clusterLinux" file="build.xm" />
</target>

<target name="jar">
<t st anp>
<fornmat property="the.tinmestanp" pattern="yyyy/ MM dd HH. nm ss" />
</tstanp>
<jar jarfile="${main.jarFile}" duplicate="fail">
<fileset dir="${main.bin}" />
<mani f est >

<attribute name="Built-By" val ue="${user . nane}"/>
<attribute name="Inpl enent ati on-Vendor" val ue="Penn"/ >
<attribute name="Inplenentation-Title" val ue="cl ust er Li nux"/ >
<attribute name="Buil d- Ti mest anp" val ue="${the. ti nestanp}"/>
</ mani f est >
</jar>
<echo nessage="Qutput is: ${main.jarFile}" />
</target>

</ proj ect >

Put that jar, and the other required jars from the grouper client for XMPP and quartz cron into a dir on the server:



[ appadnmi n@ ukes clusterLinux]$ I's -1at

total 6964

-rwr--r-- 1 appadmin users 11099 May 21 14:29 clusterLinux.jar
drwxrwxr-x 2 appadmi n appadnmin 4096 May 21 14:04 .

-rwr--r-- 1 appadmin users 173783 May 21 14:04 commons-beanutils.jar
-rwr--r-- 1 appadm n users 570463 May 21 14:04 commons-col |l ections.jar
-rwr--r-- 1 appadmi n users 468109 May 21 14:04 commons-|ang.jar
-rwr--r-- 1 appadmin users 131078 May 21 14: 04 conmons-| ogging.j ar
-rwr--r-- 1 appadm n users 86542 May 21 14: 04 eznorph.jar

-rwr--r-- 1 appadnmin users 2649669 May 21 14:04 grouperCient.jar
-rwr--r-- 1 appadmin users 255813 May 21 14:04 json-lib.jar

-rwr--r-- 1 appadm n users 8374 May 21 14:04 jta.jar

-rwr--r-- 1 appadnmin users 391834 May 21 14:04 log4j.jar

-rwr--r-- 1 appadm n users 792769 May 21 14:04 quartz.jar

-rwr--r-- 1 appadmi n users 1381464 May 21 14: 04 smack.j ar

-rwr--r-- 1 appadmin users 753 May 21 13:48 |og4j.properties
-rwr--r-- 1 appadm n users 17402 May 21 13:47 grouper.client.properties
-rwr--r-- 1 appadnmin users 17390 May 21 13:46 grouper.client.properties~
-rwWxr-xr-x 1 appadmin users 3124 May 21 13:44 clusterLinuxPerm ssions
-rwxr-xr-x 1 appadmi n users 306 May 21 13:41 clusterLi nuxConmand. sh

Have a log4j.properties

## Grouper APl error |ogging
| 0og4j . appender . grouper _error
| og4j . appender . grouper _error.File

org. apache. | og4j . Rol | i ngFi | eAppender
/ opt/ appserv/local/clusterLinux/clusterLinux.log

| og4j . appender . grouper _error. MaxFi |l eSi ze = 1000KB

| 0og4j . appender . grouper _error. MaxBackupl ndex =1

| 0g4j . appender . gr ouper _error. | ayout = org. apache. | og4j . Pat t er nLayout

| 0og4j . appender . grouper _error. | ayout. ConversionPattern = %l{1S08601}: [%] %5p %{1}. 9 %) - W - %k
# Loggers

## Default |ogger; will log *everything*

| 0og4j . root Logger = ERROR, grouper_error

## Al Internet2 (warn to grouper_error per default |ogger)
#l og4j . | ogger . edu. i nternet 2. m ddl eware = WARN
| og4j . | ogger . edu. upenn.i sc. cl ust er Li nux = DEBUG

Configure the grouper.client.properties to point to the Grouper WS, XMPP, and configuration for this daemon (here are snippets)
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## Web service Connection settings

# url of web service, should include everything up to the first resource to access
# e.g. http://groups.school . edu: 8090/ gr ouper W/ ser vi cesRest

# e.g. https://groups.school . edu/ grouper W/ servi cesRest

grouperd ient.webService.url = https://grouper.school.edu/ grouper W/ servi cesRest

# kerberos principal used to connect to web service
# e.g. nane/server.whatever.upenn. edu
grouper C i ent.webServi ce. kerberosPrinci pal = cl usterLi nuxG ouper/school . edu

# password for shared secret authentication to web service
# or you can put a filenane with an encrypted password
grouperdient.webService. password = XXXXXXXXXXX

TR R R

## XVWPP client settings

## Note: you need the snack.jar in your classpath, see the grouper xnmpp wi ki for usage
## https://spaces. at.internet2. edu/ di spl ay/ G ouper/ G ouper +XMPP+notificati ons+vl. 6.0

## general xnpp configuration

grouper Cl i ent. xnpp. server. host = jabber. school . edu

grouperC i ent. xnpp. server.port = 5222

grouperdient.xnmpp. user = clusterLinuxProcess@chool . edu

# note, pass can be in an external file with nmorphstring

grouper C i ent. xnpp. pass = XXXXXXXXXXXXX

grouperCient. xnpp.resource = clusterLinuxTest

# note, you need the exact id and resource here or it wont match

grouper i ent. xnpp. trust edMessagesFromlabber | ds = grouperj abber @chool . edu/ gr ouper Ser ver

SRR R
## Cluster linux settings
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# when should the full refresh kick off
clusterLinux.full RefreshQuartzCron =00 4 * * ?

# cluster linux base folder in grouper
cl ust er Li nux. gr ouper Fol der Base = XXXXXXXX: apps: f ast: cl ust er Li nux

# nmust be a role in the clusterLinuxRoles fol der under the base for this env
cl ust er Li nux. envi ronnent Rol eExt ensi on = cl oudTest envUser

# file that holds the BASH env vari abl es
clusterLinux.fileToSave = /sonefol der/cl usterLi nuxPerm ssi ons. sh

Here is the init.d script (which is symlinked to the real location): /opt/appserv/binMgmt/clusterLinux/clusterLinuxPermissions

#!/ bi n/ sh
Startup script for the Tontat Server

chkconfig: - 86 14

description: Cluster Linux Perm ssions
processnane:

pidfile:

config:

Tontat

H OO R HHHHH



# description: Keeps G ouper pernmissions in sync with file on linux server
runni ngUser ="/ usr/ bi n/ whoanmi °

# we only want appadmn or root to be able to do this
if [ "$runningUser" != "appadmn" ]; then

if [ "$runningUser" != "root" ]; then

echo "ERROR only user appadmin or root can run adm nister the clusterLinuxPernissions service
' $runni ngUser ' "

echo

exit 0

fi
fi

case "$1" in
start)

echo -n "Starting Custer |inux pernissions service: "
echo

#if there is a pid file, then stop this service

if [ -f /opt/appserv/local/clusterLinux/clusterLinuxDaenon.pid ]; then
$0 stop
sleep 5

fi

# if not appadmin, then we nust be root

if [ ! "$runningUser" == "appadnmin" ]; then
su appadmin -c /opt/appserv/bi nMynt/ cl ust er Li nux/ cl ust er Li nuxComrand. sh
el se

# if not root then we nust be appadm n

/ opt / appser v/ bi nMgnt / cl ust er Li nux/ cl ust er Li nuxCommand. sh
fi
echo

st op)

pi d="cat /opt/appserv/local/clusterLinux/clusterLi nuxDaenon. pi d’
/bin/kill $pid

#l oop until the programis dead
wai ti ngFor Exi t =true
iterator=1

while [ "$waitingForExit" == "true" ]; do

processid="/bin/ps -fp $pid | grep java | cut -cl0-15"
if [ -n "$processid" ]; then
echo Waiting for exit...
el se
wai ti ngFor Exi t =f al se
fi

if [ "$iterator" -gt "10" ]; then
wai ti ngFor Exi t =f al se
fi

let "iterator += 1"
sleep 1
done

rm /opt/appserv/ |l ocal/cl usterLinux/clusterLi nuxDaenon. pi d

echo
st at us)
if [ -f /opt/appserv/local/clusterLinux/clusterLinuxDaenmon.pid ]; then



pi d="cat /opt/appserv/|ocal/clusterLinux/clusterLi nuxDaenon. pid’
processid="/bin/ps -fp $pid | grep java | cut -cl0-15"
if [ -n "$processid" ]; then
echo "cl usterLinuxPerm ssions is running under process |ID $processld"
el se
echo "clusterLinuxPerm ssions is not running"
fi
el se
echo "cl usterLinuxPerm ssions is not running"
fi

restart)
echo -n "Restarting clusterLi nuxPern ssions:
$0 stop
sleep 5
$0 start
echo "done."

-k) v
echo "Usage: $0 {start|stop|restart|status}”
exit 1

esac

Symlink to init.d

[root @erver init.d]# In -s /opt/appserv/bi nMgnt/cl ust erLi nux/ cl ust er Li nuxPer m ssi ons cl ust erLi nuxPer m ssi ons
[root @erver init.d]# chkconfig --add cl usterLinuxPerm ssions
[root @erver init.d]# chkconfig --levels 345 cl usterLi nuxPerm ssions on

Start the process:

[ appadmi n@erver clusterLinux]$ /sbin/service clusterLinuxPerm ssions start
Starting Custer |inux perm ssions service:

[ appadmi n@erver clusterLinux]$ nore /opt/appserv/|ocal/clusterLinux/clusterLi nuxDaenon. pi d

25507

[ appadm n@erver clusterLinux]$ ps -ef | grep clusterLinux | grep -v "grep"

appadm n 25507 1 4 17:06 pts/9 00: 00: 04 / opt/ appser v/ common/ j ava6/ bin/java -cp /opt/appserv/bi nMgnt
/ cl usterLinux:/opt/appserv/bi nMgnt/cl usterLi nux/* edu.upenn.isc.clusterLinux.d usterLinuxLogic

[ appadnmi n@erver clusterlLinux]$

Stop the process:

[ appadnmi n@ ukes cl usterLinux]$ /sbin/service clusterLinuxPerm ssions stop

Waiting for exit...

[ appadmi n@ ukes clusterLinux]$ nore /opt/appserv/local/clusterLinux/clusterLi nuxDaenon. pi d
/ opt/ appserv/ | ocal / cl usterLinux/clusterLi nuxDaenon. pid: No such file or directory

[ appadm n@ ukes clusterLinux]$ ps -ef | grep clusterLinux | grep -v "grep"

[ appadnmi n@ ukes cl usterLi nux] $

At this point the permissions file should exist



[ appadm n@erver clusterLinux]$ nore /opt/appserv/bi nMgnt/cl usterLinux/clusterLinuxRul es. sh
# File autonatically generated from PennG oups...

clusterLinux__nthyzer__app_directory__all=true
clusterLinux__ncthyzer__app_directory__restart=true
clusterLinux__ncthyzer__app_directory__start=true
clusterLinux__nthyzer__app_directory__status=true
clusterLinux__nthyzer__app_directory__stop=true
clusterLinux__nthyzer__app_fastUnit__status=true

[ appadmi n@ ukes cl usterLi nux] $

That script is what the end user script calls

[nchyzer @ ukes clusterLinux]$ clusterTontat tontat_directory restart

The command should sudo su as another user:

/usr/bin/sudo -u appadni n /somedir/whatever/cl usterTontat Hel per.sh $1 $2

Another shell script (clusterTomcatHelper.sh) can be coded to use the rules from the permissions file:

#! / bi n/ bash
# this script *nmust* run as appadmn or root
runni ngUser ="/ usr/ bi n/ whoam *

# sudo should set this variable
| oggedl nUser =$SUDO_USER

if [ "$runningUser" != "appadmn" ]; then
echo "ERROR only user appadnin can run this command: ' $runni ngUser""
echo
exit O

fi
# this script will start / stop / get status of tontat

if [[ $# -ne "2" && $# -ne "3" ]]; then
echo
echo "ERROR pass in the tontat or application to affect (appName, tontat_b, ... etc) and"
echo "an argunent to tonctat as the command |ine arg"
echo "e.g. status, start, stop, restart”
echo "optionally you can give a server to run on, or blank for all in cluster”
echo "or '"all' to run on all nodes in every cluster (if tontat has changed clusters)"
echo "e.g. clusterTontatHel per.sh tontat_b status"
echo "e.g. clusterTontatHel per.sh secureShare status theprince"
echo
exit 1
f

ar gAppName=$1
ar gAct i on=$2
ar gSer ver =$3

# make sure the argunment has no spaces or special chars
function validateArg() {
if [[ "${1}" ==""1]; then
return;
fi
#echo checking "' $1'"



if [[ ! $1 =~ *[a-zA-Z0-9_-1*$ 1]; then
echo "Invalid arg '$1'"
exit 1;
fi
}

val i dat eArg " $ar gAppNane"
val i dat eArg "$ar gAction"
val i dateArg "$argServer"

# convert the arg to the application nane, e.g. secureShare
appNanme="/ opt / appser v/ common/ bi nGr oovy/ cl ust er Get Appl i cati onNane. gr oovy $ar gAppNane’
#echo "' $appNane' "

appTontat Name=t ontat _" $appNane"
#echo $appTontat Nanme

# get the env var name

# e.g. clusterLinux__ncthyzer__app_directory__all=true

securityVar Name=cl ust er Li nux__"$l oggedl nUser" __app_" $appNane" __" $ar gActi on"
#echo $securityVar Nane

# see if it is set, if it is, it is a security problemsince the ACL file should set it
eval securityVarVal ue=\$$securityVar Name

if [[ ! "${securityVarValue}" == "" ]]; then
echo "Why is this set? $securityVarVal ue???"
exit 1;

fi

source /opt/appserv/bi nMgnt/ cl ust er Li nuxRul es. sh
eval securityVarVal ue=\ $$securityVar Name

if [[ ! "$securityVarValue" == "true" ]]; then

echo "User is not allowed to run the command, contact the sysadmin to get pernission: $loggedlnUser,
$appNane, $ar gAction”

exit 1
fi

# ok, we are allowed to execute the command, go for it

sdf

Change log consumer

This is the part that is a jar installed in the Grouper loader and an edit in the grouper-loader.properties to send permissions to XMPP

/**
* @ut hor ncthyzer
* $ld: dusterlLinuxChangeLogConsuner.java,v 1.2 2012/05/21 17:01: 24 nthyzer Exp $
*/

package edu. upenn.isc. cl usterLinuxd c;

import java.util.List;

i nport org.apache. commons. | ang. StringUtils;
i mport org.apache. conmons. | oggi ng. Log;

i mport edu.internet2. m ddl eware. grouper. app. | oader. G ouper Loader Confi g;
i mport edu.internet2. m ddl eware. grouper. changelLog. ChangeLogConsuner Base;
i nport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogEntry;

i mport edu.internet2. mddl eware. grouper. changelLog. ChangeLoglLabel s;



i nport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogPr ocessor Met adat a;
i mport edu.internet2. m ddl eware. grouper. changeLog. ChangeLogTypeBui l ti n;
inport edu.internet2. m ddl eware. grouper.util.G ouperUil;

i mport edu.internet2. m ddl eware. grouper. xnpp. XnppConnect i onBean;

/**

* change | og consuner to listen for specific gruoper actions that should tell linux to refresh
* their perm ssions

*/

public class C usterLi nuxChangeLogConsuner extends ChangelLogConsumner Base {

/ * % */
private static final Log LOG = GouperUtil.getLog(C usterLinuxChangeLogConsuner.cl ass);

/**
* @ee edu.internet2. m ddl eware. grouper.changelLog. ChangeLogConsuner Base#pr ocessChangeLogEntries(java. util.
Li st, edu.internet2.m ddl eware. grouper. changeLog. ChangeLogPr ocessor Met adat a)
*/
@verride
public | ong processChangeLogEntries(Li st<ChangeLogEntry> changeLogEntryLi st,
ChangelLogPr ocessor Met adat a changeLogPr ocessor Met adat a) {

/lidentifies which config is running, nultiple could be running
String consunmer Nane = changelLogProcessor Met adat a. get Consuner Nane() ;

long currentld = -1;

XmppConnect i onBean xnppConnecti onBean = nul | ;
String recipient = null;

String grouper Fol derBase = null;

{

String grouper Fol der BaseConfi gNane = "changelLog. consuner." + consuner Nane + ".cl usterLinux.
gr ouper Fol der Base";

gr ouper Fol der Base = G ouper Loader Confi g. get PropertyStri ng(grouper Fol der BaseConfi gNane, true);
}

bool ean sendMessage = fal se;
for (ChangeLogEntry changeLogEntry : changeLogEntryList) {

//try catch so we can track that we nade sonme progress
try {

currentld = changeLogEntry. get SequenceNunber () ;

/lonly need to send once
if (sendMessage) {
conti nue;

}

//this might be alittle aggressive, but basically if a permission or menber changes in the
clusterLinux folder of
/I grouper then send a refresh message
/I note: not using constants for permissions so it works in 2.0 and 2.1...
if (StringUtils.equal s("permission", changeLogEntry. get ChangeLogType(). get ChangeLogCategory())
&& (StringUtils. equal s("addPerni ssion", changeLogEntry. get ChangeLogType(). getActi onName())
|] StringUtils.equal s("del etePerm ssion", changeLogEntry. get ChangeLogType().getActionNane()))) {

String pernissionNane = changeLogEntry.retrieveVal ueForLabel ("attri but eDef NaneNane") ;

if (permssionNane != null && permi ssionNane.startsWth(grouperFol derBase)) {
sendMessage = true;
}
if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld +
+ ", grouperFol derBase: " + grouperFol der Base
+ ", nessage: "

per m ssi onNane: + perm ssi onName



+ changeLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onNane() + ", sendMessage: " + sendMessage
)
}
} else if (changeLogEntry. equal sCat egor yAndActi on( ChangeLogTypeBui | ti n. MEMBERSHI P_ADD)
| | changelLogEntry. equal sCat egor yAndAct i on( ChangeLogTypeBui | ti n. MEMBERSHI P_DELETE)
|| changeLogEntry. equal sCat egor yAndAct i on( ChangeLogTypeBui | ti n. VEMBERSH P_UPDATE) ) {

String rol eName = changeLogEntry.retrieveVal ueForLabel (ChangeLoglLabel s. MEMBERSHI P_ADD. gr oupNang) ;

if (roleNanme != null && rol eNane.startsWth(grouperFol der Base)) {
sendMessage = true;

}
if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld + ", roleNane: " + rol eNane
+ ", grouperFol derBase: " + grouper Fol der Base
+ ", nessage: "
+ changelLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onName() + ", sendMessage: " + sendMessage
)
}

} else if (StringUils.equal s("perm ssion", changeLogEntry. get ChangeLogType() . get ChangeLogCat egory())
&& StringUtils. equal s("perm ssionChangeOnRol e", changeLogEntry. get ChangeLogType() . get Acti onNane()))
/Inote, this is 2.1+
String rol eNanme = changelLogEntry.retrieveVal ueForLabel ("rol eNane");

if (roleNanme != null && rol eNane. startsWth(grouperFol der Base)) {
sendMessage = true;

}
if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld + ", roleName: " + rol eName

+ ", grouperFol derBase: " + grouperFol der Base
+ ", nessage: "
+ changeLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onName() + ", sendMessage: " + sendMessage
)

}

} else {

if (LOG isDebugEnabled()) {
LOG debug( " Processi ng changeLog #" + currentld + ", "
+ changelLogEnt ry. get ChangeLogType() . get ChangeLogCat egory() + "."
+ changelLogEnt ry. get ChangeLogType(). get Acti onName() + ", sendMessage: " + sendMessage
)
}
}

/lis there something to send?
if (sendMessage) {

String message = "Update perm ssions";
if (xnppConnecti onBean == null) {

reci pi ent = G ouper Loader Confi g. get PropertyString("changelLog. consuner. "
+ consuner Name + ".publisher.recipient”, "");

String xnppServer = G ouperLoader Config. getPropertyString("xnpp.server. host");

int port = G ouperLoaderConfig.getPropertylnt("xnmpp.server.port", -1);

String username = G ouperLoader Confi g. get PropertyString("xnpp.user", "");
String password = G ouperLoader Config. get PropertyString("xnmpp. pass", "");
String resource = G ouperLoader Confi g. get PropertyString("xnpp.resource", "");

xmppConnecti onBean = new XnppConnecti onBean(xnmppServer, port, usernane, resource, password);

}

xnppConnect i onBean. sendMessage(reci pi ent, nessage);



}

} catch (Exception e) {
//we unsuccessfully processed this record... decide whether to wait, throw, ignore,
LOG error("problemwith id: " + currentld, e);
changelLogPr ocessor Met adat a. set HadPr obl en(true) ;
changelLogPr ocessor Met adat a. set Recor dExcepti on(e);
changelLogPr ocessor Met adat a. set Recor dExcept i onSequence(currentld);

//stop here

return currentld;

[/ continue
}
}

return currentld;

Build that consumer into a jar:

<proj ect nanme="cl usterLi nuxChangeLogConsuner" defaul t="build" basedir=".">

<!-- declare the ant-contrib tasks -->
<t askdef resource="net/sf/antcontrib/antlib.xm" />

<!-- copy build.properties if not there already -->
<i f ><not ><avai | abl e fil e="build. properties" /></not>
<t hen><copy file="buil d. exanpl e. properties" tofile="build. properties" /></then>

</if>

<!-- Gouper dobal Build Properties -->
<property file="${basedir}/build.properties"/>

<target nanme="build" description="full

</target>

<target name="init">
<tstanp />

<property name="mai
<property name="nai

<property name="nai
<property name="nai

<property name="nai
<property name="mai

n

n

. sour ceChangelLogbi r" val ue="../sourceChangeLogConsuner" />
.lib" value="../lib" />
. bi nChangeLogDi r" val ue="../di st/ bi nChangeLog" />

.outputDir" value="../dist" />

. appNanme" val ue="cl ust er Li nuxChangeLog" />
.jarFil eChangeLog" val ue="${mai n. output Dir}/ ${mai n. appNane}.jar" />

<pat h i d="mai n. changeLogC asspat h" >
<fileset dir="${main.lib}">
<i nclude nanme="**/*_jar" />

</fileset>

<fileset file="${grouper.jar.location}" />

</ pat h>

</target>

<target name="cl ean" depends="init">
<nkdi r dir="${main. bi nChangeLogDir}" />
<del et e dir="${nai n. bi nChangeLogDir}" />
<nkdi r dir="${nain. bi nChangeLogDir}" />

</target>

<target nane="conpile">

<nkdir dir="${main.outputDir}" />
<nkdi r dir="${main. bi nChangeLogDir}" />

bui | d" depends="init,clean, conpile,jarPrepare,jar">

I og,

etc...



<javac target="1.6"
srcdi r="${mai n. sour ceChangeLogDi r}" destdir="${nai n. bi nChangeLogDi r}" debug="true" >
<cl asspat h refi d="nai n. changeLogd asspath" />

</javac>

</target>

<target name="jarPrepare">
<nkdi r dir="${main. bi nChangeLogDir}" />

<copy todir="${min. bi nChangeLogDir}">
<fileset dir="${min.sourceChangelLogDir}">
<include name="**/*_ java"/> <l-- source -->
</fileset>
</ copy>

<nkdi r dir="${main. bi nChangelLogDi r}/cl usterLinux" />
<copy todir="${main. bi nChangeLogDir}/clusterLinux" file="build.xm" />
</target>

<target nane="jar">
<t st anp>
<format property="the.tinmestanp" pattern="yyyy/ MM dd HH. nm ss" />
</ tstanp>
<jar jarfile="${nmuin.jarFileChangeLog}" duplicate="fail">
<fileset dir="${main.bi nChangeLogDir}" />
<mani f est >

<attribute name="Built-By" val ue="${user. name}"/>
<attribute name="Inpl enent ati on- Vendor" val ue="Penn"/>
<attribute name="Inplenentation-Title" val ue="cl ust er Li nuxChangeLog"/ >
<attribute nanme="Buil d- Ti mest anp" val ue="${t he. ti mestanp}"/>
</ mani f est >
</jar>
<echo nessage="Qutput is: ${main.jarFileChangelLog}" />
</target>

</ proj ect >

If you want to log the change log, add this to the log4j.properties:

| 0g4j . | ogger . edu. upenn.i sc. cl ust er Li nuxC c. d ust er Li nuxChangeLogConsuner = DEBUG

If you need more debugging, try these:

| 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. gr ouper. changeLog = DEBUG

| og4j . | ogger . edu. i nt ernet 2. m ddl ewar e. gr ouper . app. | oader = DEBUG

Make the jar with ant, copy to the grouper loader lib dir, and edit the grouper-loader.properties
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## CLUSTER LI NUX CONSUMER

changelog. consuner . cl ust er Li nuxTest. cl ass = edu. upenn.i sc. cl ust erLi nuxCl c. d ust er Li nuxChangeLogConsuner

changelog. consuner. cl ust er Li nuxTest . publ i sher. reci pi ent = soneuser @chool . edu/ cl ust er Li nuxTest,
anot her user @chool . edu, soneuser @chool . edu/ cl ust er Li nuxTest Legacy

changelLog. consuner . cl ust er Li nuxTest . cl ust er Li nux. gr ouper Fol der Base = xxxxxxx: apps: fast: cl usterLi nux

changelog. consuner. cl ust er Li nuxTest. quartzCron =

Restart the loader and add/remove someone from the role, or change permissions, see an XMPP message being sent

(4:35:01 PM PennG oups: Update perni ssions

Note, the body of the message isn't important... if the message comes from Grouper and goes to the grouperClient keeping the file in sync, then it will do a
1 minute delay full refresh if one isnt already scheduled (to batch up multiple changes)

If you have DEBUG logging on for the change log consumer, you will see entries like this:

120521 163500. 260 [ Def aul t Quart zSchedul er _Wor ker -5] DEBUG edu. upenn. i sc. cl ust er Li nuxC c.

Cl ust er Li nuxChangelLogConsuner -

Processi ng changelLog #3593567, perm ssionNanme: XXXXXXXXX: apps: fast: cl usterLi nux: perm ssions:tontats:
app_directory,

grouper Fol der Base: XXXXXXXXX: apps: fast: cl usterLi nux, nessage: attributeAssign.deleteAttributeAssign,
sendMessage: true

sdf
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