OSTwoUserManJavaSOAPClientExample

Here is a basic example of how to to use the OpenSAML 2.x SOAP client. The example is for a SAML 1.1 assertion artifact resolution message, but is
applicable to any SOAP client needs. It also illustrates use of client TLS, using an included impl static key manager of javax.net.ssl.X509KeyManager.

package brent.test;

inport java.io.lOException;

i mport java. net. Socket;

inport java.security.KeyException;

inport java.security.Principal;

i mport java.security. PrivateKey;

import java.security.cert.CertificateException;
import java.security.cert.X509Certificate;

i nport javax. net.ssl.X509KeyManager ;

i mport org.opensani . Def aul t Boot st rap;

i nport org.opensani.sanl 1. core. AssertionArtifact;

i mport org.opensani .sanl 1. core. Request;

i nport org.opensani . ws. soap. client.Basi cSOAPMessageCont ext ;
i nport org.opensani.ws. soap.client.http. HtpC ientBuilder;
i mport org.opensam . ws. soap.client.http. Ht pSOAPC i ent;

i nport org.opensani.ws. soap. client. http. TLSProt ocol Socket Fact ory;
i mport org.opensani . ws. soap. common. SOAPExcept i on;

i mport org.opensamni . ws. soap. soapll. Body;

i nport org.opensani . ws. soap. soapll. Envel ope;

i mport org.opensam . xm . Configuration;

i mport org.opensamni . xn . Configurati onExcepti on;

i nport org.opensani.xm . XMLObj ect ;

i mport org.opensam . xm . XM_Obj ect Bui | der Fact ory;

i mport org.opensam . xm . parse. Basi cPar ser Pool ;

i mport org.opensam . xnl .security. SecurityException;

i mport org.opensam . xm .security. SecurityHel per;

i nport org.opensani.xm .security.x509. X509Cr edent i al ;

i mport org.opensam . xnl .security.x509. X509Uil;

inport org.opensant.xm . util.DatatypeHel per;

inport org.opensani.xm . util.XMHel per;

inport edu.internet2. m ddl eware. shi bbol et h. Del egat eToAppl i cati onX509Tr ust Manager ;
public class SAML1Arti fact Resol veExanpl e {
public static void nmain(String[] args) {
String base64Artifact = "...base64encodedSAM.1ArtifactData...";
String serverEndpoint = "https://idp.exanple.org: 8443/idp/profil e/ SAML1/ SOAP/ Arti fact Resol ve";

String clientTLSPrivateKeyResourceNanme = "client.key";
String clientTLSCertificateResourceName = "client.crt";

try {
Def aul t Boot st rap. boot strap();

} catch (Configurati onException e) {
e.printStackTrace();

}

Basi cPar ser Pool parserPool = new Basi cParserPool ();
par ser Pool . set NanmespaceAwar e(true);

/1 Build the outgoing nessage structures
Request request = buil dSAML1Arti f act Resol ve(base64Artifact);

Envel ope envel ope = buil dSOAP11Envel ope(request);

/1 SOAP context used by the SOAP client



Basi cSOAPMessageCont ext soapCont ext = new Basi cSOAPMessageCont ext () ;
soapCont ext . set Qut boundMessage( envel ope) ;

/1 This part is for client TLS support
X509Cr edential clientTLSCred = getCient TLSCred(client TLSPrivat eKeyResour ceNane,
clientTLSCertificat eResourceNane);
Stati cd i ent KeyManager keyManager =
new Staticd ientKeyManager (client TLSCred. get PrivateKey(), clientTLSCred.getEntityCertificate());

// Build the SOAP client
Ht pClientBuilder clientBuilder = new HttpdientBuilder();
clientBuilder.setHttpsProtocol Socket Fact ory(
new TLSPr ot ocol Socket Fact ory( keyManager, new Del egat eToAppl i cati onX509Tr ust Manager()));

Ht t pSOAPC i ent soapCient = new Htt pSOAPC i ent (clientBuilder.builddient(), parserPool);

/1 Send the nessage
try {
soapd i ent. send(server Endpoi nt, soapContext);
} catch (SOAPException e) {
e.printStackTrace();
} catch (SecurityException e) {
e.printStackTrace();
}

/'l Access the SOAP response envel ope
Envel ope soapResponse = (Envel ope) soapContext.getl nboundMessage();

System out . printl n("SOAP Response was:");
System out. println(XM.Hel per. prettyPrint XM_.(soapResponse. get DOM)));

}

private static Envel ope buil dSOAP11Envel ope( XM_Obj ect payl oad) {
XMLCbj ect Bui | der Factory bf = Configuration.getBuil derFactory();
Envel ope envel ope = (Envel ope) bf. getBuil der (Envel ope. DEFAULT_ELEMENT_NAME) . bui | dQbj ect ( Envel ope.
DEFAULT_ELEMENT_NAME) ;
Body body = (Body) bf.getBuil der (Body. DEFAULT_ELENMENT_NAME) . bui | dObj ect ( Body. DEFAULT_ELENVENT_NAME) ;

body. get UnknownXM_Cbj ect s() . add( payl oad) ;
envel ope. set Body( body) ;

return envel ope;

}

private static Request buil dSAML1Artifact Resol ve(String base64Artifact) {
XMLCbj ect Bui | der Factory bf = Confi guration. getBuil derFactory();
Request request = (Request) bf.getBuil der (Request. DEFAULT_ELEMENT_NAME) . bui | dObj ect ( Request .
DEFAULT_ELENMENT_NANE) ;
AssertionArtifact assertionArtifact =
(AssertionArtifact) bf.getBuil der(AssertionArtifact. DEFAULT_ELEMENT_NAME) . bui | dObj ect
(AssertionArtifact. DEFAULT _ELEMENT_NAME) ;

assertionArtifact.setAssertionArtifact(base64Artifact);
request. get Asserti onArtifacts().add(assertionArtifact);

/1 add other data to Request as appropriate

return request;

private static X509Credential getdientTLSCred(String clientTLSPrivateKeyResourceNane,
String clientTLSCertificateResourceName) {
PrivateKey privateKey = null;
X509Certificate cert = null;

try {
privateKey = SecurityHel per.decodePri vat eKey(Dat at ypeHel per. i nput streanloStri ng(
SAML1Art i f act Resol veExanpl e. cl ass. get Resour ceAsSt rean( cl i ent TLSPri vat eKeyResour ceNang) ,



null').getBytes(), null);
cert = X509Util.decodeCertificate(DatatypeHel per.inputstreaniloString(
SAML1Art i fact Resol veExanpl e. cl ass. get Resour ceAsStrean{client TLSCertifi cat eResour ceNane),
null).getBytes()).iterator().next();
} catch (KeyException e) {
e.printStackTrace();
} catch (I CException e) {
e.printStackTrace();
} catch (CertificateException e) {
e.printStackTrace();

}
return SecurityHel per.getSinpleCredential (cert, privateKey);

}

class StaticdientKeyManager inplenents X509KeyManager {
private static final String clientAlias = "nyStaticAlias";

private PrivateKey privateKey;
private X509Certificate cert;

public StaticCientKeyManager (PrivateKey newPrivateKey, X509Certificate newCert) {
privateKey = newPrivat eKey;
cert = newCert;

}

[** {@nheritDoc} */

public String chooseCientAlias(String[] as, Principal[] aprincipal, Socket socket) {
Systemout. println("choosedientAlias");
return clientAlias;

}

[** {@nheritDoc} */

public String chooseServerAlias(String s, Principal[] aprincipal, Socket socket) {
System out . printl n("chooseServerAlias");
return null;

}

/** {@nheritDoc} */

public X509Certificate[] getCertificateChain(String s) {
Systemout.println("getCertificateChain");
return new X509Certificate[] {cert};

}

/** {@nheritDoc} */

public String[] getdientAliases(String s, Principal[] aprincipal) {
Systemout.printlin("getdientAliases");
return new String[] {clientAlias};

}

[** {@nheritDoc} */

public PrivateKey getPrivateKey(String s) {
System out. println("getPrivateKey");
return privatekKey;

}

/** {@nheritDoc} */

public String[] getServerAliases(String s, Principal[] aprincipal) {
System out . println("get ServerAliases");
return null;
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