Grouper always available web services and client
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Always available web services are WS that do not have a single point of failure. This includes the loadbalancer, database, and even the data center.

Grouper is conducive to always available web services.

Grouper allows readonly database replication to an off site database, with a Grouper WS application server which runs in readonly mode against that
database (set readonly in the grouper.properties of the WS application). Then the GrouperClient is a reference implementation showing how clients could
interact with the multiple WS servers. Note that there might not be immediate consistency between the read/write and readonly depending on how the

database replication is implemented.

If you want highly available web services (though not always available), then you could use a DNS-based loadbalancer that polls the servers to see which
ones are available. Though there could be a minute or two of downtime here or there until the loadbalancer catches up. This does not require a special
client.

Note that you could do local active/active load balancing but you might have a point of failure on the load balancer, firewall, or data center itself. This also
does not require a special client. Note, this is just one way to do it, there are other ways to improve availability as well...
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This uses the Grouper discovery client

If you are going to have multiple WS servers available for clients, and the load balancing managed on the client, then you might want to use a discovery
service so the list of servers can be managed centrally. Here is an example config (grouper.client.discovery.properties) of a WS discovery service that is
HTTPS based. Basically you just put this config file on multiple (and disparate) HTTPS servers, and the client would periodically download them: You can
put any or all of these settings in the configuration, each can be defaulted or overridden in the client.

#
# Grouper client discovery configuration

#
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## LDAP di scovery connection settings

# urls of directory, including the base DN (distingui shed nane)
# add nore properties and increment the integer (.1, .2, etc)
# e.g. ldap://server.school.edu/ dc=school, dc=edu

# e.g. ldaps://server.school.edu/dc=school, dc=edu
grouperdient.discovery.ldap.0.url =

# active/active or active/standby

# activel/active will pick a server randonly,

# and will stick with it for as long as the affinity is set
# active/standby will always use the first connection

# if no errors, then try the second one etc.

# if a connection has nore errors and has a higher priority,
# then it will not be tried again until the

# takeConnecti onQut O Pool OnEr r or For Seconds ti meout

# passes

grouperdient.discovery. | dap. | oadBal anci ng = active/active

# if we are active/active, then the sane connection wll

# be used for a certain nunber of seconds. If this is -1, then
# al ways keep the sanme server (unless errors)
grouperdient.discovery.|dap. affinitySeconds = 600

# if a connection has nore errors than another, it will not be

# used until this error tineout passes (unless the other is throwing errors
# t00)

grouperC ient.di scovery. | dap. | ower ConnectionPriorityOnErrorForMnnutes = 3

# when a connection is attenpted, this is the tinmeout that it will use before trying
# anot her connection
grouperCient.discovery. | dap.tinmeout Seconds = 30

# after all connections have been attenpted, it will wait for this |ong
# to see if any finish
grouperC i ent.di scovery. | dap. extraTi meout Seconds = 15
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## Wb service discovery Connection settings
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# urls of web service, should include everything up to the first resource to access
# this is for read or wite operations

# add nore properties and increment the integer (.1, .2, etc)

# e.g. http://groups.school.edu: 8090/ grouper - ws/ servi cesRest

# e.g. https://groups.school . edu/ grouper-ws/servicesRest

grouperdient.di scovery.webService.readWite.O.url =

# url of web service, should include everything up to the first resource to access
# this is for only read operations

# add nore properties and increnent the integer (.1, .2, etc)

# e.g. http://groups. school . edu: 8090/ gr ouper - ws/ ser vi cesRest

# e.g. https://groups.school . edu/ grouper-ws/servicesRest

grouperCient.di scovery. webService.readOnly. 0. url =

# activel/active or active/standby

# activel/active will pick a server randonmy,

# and will stick with it for as long as the affinity is set

# activel/standby will always use the first connection

# if no errors, then try the second one etc.

# if a connection has nore errors and has a higher priority,

# then it will not be tried again until the

# takeConnecti onQut O Pool OnEr r or For Seconds ti meout

# passes

grouperCient.di scovery. webService. | oadBal anci ng = active/active

# if you want to always try read/wite before readOnly (i.e. if you are
# worried about if you neke a wite and read right after each other)
grouperCient.di scovery. webService. preferReadWite = true



# if we are active/active, then the sane connection wll

# be used for a certain nunber of seconds. |If this is -1, then
# al ways keep the sanme server (unless errors)

grouperClient.di scovery. webService. af finitySeconds = 600

# if a connection has nore errors than another, it will not be

# used until this error tineout passes (unless the other is throwing errors

# to00)

grouperCient. di scovery. webServi ce. | ower ConnectionPriorityOnErrorForM nutes = 3

# when a connection is attenpted, this is the timeout that it will use before trying
# anot her connection
grouperd ient.di scovery. webService. ti neout Seconds = 60

# after all connections have been attenpted, it will wait for this |ong
# to see if any finish
grouper Client. di scovery. webServi ce. extraTi neout Seconds = 30

Here is the grouper client configuration (addition to the grouper.client.properties) to find the discovery configs, and to set defaults or overrides:

HitHH

## Bel ow here are default values and override values for the discovery
## properties at your institution. Note: if the override keys are there
## with no value then it will blank out the discovery service val ue
HitH

# default urls of directory, including the base DN (distinguished nane)
# add nore properties and increment the integer (.1, .2, etc)

# e.g. ldap://server.school.edu/ dc=school, dc=edu

# e.g. ldaps://server.school.edu/ dc=school, dc=edu
grouperdient.discoveryDefault.ldap.0.url =

#grouperCient.di scoveryOverride.ldap.0.url =

# default activel/active or active/standby

# activel/active will pick a server randony,

# and will stick with it for as long as the affinity is set
# activel/standby will always use the first connection

#if no errors, then try the second one etc.

# if a connection has nore errors and has a higher priority,
# then it will not be tried again until the

# takeConnecti onQut O Pool OnEr r or For Seconds ti meout

# passes

grouperCient.di scoveryDefault.|dap.| oadBal anci ng = active/active
#grouper Cli ent. di scoveryOverri de. | dap. | oadBal anci ng = active/active

# if we are active/active, then the sane connection wll

# be used for a certain nunber of seconds. If this is -1, then
# al ways keep the sanme server (unless errors)
grouperdient.discoveryDefault.|dap.affinitySeconds = 28800
#grouper C i ent. di scoveryOverri de. | dap. af fi ni tySeconds = 28800

# if a connection has nore errors than another, it will not be

# used until this error tineout passes (unless the other is throwing errors

# t00)

grouperdient.di scoveryDefault.|dap.| owerConnectionPriorityOnErrorForMnutes = 3
#grouper i ent. di scoveryOverride. | dap. | ower ConnectionPriorityOnErrorForM nutes = 3

# when a connection is attenpted, this is the tineout that it will use before trying
# anot her connection

grouperC i ent. di scoveryDefaul t.|dap.timeout Seconds = 30

#grouper i ent. di scoveryOverride. | dap. ti neout Seconds = 30

# after all connections have been attenpted, it will wait for this |ong
# to see if any finish

grouperdient.di scoveryDefaul t.|dap. extraTi neout Seconds = 15

#grouper C i ent. di scoveryOverri de. | dap. extraTi meout Seconds = 15

# urls of web service, should include everything up to the first resource to access
# this is for read or wite operations



# add nore properties and increnent the integer (.1, .2, etc)
# e.g. http://groups.school . edu: 8090/ grouper - ws/ servi cesRest
# e.g. https://groups.school . edu/ grouper-ws/servi cesRest
grouperCient.di scoveryDefaul t.webService.readWite.O.url =
#grouper Qi ent. di scoveryOverri de. webService.readWite.O0.url =

# url of web service, should include everything up to the first resource to access
# this is for only read operations

# add nore properties and increnent the integer (.1, .2, etc)

# e.g. http://groups.school.edu: 8090/ grouper - ws/ servi cesRest

# e.g. https://groups.school . edu/ grouper-ws/servicesRest

grouperd i ent.di scoveryDefaul t.webService.readOnly. 0.url =

#grouper Qi ent. di scoveryOverri de. webServi ce.readOnly. 0. url =

activel/active or active/standby

active/active will pick a server randomy,

and will stick with it for as long as the affinity is set
active/standby will always use the first connection

if no errors, then try the second one etc.

if a connection has nore errors and has a higher priority,

then it will not be tried again until the

t akeConnect i onQut OF Pool OnEr r or For Seconds ti meout

passes

grouperClient. di scoveryDefaul t.webService. | oadBal anci ng = active/active
#grouper C i ent. di scoveryOverri de. webServi ce. | oadBal anci ng = active/active

HOHHF R H O HH
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# if you want to always try read/wite before readOnly (i.e. if you are
# worried about if you nmake a wite and read right after each other)
grouper i ent. di scoveryDefaul t.webService. preferReadWite = true
#grouper Cl i ent. di scoveryOverri de. webServi ce. preferReadWite = true

# if we are active/active, then the sane connection wll

# be used for a certain nunber of seconds. If this is -1, then

# al ways keep the same server (unless errors)

grouperCient. di scoveryDefaul t.webService. affinitySeconds = 28800
#grouper C i ent. di scoveryOverri de. webServi ce. af fi ni tySeconds = 28800

# if a connection has nore errors than another, it will not be

# used until this error tineout passes (unless the other is throwing errors

# to00)

grouperdient. di scoveryDefaul t.webService. | ower ConnectionPriorityOnErrorForMnutes = 3
#grouper i ent. di scoveryOverri de. webServi ce. | ower Connecti onPriorityOnErrorForM nutes = 3

# when a connection is attenpted, this is the tineout that it will use before trying
# anot her connection

grouperC i ent. di scoveryDefaul t.webService. tineout Seconds = 60

#grouper i ent. di scoveryOverri de. webServi ce. ti meout Seconds = 60

# after all connections have been attenpted, it will wait for this |ong
# to see if any finish

grouperdient. di scoveryDefaul t.webService. extraTi meout Seconds = 30
#grouper C i ent. di scoveryOverri de. webSer vi ce. ext raTi neout Seconds = 30

Logging

If you set the client to debug mode (--debug=true), or in log4j (if you are using the client as a library in an application or you include the log4j jar), log for
these packages to debug

| 0og4j . | ogger. edu. i nternet2. m ddl eware. grouperdient.fail over = DEBUG

| 0g4j . | ogger. edu. i nternet 2. m ddl ewar e. grouperd i ent.ws. G ouperClientW = DEBUG

| 0og4j . | ogger. edu. i nternet 2. m ddl ewar e. grouper C i ent. di scovery = DEBUG

1 0g4j . | ogger. edu.internet2. m ddl eware. grouperdient.util.GouperdientLdapUils = DEBU

you will see logs like this (well, these are with the --debug=true, if you use log4j you will see the log4j format which should include a date stamp...):



DEBUG nethod: Failoverdient.instanceMapFroniType, read failover state fromfile: C

\ nthyzer\ grouper\trunk\grouperCient\grouperdientFail overState.bin, success: true, failoverQdient

di scoveryCient hash: 1dedOfd, failoverdient discoverydient cache hash: 16a9d42, failoverd i ent

di scoverydient affinity: null, failoverCient grouperLdap hash: 7a84e4, failoverdient grouperlLdap cache hash:
laaalda, failoverdient grouperLdap affinity: null

DEBUG et hod: Fail overClient. orderedLi st Of Connections, connectionType: discoveryCdient, failoverCient hash:
1dedofd, failoverdient cache hash: 16a9d42, affinityConnection: null, connection.O: http://local host: 8091
/grouper-ws/, errors: 0, connection.l1: http://local host: 8091/ grouper-ws2/, errors: 0, Setting affinity:

http://1 ocal host: 8091/ grouper-ws2/, affinityConnectionPost: http://|ocal host: 8091/ grouper -ws2/

DEBUG nethod: Failoverdient.internal _failoverLogic, type: discoverydient, connections: 2, Wit for 50 secs:
0: http://1ocal host: 8091/ grouper-ws2/, id: @YOQTX, Try O thread conn: http://Ilocal host: 8091/ grouper-ws2/, id:
@BYOQLTX, Finish 0 thread conn in 1869nms: http://| ocal host: 8091/ grouper-ws2/, id: Q@YOQLTX, Success: O:
http://1ocal host: 8091/ grouper-ws2/, id: BYOQTX, add to affinity cache

DEBUG net hod: FailoverCient.failoverLogic, saveStateEverySeconds: 0, savingStateToFile: C

\ nthyzer\ grouper\trunk\grouperCient\grouperCientFail overState. bin

DEBUG nethod: DiscoveryClient.retrieveFile, existslnD scoveryFilecache: false, existslnFilecache: true,

filel sYoungEnough: false, fileFronBerver: true, fileFound: true, fileSizeBytes: 4244, |astMdified: Wd Feb 15
08:31: 32 EST 2012

DEBUG et hod: G ouperCientW. configureFail overCient, needsReconfigure: true, discoveryFile: C

\nchyzer\ grouper\trunk\grouperCient\grouper.client.discovery_20120215_083130_805_(BYOQLTY. properti es,
needsReconfigureFile: true, readWiteUrl.0: http://local host: 8091/ grouper-ws/servicesRest, readWiteUrl.1:
http://1 ocal host: 8091/ grouper-ws2/servi cesRest, readOnlyUrl.0: http://I|ocal host: 8091/ grouper-ws3/servi cesRest,
af fini tySeconds: 600, extraTi nmeout Seconds: 30, errorsForMnutes: 3, failoverStrategy: activeActive,
preferReadWite: true, timeoutSeconds: 60

DEBUG et hod: Fail overClient. orderedLi st Of Connections, connectionType: grouperWReadOnly, failoverCient hash:
d70d7a, failoverdient cache hash: b5f53a, affinityConnection: null, connection.0: http://l|ocal host: 8091

/ grouper -ws/ servi cesRest, errors: 0, connection.l1: http://|ocal host: 8091/ grouper-ws2/servi cesRest, errors: O,
connection.2: http://local host: 8091/ grouper-ws3/servicesRest, errors: 0, Setting affinity: http://local host: 8091
/ grouper -ws2/ servi cesRest, affinityConnectionPost: http://local host: 8091/ gr ouper-ws2/ servi cesRest

DEBUG nethod: FailoverCient.internal _failoverLogic, type: grouperWReadOnly, connections: 3, Wait for 78
secs: 0: http://1ocal host: 8091/ grouper-ws2/servicesRest, id: BYOQTZ, Try 0 thread conn: http://local host: 8091
/ grouper -ws2/ servi cesRest, id: @BYOQTZ, Finish O thread conn in 50794nms: http://1 ocal host: 8091/ gr ouper - ws2
/servicesRest, id: BYOQTZ, Success: 0: http://local host: 8091/ grouper-ws2/servicesRest, id: BYOQTZ, add to
affinity cache

DEBUG nethod: FailoverCient.failoverLogic, saveStateEverySeconds: 0, savingStateToFile: C

\nchyzer\ grouper\trunk\grouperCient\grouperCientFail overState. bin

WS client failover protocol
Configure read/write and readonly URLSs.

Identify at least a primary and a secondary URL (note that if there are non-readonly queries, then the readwrite should probably be the primary URL). Or
the client could rotate servers for all readonly, or a DNS load balancer could do this for one URL.

Try a server (e.g. the primary), and look at the result code. If itis a SUCCESS, or something like INVALID_QUERY, then trust the response. If there is no
response, or it is an error, then if appropriate (e.g. if readonly and the secondary is readonly), try another URL (e.g. the secondary). Note there should be
a configurable timeout.

See the Grouper failover client documentation for more information about when to change which connection to try first due to errors, active/active and
active/standby loadbalancing, connection affinity, timeouts, extra timeouts, startup time, etc.

LDAP for always availability

From Jim Fox:

"l am compelled to point out that there is another way to implement 'always availability', namely with LDAP replicas. They are fast
and easy to make redundant. And they easily support the two most common queries that need to be always available: effective
membership of a group and effective memberships for a user. I'd go so far as to suggest that an LDAP ought to be a standard
component of any Grouper installation. Do that, with a standardized LDAP schema, and you have, almost automatically, instant
updates of the LDAP and easy 'always availability' of the web service."

Yes, if you can satisfy your availability requirements with LDAP, go for it, you will not need this component. If your LDAP does not have the availability you
need, or if you need improved availability for features that LDAP does not support (e.g. if an LDAP server goes down you might have a minute of
unavailability, permission information (might not be provisioned to Idap, or maybe you want to use server processed limits), etc) then maybe you need this
feature...

See Also

Grouper Client
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Grouper Failover Client

Info on how this feature is used at Penn
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