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D This topic is discussed in the "Grouper API - Part 2" training video.

GrouperShell (gsh)

gsh is a command line shell for administering and interacting with the Grouper API. See architectural diagram. It can be used in both a batch and
interactive manner. For Grouper 2.3.0 patch 72+, it is built on GroovyShell. For older versions of Grouper, it is built on Java BeanShell. The legacy
BeanShell version is now deprecated, but you can switch back to it by using one of the options:

® Setting gsh.useLegacy = true in grouper.properties.
® Using a command line argument (gsh.sh -forceLegacyGsh)
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GrouperShell is for Grouper admins. End users can script with the grouper client command line utility

GSH operations

NOTE: Some classes were added a later 2.5.x releases. Not all are documented as to when they were initially added.

Category Subtype
Attestation Folders
Groups

Attribute assignment Attribute assignment
Folders

Group

Attribute definition

Attribute name

Attribute value

Composite

Email SMTP
Gc db access
Grouper session

Group

gsh

Hittp
Ldap
Member

Membership

Password

Privilege inheritance Attribute definitions

Folders
Groups

Provisionable Folders
Groups

Stem

Subject

Sync data to SQL table

Types Folders
Groups

Hints and tricks

Action

insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
insert /update / delete

finder

gc db access

insert / update / delete
finder

copy

gsh template exec

Idap session utils
finder

insert / update / delete
finder

insert / update / delete
insert / update / delete
insert / update / delete
insert / update / delete
finder

insert / update / delete
finder

insert / update / delete
insert/update/delete
finder

copy

finder

finder
insert / update / delete
finder

insert / update / delete

Class

AttestationStemSave
AttestationGroupSave
AttributeAssignToAssignmentSave (2.5.48+)
AttributeAssignToStemSave
AttributeAssignToGroupSave
AttributeDefSave
AttributeDefNameSave
AttributeAssignValueSave
CompositeSave
CompositeFinder
GrouperEmail

GcDbAccess

GrouperSession

GroupSave

GroupFinder

GroupCopy
GshTemplateExec
GrouperHttpClient
LdapSessionUtils
MemberFinder
MembershipSave
MembershipFinder
GrouperPasswordSave
PrivilegeAttributeDefInheritanceSave
PrivilegeStemInheritanceSave
PrivilegeGrouplnheritanceSave
ProvisionableStemFinder
ProvisionableStemSave
ProvisionableGroupFinder
ProvisionableGroupSave
StemSave

StemFinder

StemCopy

SubjectFinder
GcTableSyncFromData
GdgTypeStemFinder
GdgTypeStemSave
GdgTypeGroupFinder

GdgTypeGroupSave
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Escape things in groovysh with single backslash. e.g.

attri but eVal ueDel egat e. assi gnVal ue(Rul eUtil s. rul el f Conditi onEl Narme(),

Check for null like this

${sonmevar ?: 'valuelfNull'}

GSH does not like array constructors

FROM
oj ect[] row

TO

oj ect[] row = new Cbject[2];
row 0] = emui |l FronQut syst ens;
row 1] = pennkeyPer haps;

Reset the shell after an error:
c
Escape dollars, e.g. "${something}"

'$" + "{sonething}"

Externalized text

if you add to externalized text (config in ui),

this

i mport edu.internet2. mddl eware. grouper. cfg.text.G ouper Text Cont ai ner;
String tenplate = G ouper Text Cont ai ner.text O Nul | (" nmySchool Emai | Key") ;

API Compability

gsh is now a core part of the Grouper API and so is always compatible with the current release.

Installation

new (bj ect[] {ermil FronCut systens, pennkeyPerhaps};

just make a key,

"\ ${subj ect.sourceld != 'g:gsa'}");

e.g. nySchool Emai | Key, then refer to it

When using the Grouper API source distribution, grouper.jar needs to be built before using gsh.sh for the first time:

cd $GROUPER_HOVE
ant di st

Usage
For Windows use $GROUPER_HOME\bin\gsh.bat

Run gsh as an interactive shell:

$GROUPER_HOME/ bi n/ gsh. sh

Read gsh commands from a script file:

$CGROUPER_HOWE/ bi n/ gsh. sh / path/to/your/script.gsh

Run Grouper utilities:

I'i ke
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$GROUPER_HOME/ bi n/ gsh. sh <option> args: -h, Prints this nessage

args: <filenanme>, Execute conmands in specified file
no args: Enters an interactive shell
args: -lightWeightProfile

Use alternate init script (classes/groovysh_|ightWight.profile)
which has less inports and may inprove startup perfornmance
args: -nocheck, Skips startup check and enters an
interactive shell
args: -runarg <command> Run command (use \\n to separate conmands)
args: -main <class> [args...]

cl ass, Full class name (rmust have mai n net hod)
ar gs, args as required by nmain nethod of class
args: -initEnv [<configDr>]

On Wndows sets GROUPER _HOVE and adds GROUPER _HOVE/ bin to path
For *nix 'source gsh.sh' for the sane result

configDir optionally adds an alternative conf directory than
GROUPER_HOME/ conf to the classpath

args: (-xminmport | -xmexport | -loader | -test | -registry |
- findbadnmenberships | -1dappc | pspngAttributesToProvisioni ngAttributes)
option to get additional usage for that
option
-xminport, I nvokes Xm | nporter*

*XWM. format has changed in v1.6. To inport
the original XM. format use -xmlinportold

-xm export, I nvokes Xm Exporter

- | oader, I nvokes Grouper Loader

-registry, Mani pul ate the Grouper schema and install
boot strap data

-test, Run JUnit tests

-pspngAttri but esToProvi si oni ngAttri butes Copies pspng attributes to provisioning

-fi ndbadmenber shi ps, Check for nenbership data inconsistencies

-1 dappc, Run the grouper |dap provisioning connector to send data to |dap

Enter

With argument "-lightWeightProfile", gsh will start up with an alternate boot script (groovysh_lightWeight.profile instead of the default groovysh.profile). This
will perform on startup only a few Java imports, edu.internet2.middleware.grouper.* and import edu.internet2.middleware.grouper.util.*, and does not set

up any help aliases and functions.

Note: you can log sql statements run from gsh by setting this in log4j.properties

| og4j . | ogger . org. apache. tool s. ant = WARN

Run SQL file

./gsh.sh -registry -runsqlfile subjects.sql

In GSH for Grouper 2.4 and above, to not print the value of every line, use this:

:set verbosity QU ET

Valid values for verbosity are DEBUG, VERBOSE, INFO (default), and QUIET.

If the temporary directory used by your JVM doesn't allow execution of executables (e.g. the directory has the noexec option set), then you may run into an

error starting GSH. Try setting the following environment variable before starting GSH.

export GSH JVMARGS="-Dlibrary.jansi.path=/sone/ ot her/tenp/path/w th/exec"

Environment variables that affect GSH startup:

MEM_START: Override the default -Xms Java parameter (initial Java heap size)
MEM_MAX: Override the default -Xmx Java parameter (maximum Java heap size)
CLASSPATH: Will prepend to the constructed classpath

GSH_JVMARGS: Additional arguments to pass to Java

GROUPER_HOME: if set to a valid Grouper directory, it will use this directory. Otherwise, it will determine it based on the path to gsh
GROUPER_CONF: if set to a valid conf directory, it will use this directory. Otherwise it will determine it based on GROUPER_HOME



® GSH_CYGWIN: (since 2.4.0 api patch 3) if set and not blank, the script will convert paths and the classpath to Windows-style, for use with
Windows Java under Cygwin
® GSH_QUIET: (since 2.4.0 api patch 3) if set and not blank, will not output preliminary diagnostic information before starting Java, other than errors

Command line arg in script

./gsh -runarg 'userToFi nd="user1"\n: |l oad "/opt/grouper/scripts/nyGSHScri pt.gsh"'

Supported Commands

Grouper APl methods

Any Grouper API method can be directly invoked just by referencing it, inclusive of the class in which it is defined. Methods return a java object which can
be stored in a variable. For example, the following gsh session determines all of the groups to which a given subject belongs:

gsh 0% G ouper Sessi on. st art Root Sessi on();

gsh 0% subj = findSubject ("SD00125")

subj ect: id='SD00125"' type='person' source='kitn-person' nane='Barton, Tom

gsh 1% sess = G ouper Sessi on. start (subj)

edu. i nternet2. nm ddl ewar e. gr ouper . G ouper Sessi on: 29c40f 97- 9f b0- 4e45- 88bc- a14877a6c9b5, ' SD00125' , ' per son’

gsh 2% nenber = Menber Fi nder. fi ndBySubj ect (sess, subj)

nmenber: id='SD00125' type='person' source='kitn-person' uuid="dOfa765e-1439-4701-89b1-9b08b4ce9daa’

gsh 3% nenber. get G oups()

group: name='etc:sysadm ngroup' displayNane=" G- ouper Admi nistration: SysAdm n G oup' uui d=' 6f77f b36- b466-48la-
84a7- 7af 609f 1ad09’

GrouperSessions

Group insert / update / delete

Groups
Command Description
getGroups(name) Find all groups with a matching naming attribute value, returns a Set of groups

When using Java 1.8+ and Grouper 2.3 (later patches)+

this can be handy to print the group.getName() values for all groups that are found.

getGroups("Wheel").each{it -> printin "${it.getName()}"}
GroupFinder.findByName(grouperSession, name) = Find one group by name

GroupFinder.findByUuid(grouperSession, name) | Find one group by uuid

Group Types

New group types on folder

G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

Stem stem = St enFi nder. fi ndByNane( gr ouper Sessi on, "test:gdg: app", true);

Attribut eDef Nane typeMarker = AttributeDef NanmeFi nder. fi ndByNanme("etc: obj ect Types: gr ouper Obj ect TypeMar ker ",
true);

AttributeAssign attributeAssign = stemgetAttributeDel egate().hasAttribute(typeMarker) ? stem

get AttributeDel egate().retrieveAssi gnments(typeMarker).iterator().next() : stemgetAttributeDel egate().
addAttri bute(typeMarker).getAttributeAssign();

attribut eAssi gn. get Attri buteVal ueDel egat e(). assi gnVal ue("etc: obj ect Types: gr ouper Obj ect TypeDi r ect Assi gnnent ",
"true");

attributeAssign. getAttributeVal ueDel egat e(). assi gnVal ue("etc: obj ect Types: gr ouper Cbj ect TypeNane", "app");

Provisionable on folder with metadata

Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;
AttributeAssign attributeAssignMarker = null;
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attribut eAssi gnMarker = new Attri buteAssi gnSave(grouper Sessi on). assi gnOmer St enNane("test:chris:test").
assi gnNanmeOf At t ri but eDef Narme( " et c: provi si oni ng: provi si oni ngMarker") . save();
new Attribut eAssi gnSave(grouper Sessi on). assi gnOaner Attri but eAssi gn(attri buteAssi gnMarker).
assi gnNanmeOf At t ri but eDef Narmre( " et c: provi si oni ng: provi si oni ngDi rect Assi gn") . addVal ue("true").save();
new AttributeAssi gnSave(grouper Sessi on). assi gnOaner Attri but eAssi gn(attri but eAssi gnMarker).
assi gnNanmeOf At t ri but eDef Nanme( " et c: provi si oni ng: provi si oni ngDoPr ovi si on") . addVal ue(" ADTest") . save();
new Attribut eAssi gnSave(grouper Sessi on). assi gnOaner Attri but eAssi gn(attri buteAssi gnMarker).
assi gnNanmeCf At t ri but eDef Nanme(" et c: provi si oni ng: provi si oni ngSt enScope") . addVal ue("sub"). save();
new Attribut eAssi gnSave(grouper Sessi on). assi gnOaner Attri but eAssi gn(attri buteAssi gnMarker).
assi gnNameOf At t ri but eDef Nanme( " et c: provi si oni ng: provi si oni ngTarget ") . addVal ue("ADTest") . save();
new Attribut eAssi gnSave(grouper Sessi on). assi gnOaner Attri but eAssi gn(attri buteAssi gnMarker).
assi gnNaneOf At t ri but eDef Narmre( " et c: provi si oni ng: provi si oni ngMet adat aJson") . addVal ue("{\"nmd_trimprefix\":\"
what ever\", \"nmd_entityld\":\"theEntityld\"}").save();

Set attribute on group

Add a new type with an attribute, add this to group and then set its value on the group, e.g.

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();
g = G oupFinder. fi ndByName( grouper Sessi on, "adm n: | oader _groups");

type = typeAdd("sync_group");

type. addAt tri but e(grouper Sessi on, "sync_group", false, "sync");

gr oupAddType("admi n: | oader _gr oups",
g.setAttribute("sync", "true");

Command
groupAddType(group name, type name)
groupDelType(group name, type name)
groupGetTypes(group name)
groupHasType(group name, type name)
typeAdd(type name)

typeAddAttr(type name, attr name, read, write,
required)

typeAddList(type name, attr name, read, write)

typeDel(type name)
typeDelField(type name, field name)
typeFind(type name)

typeGetFields(type name)

Member change subject

"sync_group");

Description
Add type to group
Delete type from group
Get group's types
Check whether group had type
Create custom group type

Create custom group attribute. read and write must be an AccessPri vi | ege (e.g. AccessPri vi |
ege. ADM N)

Create a custom list. read and write must be an AccessPri vi | ege (e.g. AccessPrivil ege.
ADM N).

Delete group type
Delete custom field from group type
Find the group

Get fields associated with the group type

"Member change subject” will change the subject that a member refers to. You would want to do this when a person or entity changes their id, or if they
were loaded wrong in the system. If the new subject does not have a member associated with it, this is a simple case, where the subject data is put in the
member object. If the new subject does have a member object, then all data in all tables that referred to the old member object, will now refer to the new
member object. The old member is deleted from the member table by default, though this is an option. Generally you will want it removed, unless there is a
foreign key problem where you need to do as much work as possible. In GSH you can get a dry-run report of what will be done.

The operation is potentially time consuming only when two formerly separate Subjects are being merged into one, and that the time required is to replace
the memberships (and audit fields e.g. modifiedBy) of the formerly separate Subject that is being retired with new ones associated with the other Subject.

grouperSession = GrouperSession.startRootSession();

oldSubject = findSubject("10021368");

member = MemberFinder.findBySubject(grouperSession, oldSubject);
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newSubject = findSubject("10021366");
member.changeSubject(newSubject);

Command

member.
changeSubject
(newSubject);

member.
changeSubject
(newSubject,'Member.
DELETE_OLD_MEMB
ER);

member.
changeSubjectReport
(newSubject,Member.
DELETE_OLD_MEMB
ER);

Memberships

Description

Change the subject of the member object. If the subject is the same, its a no-op. If the new subject does not have a Member
object, then the existing member object simply gets new subject information. If the new subject does have a member object,
then all objects in the grouper registry which uses the old member, will be updated to the new member. Then the old member
object is deleted from the registry

Change the subject, but dont delete the old member. Do this if the way which deletes the old member doesnt work due to
foreign keys. This will do all the work it can, and the rest can be manual

Dont do any of the work, just print a report to the screen of what will be done. Dry-run.

Command Description
addComposite(group name, composite type, left group name, right group name) Add composite membership. e.g. CompositeType.
UNION
addMember(group name, subject id) Add member to the members list for the group.
addMember(group name, subject id, field) Add member to the specified list for the group.
delComposite(group name) Delete composite membership from group
delMember(group name, subject id) Delete member from the members list for the group
delMember(group name, subject id, field) Delete member from the specified list for the group
getMembers(group name) Get members of group
hasMember(group name, subject id) Check whether subject is member of the members list
hasMember(group name, subject id, field) Check whether subject is member of the specified list
GrouperSession grouperSession = GrouperSession.startRootSession(); Add member with subjectld and sourceld
Group group = GroupFinder.findByName(grouperSession, "a:b:c", true);
group.addMember(SubjectFinder.findByldAndSource("someld”, "sourceld", true), false);
GrouperSession grouperSession = GrouperSession.startRootSession(); Add member with subjectldentifier and sourceld
Group group = GroupFinder.findByName(grouperSession, "a:b:c", true);
group.addMember(SubjectFinder.findByldentifierAndSource("someldentifier”, "sourceld”, true),
false);
Privileges
Command Description
grantPriv(group name, subject id, Grant privilege on group. privilege must be an AccessPrivilege (e.g. AccessPri vi | ege. ADM N)
privilege)
grantPriv(stem name, subject id, Grant privilege on stem. privilege must be a NamingPrivilege (e.g. Nami ngPri vi | ege. STEM
privilege)
hasPriv(group name, subject id, Check whether subject has privilege on group. privilege must be an AccessPrivilege (e.g. AccessPri vi |l eg
privilege) e. ADM N)

hasPriv(stem name, subject id, privilege) | Check whether subject has privilege on strem. privilege must be a NamingPrivilege (e.g. Nam ngPri vi | ege

. STEM

revokePriv(group name, subject id, Revoke privilege on group. privilege must be an AccessPrivilege (e.g. AccessPri vi | ege. ADM N)

privilege)

Revoke privilege on stem. privilege must be a NamingPrivilege (e.g. Nani ngPri vi | ege. STEM



revokePriv(stem name, subject id,

privilege)

Registry

Command

registrylnitializeSchema()

registrylnitializeSchema(registrylnitializeSchema.DROP_THEN_CREATE)

registrylnitializeSchema.WRITE_AND_RUN_SCRIPT)

registrylnitializeSchema(registrylnitializeSchema.DROP_THEN_CREATE |
registrylnitializeSchema.WRITE_AND_RUN_SCRIPT)

resetRegistry()

registryInstall()

Stems

Command

addRootStem
(extension,
displayExtension)

addStem(parent stem
name, extension,
displayExtension)

delStem(stem name)

obliterateStem(stem
name,

testOnlyBoolean,
deleteFromPointInTime
Boolean) (Grouper v2.
0.2+)

getStemAttr(stem
name, attr)

getStems(name)

setStemAttr(stem
name, attr, value)

StemFinder.
findByName
(grouperSession, name)

StemFinder.findByUuid
(grouperSession, uuid)

Delete stem and
subcontents

Description

Will generate schema DDL for the DB, and wont drop before
creating, will not run script

generate DDL for the DB, dropping existing tables, will not run
script

generate DDL for the DB, not dropping, but will run the script
after writing it to file

generate DDL for the DB, drop existing grouper tables, and
run the script after writing it to file

Restore registry to default state(delete data from all tables,
install defaults)

If the default Grouper data is not there, it will be added (e.g.
root stem, default fields, etc)

Description

Add top-level stem to the registry

Add stem to registry

Delete stem from registry
Delete stem, and subobjects.

If testonly (true|false), then only
print a report. This is not supported when deleteFromPointinTime is true.

If deleteFromPointInTime (true|false), then delete from point in time as well. Otherwise, point in time records are not deleted.
Note that point in time data can only be deleted after the actual objects have been deleted and those deletions have been
processed by the changeLogTempToChangeLog job, which runs once a minute by default with the Grouper Daemon. So
when you call obliterateStem(name, false, true), it will first obliterate the actual stem, then sleep and keep checking if the
changeLogTempToChangeLog job has completed. When it completes, it will obliterate from the point in time data.

GrouperSession must be open before calling...

Get value of stem attribute

Find all stems with a matching naming attribute value, returns a Set of stems

Set value of stem attribute

Find one stem by name

Find one stem by uuid

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();
stem = StenFi nder. fi ndByNanme(grouper Session, "a");

for(child : stem getChil dG oups(Stem Scope. SUB)) { Systemout.printlin("deleting: " +
child.getName()); child.delete(); }
stenli st = new ArrayList(stem get Chil dSt ens(Stem Scope. SUB)) ;

Col | ections. sort(stenlist);
Col | ections. reverse(stenList);

for(childStem: stenlist) { Systemout.printin("deleting: " + childStem getNane());



childStemdelete(); }
stemdel ete();

Subjects

Command

addSubiject(id, type, name)

RegistrySubject.addOrUpdate
(grouperSession, id, type, nhame,
nameAttributeValue, loginid,
description, email)

RegistrySubiject.find(id,
errorOnNotFound)

registrySubject.delete
(grouperSession)

RegistrySubjectAttribute.
addOrUpdate(subjectld,
attributeName, attributeValue)
registrySubjectAttribute.delete()
findSubject(idOrldentifier)
findSubject(idOrldentifier, type)

findSubject(idOrldentifier, type,
source)

getSources()

grouperSession = GrouperSession.

startRootSession();
SubjectFinder.findAll(searchString,
source);

grouperSession = GrouperSession.

startRootSession();
SubjectFinder.findByldAndSource
(id, source, exceptionlfNull);
SubjectFinder.findByldAndSource
("12345", “jdbc", true);

grouperSession = GrouperSession.

startRootSession();

SubjectFinder.
findByldentifierAndSource
(identifier, source, exceptionlfNull);

SubjectFinder.findByldentifierAndSo

urce("jsmith", "jdbc", true);

grouperSession = GrouperSession.

startRootSession();
SubjectFinder.
findByldOrldentifierAndSource
(idOrldentifier, source,
exceptionlfNull);
SubjectFinder.
findByldOrldentifierAndSource
("jsmith", "jdbc", true);

add test subjects to registry (e.g.
test.subject.0 through 9)

Edit subject (in this case name)

Description

Add local subject to registry. You need the jdbc source for this to work. The type parameter describes the type of
subject (e.g. "person”), and is required non-null even though there are few useful api methods to query it.

In 2.4.0.api.41+ patch, this will also create the id, name, description, and loginid attribute (unless grouper.
properties create.attributes.when.creating.registry.subjects is false)

In 2.4.0.api.41+ patch, add a registry subject like addSubject, but specify the attribute values of name, loginid, etc
e.g. RegistrySubject.addOrUpdate(grouperSession, "someTestSubject”, "person”, "Some Testsubject”, "Name

Some Test Subject”, "stsub”, "Some Testsubject - employee - also alumni", "some@test.subject");
In 2.4.0.api.41+ patch, get a registry subject
e.g. registrySubject = RegistrySubject.find("someTestSubject", false);

In 2.4.0.api.41+ patch, delete a registry subject
e.g. registrySubject.delete(grouperSession);

In 2.4.0.api.41+ patch, add or update a registry subject attribute

In 2.4.0.api.41+ patch, delete an attribute value
Find a subject by id or identifier
Find a subject by id or identifier; type is a deprecated parameter that is ignored

Find a subject by id or identifier for a specific subject source; type is a deprecated parameter that is ignored

Find all Subject sources

Find all subjects in a source by search string

Find a subject by id in a certain source

Find a subject by identifier in a certain source

Find a subject by id or identifier in a certain source

grouperSession = GrouperSession.startRootSession();

new RegistryReset()._addSubjects();

RegistrySubject registrySubject = GrouperDAOFactory.getFactory().getRegistrySubject().find("useria”, "
true);

registrySubject.setName("New name");

HibernateSession.byObjectStatic().update(registrySubject);

person”,



add a subject application principal . . -
with attributes (GSH) String principal = "someApp";

String email = null;

Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

addSubj ect (principal, "application", principal);

Hi ber nat eSessi on. bySql Static().executeSgl ("insert into subjectattribute
(subj ectld, name, value, searchValue) values (?, ?, ?, ?)", GouperUil.
toLi st Obj ect (new Obj ect[]{principal, "description", principal, principal.
toLower Case()})):

if (email !'= null){ HibernateSession.bySqgl Static().executeSql("insert into
subj ectattribute (subjectld, nane, value, searchValue) values (?, ?, ?, ?)",
GrouperUtil.toListCbject(new Object[]{principal, "email", email, enuil.

toLower Case()}));}
Hi ber nat eSessi on. bySql Static().executeSgl ("insert into subjectattribute
(subj ectld, name, value, searchValue) values (?, ?, ?, ?)", GouperUil.
toLi st Obj ect (new Obj ect[]{principal, "loginid", principal, principal}));
Hi ber nat eSessi on. bySqgl Static().executeSql ("insert into subjectattribute
(subjectld, name, value, searchValue) values (?, ?, ?, ?)", GouperUil.
toLi st Obj ect (new Obj ect[]{principal, "

nane", principal, principal}l));

remove a subject with attributes . . N N
(GSH) String principal = "soneApp";
String email = null;

Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

Hi ber nat eSessi on. bySqgl Static().executeSql ("del ete from subjectattribute where
subjectld = ?", GouperUil.toListObject(new Object[]{principal}));

Hi ber nat eSessi on. bySql Static().executeSqgl ("del ete from subject where subjectld =
?", GrouperUil.toListObject(new Object[]{principal}));

subject api diagnostics grouper.properties (temporarily)

gsh. exi t OnSubj ect CheckConfi gProbl em = fal se

gsh

Gr ouper Sessi on. st art Root Sessi on() ;
new edu. i nt ernet 2. m ddl ewar e. gr ouper . grouper Ui . servi celLogi c.
Subj ect Sour ceDi agnosti cs(). assi gnSour cel d(" SMJPer son_DEV") . assi gnSubj ect | d
("enpl 1"). assi gnSubj ectl dentifier("neti d@&chool . edu").assignSearchString("ent').
subj ect Sour ceDi agnosti csFromGsh()
===>
SUCCESS: Found subject by id in 37ns: 'enpl1l'

wi th Subj ect Fi nder. fi ndByl dAndSour ce("enpl 1", "SMJPerson_DEV', false)
SUCCESS: Subject id in returned subject matches the subject id searched for:

WARNI NG No subj ect found by identifier in 14ns: 'neti d@chool . edu’
wi th Subj ect Fi nder. findByldentifierAndSource("neti d@chool . edu”,
" SMUPer son_DEV", fal se)

System
Command Description
sqlRun(file) Execute each line of a sq file, just like ant would. This can run the files generated by registrylnitializeSchema()

sglRun(string) = Executes a single sql statement



‘exit Terminate shell

help() Display usage information
p(command) | Pretty print results.

:quit Terminate shell

version() Return version information

Find bad memberships

This command will find membership records in the database which are invalid, and prints them on the screen, along with a GSH script that will fix the
memberships.

For more information, see Bad Membership Finder

Command Description

findBadMemberships() | complete findBadMemberships run

Grouper export to GSH script

See page: Grouper export to a GSH script

XML legacy
Command Description
xmlFromFile(filename) Load registry from XML in file
xmIFromString(xml) Load registry from XML in string
xmlFromURL(url) Load registry from XML at URL
xmlIToFile(filename) Exports registry to file
xmlIToString() Exports registry to string.

xmlUpdateFromFile(filename) = Update registry from XML in file
xmlUpdateFromString(xml) Update registry from XML in string

xmlUpdateFromURL(url) Update registry from XML at URL

XML export legacy
There is an object: XmIExport which has various chaining methods, which should be ended with an exportTo() method. You can export to file or string.

For more information, see Import-Export

Command Description
XmlExport xmIExport.stem(stem) The stem to export. Defaults to the ROOT stem.
XmlExport xmlExport.group(group) The group to export
XmlExport xmlExport.relative(boolean) If group or stem specified do not export parent Stems.
XmlExport xmIExport.includeParent(boolean) If group specified, export from the parent stem
XmlExport xmlExport.childrenOnly(boolean) If stem specified, export child stems and groups only - not the specified stem
XmlExport xmIExport.userProperties(file) Properties file for extra settings for import

XmlIExport xmIExport.grouperSession(grouperSession) = Operate within a certain grouper session (defaults to root session)
void xmIExport.exportToFile(file) Export to an XML file

void xmlExport.exportToString(string) Export to an XML string

Examples:


https://spaces.at.internet2.edu/display/Grouper/Bad+Membership+Finder
https://spaces.at.internet2.edu/display/Grouper/Grouper+export+to+a+GSH+script
https://spaces.at.internet2.edu/pages/viewpage.action?pageId=10059892

gsh 1% new Xm Export (). exportToFile(new File("c:/tenp/export.xm"))

gsh 1% grouper Sessi on = Grouper Sessi on. start (Subj ect Fi nder. fi ndByl d("nchyzer"));

gsh 2% stem = StenFi nder. fi ndByName(grouper Sessi on, "aStent);

gsh 3% new Xm Export().sten(sten).relative(true).userProperties(new File("C:/tenp/sone.props")).grouper Sessi on
(grouper Sessi on) . export ToFil e(new File("c:/tenp/export.xm"));

-or- (without chaining)

gsh 3% xnl Export = new Xm Export();

gsh 4% xm Export.sten(stem;

gsh 5% xni Export. grouper Sessi on( gr ouper Sessi on) ;

gsh 6% xm Export.export ToFil e(new File("c:/tenp/export.xm "))

XML import legacy

There is an object: Xmlimport which has various chaining methods, which should be ended with an importFrom() method. You can import from file, string,
or url.

For more information, see Import-Export

Command Description
Xmllmport xmlimport.stem(stem) The Stem into which data will be imported. Defaults to the ROOT stem.
Xmllmport xmlimport.updateList(boolean) XML contains a flat list of Stems or Groups which may be updated.

Missing Stems and Groups are not created.
Xmllmport xmlimport.userProperties(file) Properties file for extra settings for import

Xmllmport xmlimport.grouperSession(grouperSession) = Operate within a certain grouper session (defaults to root session)

Xmlimport xmlimport.ignorelnternal(boolean) Ignore internal attributes, including group and stem uuids.
void xmlimport.importFromFile(file) Import from an XML file

void xmlimport.importFromString(string) Import from an XML string

void xmlimport.importFromUrl(url) Import XML from a URL

Examples:

gsh 1% new Xm I nport ().inmportFronFile(new File("c:/tenp/export.xm"))

gsh 1% grouper Sessi on = G ouper Sessi on. start (Subj ect Fi nder. fi ndByl d("nchyzer"));

gsh 2% stem = StenFi nder. fi ndByName(grouper Sessi on, "aSteni);

gsh 3% new Xm I nport (). sten(sten).updateList(true).userProperties(new File("C:/tenp/sone.props")).grouper Sessi on
(grouper Session).inportFromJrl (new URL("http://whatever.xm"));

-or- (without chaining)

gsh 3% xm I nport = new Xml | nport ();

gsh 4% xml I nport. sten(stemn;

gsh 5% xm | nport. grouper Sessi on( grouper Sessi on) ;

gsh 6% xm I nport.inportFronFile(new File("c:/tenp/export.xm"))

Transactions

Transactions facilitate all commands succeeding or failing together, and perhaps some level of repeatable reads of the DB (depending on the DB). If there
is an open transaction and an exception is thrown in a command, GSH will shut down so that subsequent commands will not execute outside of a
transaction.

Command Description


https://spaces.at.internet2.edu/pages/viewpage.action?pageId=10059892

help("transaction”) print help information
transactionStatus() print the list of nested transactions
transactionStart("<GrouperTransactionType>") | start a transaction, or make sure one is already started
Can use: "READONLY_OR_USE_EXISTING", "NONE", "READONLY_NEW",
"READ_WRITE_OR_USE_EXISTING", "READ_WRITE_NEW"

transactionCommit("<GrouperCommitType>") commit a transaction
Can use: "COMMIT_NOW", "COMMIT_IF_NEW_TRANSACTION

transactionRollback("'<GrouperRollbackType>") | rollback a transaction
Can use: "ROLLBACK_NOW", "ROLLBACK_IF_NEW_TRANSACTION

transactionEnd() end a transaction
Note if it was read/write, and not committed or rolled back, this will commit and end

Daemon

You can schedule daemon jobs (and in Ul) in v2.5.23+

G ouper Sessi on. st art Root Sessi on() ;
edu. i nternet 2. ni ddl ewar e. gr ouper . app. | oader . G- ouper Loader . schedul eJobs();

Enable a job (OTHER_JOB_grouperLoaderJexIScriptFullSync is the job name)

edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader . schedul er Fact ory(). get Schedul er (). resuneJob(new org.
quartz. JobKey(" OTHER _JOB_gr ouper Loader Jex| Scri pt Ful | Sync"));

Loader

Above, it describes how you can kick off the loader in daemon mode. You can also execute one job with:

Command Description

grouperSession = GrouperSession.startRootSession(); Kick off the loader for one group (configured by group attributes)
loaderGroup = GroupFinder.findByName(grouperSession, "stem:group");
loaderRunOneJob(loaderGroup);

loaderRunOneJob("MAINTENANCE_cleanLogs"); Kick off the loader by job name
loaderRunOneJob("CHANGE_LOG_changeLogTempToChangeLog"); Move change log entries from the temp table to the real table
loaderRunOneJob("CHANGE_LOG_consumer_grouperRules"); Run the Grouper Rules daemon (the changelog or full version)

loaderRunOneJob("MAINTENANCE__ rules");

loaderRunOneJob("CHANGE_LOG_consumer_test"); Run a change log consumer
GrouperLoaderType.validateAndScheduleSqlLoad(group, null, false) Schedule SQL job
GrouperLoaderType.validateAndScheduleLdapLoad(attributeAssign, null, false) = Schedule LDAP job

GrouperLoaderType.scheduleAttributeLoads(); Schedule all attribute loader jobs
This query (in Oracle) will find jobs with no success in the last day and make a gsh script:

sel ect distinct 'loader RunOneJob("' || job_nane || '");"' as script

from grouper _| oader_l og gll where started_tinme > sysdate-1 and status != ' SUCCESS

and gll.job_nane not |ike 'subjobFor%

and not exists (select 1 fromgrouper_loader_log gll2 where gll2. started_tinme > sysdate-1
and gll2.status = ' SUCCESS' and gll2.job_nane = gll.job_nane)

HSQLDB (similar example)



sel ect distinct job_name from grouper_l oader_|og gll where started_tine > CURRENT_DATE -

' SUCCESS' and gll.job_name not |ike 'subjobFor%

1 DAY and status !=

AND NOT EXI STS (sel ect job_name from grouper_|oader_log gll2 where gll2.started_time > CURRENT_DATE - 1 DAY and

gll2.status = ' SUCCESS' and gll2.job_nanme = gll.job_nane)

v1.6+ loader
Command Description
loaderRunOneJobAttr(attirbuteDef) = Run an attribute definition loader job
You can run the loader as a linux service

Jobs not firing in daemon

1. Stop all daemons
2. Run these sqls from a file: fixLoaderScheduler.sql

UPDATE GROUPER_QZ_TRI GGERS SET TRI GGER_STATE = 'WAITING ;

DELETE FROM GROUPER_QZ_FI RED_TRI GGERS;
comit;

gsh.sh -registry -runsqglfile fixLoader Schedul er. sql

3. Restart daemons

It took a couple of hours to catch up on a few days of changes, but it seems to be back to normal. Thanks again, guys!

GrouperShell Variables (BeanShell only)

gsh has several variables that can be set to modify runtime behavior

Variable Description

GSH_DEBUG ' Stack traces will be printed upon failure if true
GSH_DEVEL = Summaries of returned objects are not automatically printed if true

GSH_TIMER | Prints time spent evaluating each command if true
Example:

gsh 4% GSH DEVEL = true

gsh 5% subj = findSubject("SD00125")

gsh 6% sess = Grouper Session. start(subj)

gsh 7% nenber = Menber Fi nder. fi ndBySubj ect (sess, subj)
gsh 8% p(menber. get Groups())

group: name='etc:sysadm ngroup' displayNane=' G ouper Adninistration: SysAdm n G oup'

84a7- 7af 609f 1ad09"

Membership scripts

# (1) Print tab-separated sunmary of all group nenbers, and flags for direct,

indirect, or both

# Depending on the results, you could use the data to create a scrutinized list of Ids to delete,

it and delete in a | oop

me = Subj ect Fi nder. findByl dentifier AndSour ce("ny-usernane", "pid",

session = Grouper Session.start(ne);
/] OR session = G ouperSession. startRoot Sessi on(True)

group = G oupFi nder. findByNane(session, "tnp:nmny:group", true);

true);

uui d=' 6f 77f b36- b466- 481a-

then i nport


https://spaces.at.internet2.edu/pages/viewpage.action?pageId=42172622

ef fectiveMenbers group. get Ef f ecti veMenbers();
i mredi at eMenbers = group. get | nredi at eMenbers();

Systemout.printIn(String.join("\t", "id", "name", "Effective", "Imediate"));

for (Member m group. get Menbers()) {
System out. print(m get Subject().getld() + "\t" + mgetSubject().getNane() + "\t");
Systemout. print(effectiveMenbers. contains(nm).toString() + "\t");
System out. println(i medi at eMenbers. contains(m.toString() + "\t");

# (2) Get the imediate and effective nenbers for a specific source ("pid" in this exanple), intersect themto
find the redundant ones
# This has a dryRun flag, so you can test first

sources = new HashSet <Sour ce>()
sour ces. add( Sour ceManager . get | nst ance() . get Sour ce("pi d"))

effectiveUsers group. get Ef f ecti veMenber s( G oup. get Def aul t Li st (), sources, null)
i mredi at eUsers = group. get | nredi at eMenber s( G oup. get Def aul t Li st (), sources, null)

# use retainAll () to find the intersection; i.e., users both as effective and i nmedi ate nenber
i medi at eUsers.retai nAl | (effectiveUsers)

Systemout.printIn("There are " + i mmedi ateUsers.size() + " users having both direct + indirect menberships");
dryRun = true

for (Menber m inmedi ateUsers) {
if (dryRun) {
Systemout.printin("Ck to delete " + mgetSubject().getld());
} else {
Systemout.printin("Deleting " + mgetSubject().getld());
group. del et eMenber (m fal se);

}

# (3) Get the groups this subject is a nenber of. Note that a group is a kind of subject, and has a toSubject()
nethod to convert it.

i mport edu.internet2. m ddl eware. grouper. menber shi p. Menber shi pSubj ect Cont ai ner
Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

Group group = G oupFinder. findByName(grouper Sessi on, "test:testGoup", true);
Subj ect subj ect = g.toSubject();

Set <Menber shi pSubj ect Cont ai ner> nsc = new Menber shi pFi nder (). addSubj ect (subj ect) . fi ndMenber shi pResul t ().
get Menber shi pSubj ect Cont ai ners();

for (Menbershi pSubj ect Cont ai ner nmenber shi pSubj ect Contai ner : nsc) { println(nenbershi pSubj ect Cont ai ner.
get G oupOnner (). get Name());}

/I Note there are a few other options for the search. Add these to the Menbershi pFinder nethod chain before
calling findMenbershi pResul t():

/1l - search immediate, effective, etc. (needs to inport MenbershipType)

i mport edu.internet2. m ddl eware. grouper. menber shi p. Menber shi pType

nenber shi pFi nder . assi gnMenber shi pType( Menber shi pType. | MVEDI ATE) // options are

| MVEDI ATE| NONI MVEDI ATE| EFFECTI VE| COVMPCSI TE

/1l - retrieve specific groups based on pattern
menber shi pFi nder . assi gnScope("% test: %)
/1 - Enabled status -- true means enabled only, false, neans disabled only, and null neans all

nenber shi pFi nder . assi gnEnabl ed(f al se)
/1 For other nethods, refer to the Javadoc at https://software.internet2.edu/grouper/doc/ master/grouper/api docs
/i ndex. ht ml ?edu/ i nt er net 2/ mi ddl ewar e/ gr ouper / Menber shi pFi nder . ht m



Configuration in the database

@ In v2.4.0 ui patch #56+, or 2.5 versions before 2.5.51, replace edu.internet2.middleware.grouper.cfg.dbConfig.GrouperDbConfig() in the script
below with edu.internet2.middleware.grouper.grouperUi.beans.config.GrouperDbConfig(). Also, GSH must be run from the Ul in WEB-INF/bin.

In 2.5.51+, use class edu.internet2.middleware.grouper.cfg.dbConfig.GrouperDbConfig for ADD / DELETE and edu.internet2.middleware.
grouper.grouperUi.beans.config.GrouperDbConfigimport for IMPORT as in the example.

G ouper Sessi on. st art Root Sessi on() ;

ADD
new edu. i nternet 2. ni ddl ewar e. gr ouper . cf g. dbConfi g. G ouper DbConfi g(). confi gFi | eNane(" gr ouper. properties").
propertyNane("abc").val ue("123").store();

DELETE

new edu. i nt ernet 2. m ddl ewar e. gr ouper . cf g. dbConfi g. G ouper DbConfi g().confi gFi | eName("grouper. properties").
propertyNane("abc").delete();

G ouper DACFact ory. get Fact ory().get Config().findAl | (ConfigFil eName. GROUPER_LOADER PROPERTI ES, null, "changelog.
consuner . pspng_onepr od. groupCreati onLdi f Tenpl ate").iterator().next().delete();

I MPORT

new edu. i nternet 2. m ddl ewar e. gr ouper . gr ouper Ui . beans. confi g. G ouper DbConfi gl nport ().configFil ePath("d:/tenp/tenp
/ grouper. properties").store();

Misc
Note: you can use the MorphString class to encrypt and update a password field, but it will be saved in the local GSH command history:

i mport edu.internet2. m ddl eware. nor phString. Mor ph
new edu. i nternet 2. m ddl ewar e. gr ouper . cf g. dbConf i g. G- ouper DbConfi g() . confi gFi | eName(" grouper -1 oader . properties").
propertyName("| oader. myApp. passwor d") . val ue( Mor ph. encrypt (' xxxxxxxx')).store();

You can also encrypt the password outside of GSH:

java -cp "lib/*:classes" edu.internet2. m ddl eware. norphString. Encrypt
Type the string to encrypt (note: pasting mght echo it back):
The encrypted string i s: ca8al5be4ad0f b45c6f 1b3calcf d9c9e

v2.0: to sync up the point in time tables with regular tables. In v2.5.47+, run the one-time OTHER_JOB_syncAllPitTables daemon. In a prior version, you
can run this.

new edu. i nternet2. nm ddl eware. grouper. m sc. SyncPl TTabl es(). syncAl | Pl TTabl es()

To create missing group sets:

new edu. i nternet 2. ni ddl ewar e. gr ouper . m sc. AddM ssi ngG oupSet s() . addAl | M ssi ngG oupSet s();

Delete memberships not in transaction

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

group = G oupFi nder. findByNane(grouper Session, "test:testGoup3", true);
for (menbership : group.getlnmedi at eMenberships()) {nenbership.delete();}
group. del ete();

Note: in v2.4.0 patch 91+ (unreleased at the time of writing ) you can use gsh to do simple sq| tests through jdbc loader connection



gcDbAccess = new edu.internet2.nm ddl eware. grouperdient.jdbc. GcDbAccess();

/1 "1 oaderConnection" is the string used in the grouper-|oader.properties ( Exanple: db.warehouse.url -->
"war ehouse")

gcDbAccess. connect i onNanme("| oader Connection").sql ("select count(1) fromtestl").select(int.class);

List results = new edu.internet2. m ddl eware. grouperCient.jdbc. GcDbAccess().sql ("select nane, id from
grouper _groups").sel ectList(Object[].class);
for (Ooject[] row: results) { Systemout.println(ron{0] + ", " + row1]);}

See the WIKI for running the Grouper Report manually

External systems

Test all external systems

import java.util.List;

i mport edu.internet2. mddl eware. grouper. app. ext er nal Syst em G ouper Ext er nal System
i mport edu.internet2. m ddl eware. grouper. app. gsh.tenpl at e. GshTenpl at eCut put ;

i nport edu.internet2. m ddl eware. grouper. app. gsh. tenpl at e. GshTenpl at eV2;

i mport edu.internet2. mddl eware. grouper. app. gsh. tenpl ate. GshTenpl at eV2i nput ;
inport edu.internet2. m ddl eware. grouper. app. gsh. t enpl at e. GshTenpl at eV2out put ;

i mport edu.internet2. mddl eware. grouper.util.G ouperUil;

public class Test77ext ernal Syst enifest extends GshTenpl ateV2 {

@verride
public void gshRunLogi c(GshTenpl at eV2i nput gshTenpl at eV2i nput, GshTenpl at eV2out put gshTenpl at eV2out put) {

GshTenpl at eQut put gsh_bui |l ti n_gshTenpl at eQut put = gshTenpl at eV2out put . get Gsh_bui | ti n_gshTenpl at eQut put () ;
gsh_buil ti n_gshTenpl at eQut put . assi gnRedi r ect ToGr ouper Oper ati on( " NONE") ;

Li st <Gr ouper Ext er nal Syst em> gr ouper Ext er nal Syst ens = G ouper Ext er nal System
retri eveAl | Gouper Ext ernal Syst ens();

for (G ouperExternal System grouper Ext ernal System : grouper Ext er nal Systens) {
try {
Li st<String> errors = grouperExternal Systemtest();
if (GouperUil.length(errors) == 0) {
gsh_bui I ti n_gshTenpl at eQut put . addQut put Li ne(" Success: extenal system'" + grouper External System
getConfigld() + "' passed its test");

conti nue;
}
for (String error : errors) {
gsh_bui I ti n_gshTenpl at eQut put . addQut put Li ne("error", "Error: extenal system'" +

gr ouper Ext er nal Syst em get Configld() + + error);
} catch (Exception e) {
gsh_builti n_gshTenpl at eQut put . addQut put Li ne("error", "Error: extenal system
getConfigld() + "' failed: " + e.getMessage());
}

+ grouper Ext er nal System

}

Create a script from SQL

Here is an example to remove access from someone... run a SQL to generate a GSH script, e.g. in oracle:


https://spaces.at.internet2.edu/display/Grouper/Grouper+overall+summary+administrative+report

set linesize 1000;

set pagesi ze 1000;

sel ect 'del Member ("' || gmv.GROUP_NAME || "", "' || gmv.SUBJECT_ID || '"");' as script

from grouper _nmenberships_Iw v gmv where subject_id = '12345678" and gml v. LI ST_NAME = ' nenbers';

Put that script in a text editor and remove extra whitespace (probably optional), and add this to the beginning:

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

Look at it and remove lines that dont apply... then run in GSH

[ appadni n@ orenzo bin]$ ./gsh.sh renpve. scri pt

Here is a more complicated example. | want all groups in a certain folder which do not have an ADMIN privilege assigned to my application service
principal, to assign that privilege. Here is the query for oracle:

select 'grantPriv("" || gg.name || "sonei d/ server. school . edu”, AccessPrivilege. ADMN);' as script
from grouper_groups gg where gg. nane |ike 'school: apps: appNane: spaces: %

and not exists

(select (1) from grouper_menberships_Iwyv gnlv where gg.nanme = gl v.group_nane and |ist_nane = 'adni ns'
and gm v.subject_id = 'soneid/server.school .edu');

Here is an example of deleting memberships for a user in oracle, dont forget at top of script to add grouperSession = GrouperSession.startRootSession():

set linesize 1000;
set pagesi ze 1000;
sel ect 'del Menber ("' || gg.nane || '", "' || gmsubject_id || '");"
as script
from grouper _nmenberships_all _v gmav, grouper_fields gf, grouper_groups gg, grouper_nenbers gm
where GVAV. FIELD ID = GF. 1D and gm subject_id = '12345678' and GF. nane = 'nenbers’
and GVAV. O\BNER_GROUP_I D = gg. | D and GVAV. MEMBER_ID = GM I D and GVAV. DEPTH = 0

Here is an example of removing privileges from a user on groups in oracle, dont forget at top of script to add grouperSession = GrouperSession.
startRootSession():

set linesize 1000;
set pagesi ze 1000;
select 'revokePriv("' || gmv.group_nanme || """, "' || gmv.subject_id || '", AccessPrivilege.' ||
case
when gm v. LI ST_NAME = 'adnins' then ' ADM N
when gm v. LI ST_NAME = 'readers' then ' READ
when gm v. LI ST_NAME = "viewers' then 'VIEW
when gml v. LI ST_NAME = 'updaters' then ' UPDATE
when gm v. LI ST_NAME = 'optins' then ' OPTIN
when gm v. LI ST_NAME = 'optouts' then ' OPTOUT'
el se gnl v. LI ST_NAME
end || ");"
as script
from grouper _nmenberships_Iw v gnlv where subject_id = '12345678' and GWV. LI ST_TYPE = ' access'

This oracle script will remove privileges on folders for a certain user, dont forget at top of script to add grouperSession = GrouperSession.
startRootSession():

set linesize 1000;
set pagesi ze 1000;

sel ect 'revokePriv("' || gs.nane || '", "' || gmsubject_id || '", Nam ngPrivilege.' ||
case
when gf. NAME = 'stemmers' then ' STEM

when gf . NAME = 'creators' then ' CREATE
el se gf. NAME
end || ");"

as script



from grouper _nmenberships_all _v gmav, grouper_fields gf, grouper_stenms gs, grouper_nenbers gm
where GVAV. FIELD ID = GF. 1D and gm subject_id = '12345678' and G-F.type = 'nam ng'
and GVAV. OONER_STEM I D = GS. I D and GVAV. MEMBER ID = GM I D

Example of copying memberships and enabled/disabled dates from one group to another (postgres/oracle)

sel ect ' new Menber shi pSave(). assi gnG oupNane("test:test G oup2").assignMenberld("" || gmmenber_id || '")'
|| (case when gm enabled_tinestanp is not null then '.assignl medi ateMshi pEnabl edTi me(' || cast(gm
enabl ed_timestanp as varchar) || 'L)' else '' end)
|| (case when gmdisabled_tinmestanp is not null then '.assignlnmedi ateMshi pDi sabl edTi ne(' || cast(gm
di sabl ed_timestanp as varchar) || 'L)' else '' end)

[| '.save();' as script

from grouper _nenbershi ps gm grouper_groups gg, grouper_fields gf
where gmfield_id = gf.id and gm owner _group_id = gg.id
and gf.name = 'nenbers' and gg.nane = 'test:testG oupl

Attribute framework

Create a permission and configure action list:

grouper Sessi on = Grouper Sessi on. st art Root Sessi on();

attributeDef = new AttributeDef Save(grouper Sessi on). assi gnNanme("stenR: sub: ¢c"). assi gnToEf f Menber shi p(true).
assi gnToG oup(true).assi gnAttri but eDef Type(Attri but eDef Type. perm . assi gnCreat eParent St ensl f Not Exi st (true).
save();

attributeDef.getAttributeDef Acti onDel egate().configureActionList("read,wite");

Retrieve assignments for the attribute "school:attr:students:artsAndSciences"

attribut eDef Name = Attri but eDef NameFi nder. fi ndByName("school : attr: students: art sAndSci ences", true);
group. getAttri buteDel egate().retrieveAssi gnnents(attributeDef Name);

disableLoaders.gsh (disableLoaders.gsh)
The following script will print to standard output (not saved as files) two scripts.

® One to disable all loader jobs (AKA: "DISABLE ALL SCHEDULES").
® A second one to re-enabled them (AKA: "RESTORE OLD SCHEDULES") .

Note: The disableLoaders.gsh script does not change the state of the loader jobs. Rather it only prints (outputs) GSH scripts that you can later execute
to do disable/enable for the jobs on the system at the time.

Note: After running either of the scripts that are output, you need to restart all grouper daemon instances to make the changes effective.( So you might
choose to stop them before running the "DISABLE" or "RESTORE" script.That order is not strictly required.)

Note well: The method used to "disable" the jobs is to alter the quartz schedule for the job to be a fixed time in the distant future. ( specifically: "0001 1
? 3000") So the "RESTORE OLD SCHEDULES" script is the only record of what the orginal scheduled values were. Don't lose it.

Note this works in the new GSH. To use in legacy GSH, take the set verbosity away...

disableLoaders.gsh

:set verbosity QU ET

grouper Sessi on = Grouper Sessi on. st art Root Sessi on();

sql Loader Def Name = Attri but eDef NameFi nder. fi ndByNanme("etc: | egacy: attribute: | egacyG oupType_grouper Loader",
true);

sql Loader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByName("etc: | egacy: attri bute:

| egacyAttribute_grouperLoader QuartzCron", true);

| dapLoader Def Nane = Attri but eDef NameFi nder. fi ndByNane("etc: attri bute: | oaderLdap: gr ouper Loader Ldap", true);
| dapLoader Def Schedul eNane = Attri but eDef NaneFi nder. fi ndByNane("etc: attri bute:| oader Ldap:

grouper Loader LdapQuart zCron", true);

result = new StringBuilder();
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resul t.append( "\ n\ n############  RESTORE OLD SCHEDULES, BOUNCE GROUPER DAEMONS AFTERWARDS

HEHHHHHH###A N\ ngr ouper Sessi on = Grouper Sessi on. st art Root Session();\n");

resul t. append("sql Loader Def Nane = Attri but eDef NameFi nder. fi ndByNane(\"etc:|egacy:attribute:

| egacyG oupType_grouper Loader\", true);\n");

resul t. append("sql Loader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByNane(\"etc: | egacy: attri bute:

| egacyAttribute_grouperLoaderQuartzCron\", true);\n");

resul t. append("| dapLoader Def Nanme = Attri but eDef NameFi nder. fi ndByNanme(\"etc: attri bute:| oaderLdap:

grouper Loader Ldap\ ", true);\n");

resul t.append("| dapLoader Def Schedul eNane = Attri but eDef NameFi nder. fi ndByName(\"etc: attribute:| oader Ldap:
grouper Loader LdapQuartzCron\", true);\n");

attribut eAssi gns = G ouper DACFactory. get Factory().getAttri buteAssign().findAttributeAssignnents
(AttributeAssi gnType. group, null, sql Loader Def Nane.getld(), null, null, null, null, null, true, false);

for (AttributeAssign attributeAssign : attributeAssigns) {result.append("group = G oupFi nder. fi ndByNane
(grouperSession, \"" + attributeAssign. get Omer G oup().getNanme() + "\");\nattributeAssi gnOnAssi gn = group.
get Attri buteDel egate().retrieveAssi gnment (null, sqgl Loader Def Nane, false, false);\nattributeAssi gnOnAssign.
get Attri buteVal ueDel egat e(). assignVal ueString(\"" + sql Loader Def Schedul eNare. get Name() + "\", \"" +
attribut eAssign. get AttributeVal ueDel egate().retrieveVal ueString(sql Loader Def Schedul eNane. get Nane()) + "\");
\n"); }

attribut eAssi gns = G ouper DACFactory. get Factory().getAttri buteAssign().findAttributeAssignnents
(AttributeAssi gnType. group, null, |dapLoaderDef Nane.getld(), null, null, null, null, null, true, false);
for (AttributeAssign attributeAssign : attributeAssigns) {result.append("group = G oupFi nder. fi ndByNane
(grouper Session, \"" + attributeAssign. get OmerGoup().getNane() + "\");\nattributeAssi gnOnAssign = group.
get AttributeDel egate().retrieveAssi gnment (null, |dapLoaderDef Nane, false, false);\nattributeAssi gnOnAssign.
get Attri buteVal ueDel egat e() . assignVal ueString(\"" + | dapLoader Def Schedul eNare. get Nane() + "\", \"" +
attribut eAssign. get AttributeVal ueDel egate().retrieveVal ueString(l dapLoader Def Schedul eNane. get Nane()) + "\");
\n"); }

resul t.append("\ n\ n#######H###### Dl SABLE ALL SCHEDULES, BOUNCE GROUPER DAEMONS AFTERWARDS

HitH##H#H#H###A# n\ ngr ouper Sessi on = G ouper Sessi on. st art Root Session();\n");

resul t.append("sql Loader Def Name = Attri but eDef NaneFi nder. fi ndByNanme(\"etc:|egacy: attribute:

| egacyG oupType_grouper Loader\", true);\n");

resul t. append("sql Loader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByNane(\"etc: | egacy: attri bute:

| egacyAttribute_grouperLoader QuartzCron\", true);\n");

resul t.append("| dapLoader Def Nane = Attri but eDef NameFi nder. fi ndByNane(\"etc: attri bute:| oader Ldap:

grouper Loader Ldap\", true);\n");

resul t. append("| dapLoader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByNanme(\"etc: attri bute:| oader Ldap:
grouper Loader LdapQuartzCron\", true);\n");

attribut eAssi gns = Grouper DACFactory. get Factory().getAttributeAssign().findAttributeAssignnents
(AttributeAssignType. group, null, sql Loader Def Narme.getld(), null, null, null, null, null, true, false);

for (AttributeAssign attributeAssign : attributeAssigns) {result.append("group = G oupFi nder. fi ndByNane
(grouper Session, \"" + attributeAssign.get OmerGoup().getNane() + "\");\nattributeAssi gnOnAssi gn = group.
get AttributeDel egate().retrieveAssignment (null, sql LoaderDef Name, false, false);\nattributeAssi gnOnAssi gn.
get Attri buteVal ueDel egat e() . assi gnVal ueString(\"" + sql Loader Def Schedul eNane. get Nanme() + "\", \"0 00 11 ?
3000\ ");\n"); }

attribut eAssi gns = G ouper DACFactory. get Factory().get Attri buteAssign().findAttributeAssignnments
(AttributeAssi gnType. group, null, |dapLoaderDefNane.getld(), null, null, null, null, null, true, false);
for (AttributeAssign attributeAssign : attributeAssigns) {result.append("group = G oupFi nder.fi ndByName
(grouper Session, \"" + attributeAssign. get OmerGoup().getNane() + "\");\nattributeAssi gnOnAssign = group.
get Attri buteDel egate().retrieveAssi gnment (null, |dapLoaderDef Name, false, false);\nattributeAssi gnOnAssign.
get Attri buteVal ueDel egat e(). assignVal ueString(\"" + | dapLoader Def Schedul eNane. get Nane() + "\", \"0 001 1°?
3000\ ");\n"); }

Systemout.printin(result);

Example: was run against a server with two jobs that are both scheduled to run at"0 0 * * * ?" .

Example of running disableLoaders.gsh

[ appadnmi n@ 2mi dev6 bin]$ ./gsh disabl eLoaders. gsh
it RESTORE OLD SCHEDULES, BOUNCE GROUPER DAEMONS AFTERWARDS  ###t###Ht####HH

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

sql Loader Def Name = Attri but eDef NameFi nder. fi ndByNanme("etc: | egacy: attribute: | egacyG oupType_grouper Loader",
true);

sqgl Loader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByNane("etc:|egacy: attribute:

| egacyAttribute_grouperLoader QuartzCron", true);

| dapLoader Def Name = Attri but eDef NaneFi nder. fi ndByNanme("etc: attribute: | oader Ldap: gr ouper Loader Ldap", true);
| dapLoader Def Schedul eNane = Attri but eDef NanmeFi nder. fi ndByNane("etc: attri bute: | oader Ldap:

grouper Loader LdapQuart zCron", true);

group = G oupFi nder. fi ndByNane(grouper Sessi on, "nyu_apereo: presenter:all Stevens3");



attribut eAssi gnOnAssign = group.getAttributeDel egate().retrieveAssignnent(null, sql LoaderDef Nane, fal se, false);
attribut eAssi gnOnAssi gn. get Attri but eVal ueDel egat e() . assi gnVal ueString("etc: | egacy: attribute:

| egacyAttribute_grouperLoader QuartzCron", "0 O * * * ?2");

group = G oupFi nder. fi ndByNane(grouper Session, "test:|oader:testLdapG oupList");

attri but eAssi gnOnAssi gn = group. get Attri buteDel egate().retrieveAssignnent(null, |dapLoaderDef Nane, fal se,

fal se);

attri but eAssi gnOnAssi gn. get Attri but eVal ueDel egat e() . assi gnVal ueString("etc:attri bute:| oader Ldap:

grouper Loader LdapQuartzCron", "0 0 * * * 2?2");

#it########## Dl SABLE ALL SCHEDULES, BOUNCE GROUPER DAEMONS AFTERWARDS  ######HH###HH#

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

sqgl Loader Def Name = Attri but eDef NaneFi nder. fi ndByNanme("etc:|egacy: attribute:| egacyG oupType_gr ouper Loader ",
true);

sql Loader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByName("etc: | egacy: attri bute:

| egacyAttribute_grouperLoader QuartzCron", true);

| dapLoader Def Nane = Attri but eDef NaneFi nder. fi ndByNanme("etc: attribute: | oader Ldap: gr ouper Loader Ldap", true);
| dapLoader Def Schedul eName = Attri but eDef NaneFi nder. fi ndByName("etc: attri bute:| oader Ldap:

grouper Loader LdapQuart zCron", true);

group = G oupFi nder. fi ndByNane(grouper Sessi on, "nyu_apereo: presenter:all Stevens3");

attribut eAssi gnOnAssign = group. get AttributeDel egate().retrieveAssignnment(null, sql LoaderDef Nane, fal se, false);
attribut eAssi gnOnAssi gn. get Attri but eVal ueDel egat e() . assi gnVal ueString("etc:|egacy: attribute:

| egacyAttribute_grouperLoader QuartzCron", "0 0 0 1 1 ? 3000");

group = G oupFi nder. fi ndByNane(grouper Sessi on, "test:|oader:testLdapG oupList");

attri but eAssi gnOnAssi gn = group. get Attri buteDel egate().retrieveAssignnent(null, |dapLoaderDef Nane, fal se,
fal se);

attribut eAssi gnOnAssi gn. get Attri but eVal ueDel egat e() . assi gnVal ueString("etc:attribute: | oaderLdap:

gr ouper Loader LdapQuartzCron", "0 0 0 1 1 ? 3000");

Rules
In Grouper 2.3 the Ul can delete inherited privileges rules.

To delete a rule, find it in the database in grouper_rules_v. Get the attributeAssignld

G ouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;
AttributeAssign attributeAssign = AttributeAssignFinder.findByld("b629bd8170964663be507968752f 4f 17", true);
attributeAssign.delete();

NOTE: You can also use the AttributeAssignFinder.findByld( String id, boolean exceptionIfNull) to find attribute assignments from the logs too.
Example log "ERROR RuleEngine$3.callback(560) - - Error with daemon on rule: attributeAssignTypeld: 3d6cch6c5a584f32919682ae154c0523". id="
3d6cch6c5a584f32919682ae154c0523". The returned AttributeAssign object will show you the stem/group that the attribute is attached to. ‘<

Grouper Builtin Messaging

Create queues / topics, assign privileges for Grouper builtin messaging (not activemq, rabbitmq, AWS, etc) (Grouper 2.3+)

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

/] create objects
Grouper Bui | ti nMessagi ngSyst em cr eat eQueue("abc");
Grouper Bui | ti nMessagi ngSyst em cr eat eTopi c("def");

/1 delete objects
Grouper Bui | ti nMessagi ngSyst em del et eQueue("abc");
Grouper Bui | ti nMessagi ngSyst em del et eTopi c("def");

/] perm ssions on objects

Grouper Bui | ti nMessagi ngSyst em al | owSendToQueue("abc", Subject Test Hel per. SUBJO) ;
Grouper Bui | ti nMessagi ngSyst em al | owSendToTopi c("abc", Subject Test Hel per. SUBJO) ;
Grouper Bui | ti nMessagi ngSystem al | owRecei veFr onQueue("abc", Subj ect Test Hel per. SUBJO) ;
Grouper Bui | ti nMessagi ngSyst em di sal | owSendToQueue("abc", Subj ect Test Hel per. SUBJO) ;



Grouper Bui | ti nMessagi ngSyst em di sal | owSendToTopi c("abc", Subj ect Test Hel per. SUBJO) ;
Grouper Bui | ti nMessagi ngSyst em di sal | owRecei veFr omQueue("abc", Subj ect Test Hel per. SUBJO) ;

/] topics send to queues

G ouper Bui | ti nMessagi ngSyst em t opi cAddSendToQueue("def", "abc");

Col | ection<String> queues = G ouperBuiltinMssagi ngSystem queuesTopi cSendsTo("def");
Grouper Bui | ti nMessagi ngSyst em t opi cRenoveSendToQueue("def", "abc");

Grouper messaging

Send, receive, acknowledge messages in any message system (Grouper builtin, activeMQ, rabbitmg, AWS, etc) (Grouper 2.3+)

/I note, or whatever user should be sending the nessages
grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

//send nessage to queue

Gr ouper Messagi ngEngi ne. send(new Grouper MessageSendPar an() . assi gnG ouper MessageSyst enlNane

(G ouperBui |l ti nMessagi ngSyst em BUI LTI N_NAME) . assi gnQueueType( G ouper MessageQueueType. queue) .
assi gnQueueOr Topi cNane( " queueNane") . addMessageBody(" Sone nessage body"));

//send nmessage to topic

G ouper Messagi ngEngi ne. send(new G ouper MessageSendPar an() . assi gnG ouper MessageSyst enlNane

(G ouperBui |l ti nMessagi ngSyst em BUI LTI N_NAME) . assi gnQueueType( G ouper MessageQueueType. t opi c) .
assi gnQueueOr Topi cNane(" queueNane") . addMessageBody (" Some nessage body"));

/Il receive nessages

G ouper MessageRecei veResul t grouper MessageRecei veResult = Grouper Messagi ngEngi ne. recei ve( new

G ouper MessageRecei vePar an() . assi gnG ouper MessageSyst enNane( G ouper Bui | ti nMessagi ngSyst em BUI LTI N_NAME) .
assi gnQueueNare( queueNane) ) ;

Col | ecti on<Grouper Message> grouper Messages = grouper MessageRecei veResul t. get G ouper Messages() ;

/I acknow edge nessage as processed

G ouper Messagi ngEngi ne. acknow edge( new G- ouper MessageAcknow edgePar an{) . assi gnAcknow edgeType

(G ouper MessageAcknowl edgeType. nar k_as_processed) . assi gnQueueNane("abc") . addG ouper Message( gr ouper Message) .
assi gnG ouper MessageSyst emNane( G ouper Bui | ti nMessagi ngSyst em BUI LTI N_NAME) ) ;

/l acknow edge nessage as return to queue (receive next time ask for nessages)

G ouper Messagi ngEngi ne. acknow edge( new Grouper MessageAcknow edgePar an{) . assi gnAcknow edgeType

(G ouper MessageAcknowl edgeType. return_t o_queue) . assi gnQueueNane("abc") . addG ouper Message( gr ouper Message) .
assi gnG ouper MessageSyst emNane( G ouper Bui | ti nMessagi ngSyst em BUI LTI N_NAME) ) ;

/I acknow edge nessage as return to queue (receive after other nessages on the queue)

Gr ouper Messagi ngEngi ne. acknowl edge(new G ouper MessageAcknow edgePar an() . assi gnAcknow edgeType

(G ouper MessageAcknowl edgeType. return_to_end_of _queue). assi gnQueueNanme("abc") . addG ouper Message( gr ouper Message) .
assi gnG ouper MessageSyst emNane( G ouper Bui | ti nMessagi ngSyst em BUI LTI N_NAME) ) ;

/I acknow edge nessage send to another queue or topic (e.g. dead letter queue, dlq)

G ouper Messagi ngEngi ne. acknowl edge(new G ouper MessageAcknow edgePar an{) . assi gnAcknow edgeType

(G ouper MessageAcknow edgeType. send_t o_anot her _queue) . assi gnQueueNane("abc") . addG ouper Message( gr ouper Message) .
assi gnG ouper MessageSyst emNane( G ouper Bui | ti nMessagi ngSyst em BUI LTI N_NAME) . assi gnAnot her QueuePar an( new

G ouper MessageQueuePar an() . assi gnQueueCOr Topi cNanme("dl q") . assi gnQueueType( G ouper MessageQueueType. queue) ) ;

Expression language testing



Set this in |og4j.properties
1 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. grouper. util.GouperUil = DEBUG
Run GSH:

gsh 0% Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

gsh 1% Group group = G oupFi nder. fi ndByNane(grouper Session, "apps:|oader");

gsh 2% Map vari abl eMap = new HashMap();

gsh 3% vari abl eMap. put ("t heG oup”, group);

gsh 4% String result = GrouperUtil.substituteExpressi onLanguage("Nane: ${theG oup.nane}", variabl eMap);
gsh 5% resul t

Nane: apps: | oader

This is the log entry:

2018-06-04 22:32:58,197: [main] DEBUG GrouperUtil.substituteExpressionLanguage(9416) - - Subsituting EL:
‘Narme: ${theGoup.name}', and with env vars: theGoup, grouperUtil with result: 'Nane: apps:|oader’

Example of attribute value assign to group and SQL query

gsh 0% Grouper Sessi on grouper Sessi on = Grouper Sessi on. st art Root Sessi on() ;

gsh 1% AttributeDef attributeDef = new AttributeDef Save(grouper Sessi on). assi gnNane("test:testAttribute:
soneAttrDef"). assi gnCreat eParent St ensl f Not Exi st (true). assi gnToG oup(true).assignAttributeDef Type
(AttributeDef Type. attr).assignMul ti Assi gnabl e(fal se). assignMiltiVal ued(fal se). assi gnVal ueType

(Attribut eDef Val ueType. string).save();

gsh 2% Attri but eDef Name attri but eDef Name = new Attri but eDef NameSave( grouper Session, attributeDef).assi gnNane
("test:testAttribute:soneAttr"). assignCreat eParent Stensl f Not Exi st (true).save();

gsh 3% Group group = new G oupSave(grouper Sessi on) . assi gnNane("test:testAttribute: group").

assi gnCr eat ePar ent St ensl f Not Exi st (true). save()

gsh 4% group. get Attri but eVal ueDel egat e() . assi gnVal ueString(attributeDef Nane. get Nane(), "soneVal ue");

edu. i nternet 2. m ddl ewar e. grouper. attr.val ue. Attri buteVal ueResul t: edu.internet?2. m ddl eware. grouper.attr.val ue.
Attribut evVal ueResul t @f 08e6d3

gsh 5% Hi ber nat eSessi on. bySql Static().select(String.class, "SELECT val ue_string FROM grouper_aval _asn_group_v
VWHERE group_nane = 'test:testAttribute:group’ AND attribute_def_name_name = 'test:testAttribute: sonmeAttr'");
soneVal ue

gsh 6%

Example of finding groups with a certain attribute value

Grouper Sessi on grouper Sessi on = Grouper Sessi on. st art Root Sessi on() ;
Set <G oup> groups = new G oupFi nder (). assi gnNameOf At tri but eDef Name( " bat h: provi si onCl ass") . assi gnAttri but eVal ue
(" groupmanager - gr oups")

.assignPrivil eges(AccessPrivil ege. ATTRI BUTE_READ PRI VI LEGES) . fi ndG oups();

Example of finding groups with a certain attribute value on metadata assignments

This is useful for attestation and loader metadata, for example.

/1 groups | oaded by a particul ar group

def attrDef = AttributeDef NaneFi nder. fi ndByName( Gr ouper CheckConfi g. | oader Met adat aSt emNane() + ":" +

G ouper Loader . ATTRI BUTE_GROUPER_LOADER_METADATA_GROUP_I D, true)

def groups = new G oupFi nder (). assignl dOX Attribut eDef Nanme(attrDef.id).assignAttributeVal uesOnAssi gnnent
(GouperUtil.toSet Qbject Type("3779b51223804784b4a02ee238b73079")). fi ndG oups()



/1 OR, without the extra attributeDef, 100k up the name directly in G oupFi nder

def groups = new G oupFi nder().assi gnNaneOf Attri but eDef Name("etc: attribute:| oader Met adat a:

gr ouper Loader Met adat aGr oupl d") . assi gnAt tri but eVal uesOnAssi gnnent (G ouper Uti | . t oSet Obj ect Type
("3779b51223804784b4a02ee238b73079")) . fi ndG oups()

/lattestations that are due

i nport edu.internet2. m ddl eware. grouper. app. attestation. G ouperAttestati onJob

def groups = new G oupFinder().assignldOf Attri but eDef Nane( G ouper Att estati onJob.

retrieveAttributeDef NaneCal cul at edDaysLeft ().id).assi gnAttributeVal uesOnAssi gnrment (G ouper Uil .toSet Obj ect Type
("0")).findG oups()

Example of finding provisioning targets for PSPNG

Example of finding provisioning targets for PSPNG

gsh 0% Hi ber nat eSessi on. bySql Static().listSelect(String.class, "SELECT DI STI NCT gaaa. val ue_stri ng FROM
grouper _attribute_assign_val ue gaaa, grouper_attribute_assign gaa, grouper_attribute_def_nane gadn WHERE gaaa.
attribute_assign_id = gaa.id AND gaa. attribute_def_name_id = gadn.id AND gadn. extension IN (' provision_to',
"do_not _provision_to')", null, null);

java.util.ArrayList: [ad, |dap]

Example of finding which groups are provisioned to a certain target (from daemon where PSPNG is installed)

provisi oner_nane="xyz"; // Whatever your provisioner is called in grouper_|oader.properties

gs=Gr ouper Sessi on. st art Root Sessi on() ;

provi si oner =edu. i nt ernet 2. m ddl ewar e. gr ouper. pspng. Provi si oner Fact ory. cr eat eProvi si oner ( provi si oner _nane, f al se);
provi si oner. get Al | G oupsFor Provi sioner();

Long hand example of which groups are provisioned to a certain target

String provisionTarget = "ad";
Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

Set stensToProvi sionToSet = Hi bernateSession. byHgl Static().createQuery("select s from Stem s,
AttributeAssign aa, AttributeDef Name adn, AttributeAssignValue aav where s.id = aa.ownerStenl d and aav.
attributeAssignld = aa.id and aa.attributeDefNaneld = adn.id and aa.attributeAssignTypeDb = 'stenl and aa.
enabl edDb = 'T' and adn. extensionDb = 'provision_to' and aav.valueString = '" + provisionTarget + "'").listSet
(Stemcl ass);

for (Object stenDbject : stensToProvisionToSet) { Stemstem = (Sten)stenCbject; Systemout.println
("provision_to assigned to stem " + stemgetNane()); }

Set stensToNot Provi si onToSet = Hi ber nat eSessi on. byHgl Static().createQuery("select s from Stem s,
AttributeAssign aa, AttributeDef Name adn, AttributeAssignValue aav where s.id = aa.ownerSten d and aav.
attributeAssignld = aa.id and aa.attributeDef Naneld = adn.id and aa.attributeAssignTypeDb = 'steml and aa.
enabledDb = 'T' and adn. extensionDb = 'do_not_provision_to' and aav.valueString ='" + provisionTarget + "'").
i stSet(Stem cl ass);

for (Object stenDbject : stensToNotProvisionToSet) { Stemstem = (StemstenObject; Systemout.println
("do_not _provision_to assigned to stem " + stemgetName()); }

Set groupsToProvi sionToSet = Hi bernateSession. byHql Static().createQuery("select g from Goup g,
AttributeAssign aa, AttributeDefName adn, AttributeAssignVal ue aav where g.id = aa.owner G oupld and aav.
attributeAssignld = aa.id and aa.attributeDefNaneld = adn.id and aa. attributeAssi gnTypeDb = 'group' and aa.
enabledDb = 'T' and adn. extensionDb = 'provision_to' and aav.valueString ="'" + provisionTarget + "'").listSet
(Stemcl ass);

for (Object groupObject : groupsToProvisionToSet) { G oup group = (G oup)groupObject; Systemout.println
("provision_to assigned to group: " + group.getName()); }

Set groupsToNot Provi si onToSet = Hi ber nat eSessi on. byHql Static().createQuery("select g from Goup g,
AttributeAssign aa, AttributeDefNane adn, AttributeAssignVal ue aav where g.id = aa.owner G oupld and aav.
attributeAssignld = aa.id and aa.attributeDef Naneld = adn.id and aa.attributeAssignTypeDb = 'group’ and aa.
enabledDb = 'T' and adn. extensionDb = 'do_not_provision_to' and aav.valueString = "'" + provisionTarget + "'").
listSet(Stemclass);

for (Object groupObject : groupsToNotProvisionToSet) { G oup group = (G oup)groupOoject; Systemout.println
("do_not _provision_to assigned to group: " + group.getNarme()); 1}



Set all Goups = new Li nkedHashSet ();
Set al | G oupsToProvision = new TreeSet();
al | G oupsToProvi si on. addAl | (groupsToProvi si onToSet ) ;

Set st enNanesToNot Provi si onTo = new HashSet ();
Set stenmNamesToProvi sionTo = new HashSet ();

for (Object stenToProvision : stenmsToProvisionToSet) { stenNanesToProvi sionTo. add(((Sten)stenrloProvi sion).
getName()); }

for (Object stenNot ToProvision : stensToNotProvisionToSet) { stenNanmesToNot Provi si onTo. add(((Stem
st enNot ToPr ovi si on) . get Narme()); }

for (Object stenToProvision : stensToProvisionToSet) { all Groups.addAll (((Sten)stenioProvision).
get Chi | dG oups(edu. i nt ernet 2. m ddl ewar e. gr ouper. St em Scope. SUB)); }

Map groupToPat hs = new HashMap();

for (Object groupObject : all Goups) { Goup group = (G oup)groupOnject; if (all G oupsToProvision.contains
(group)) {continue;} if (groupsToNotProvisionToSet.contains(group)) {continue;} List paths = new ArrayList();
groupToPat hs. put (group, paths); String currentName = group.get Name(); paths.add(currentNanme); while(true) {
current Name = Grouper Util. parent St enNameFr onName(current Name); if (G ouperWil.isBlank(currentNanme)) {break;}
pat hs. add(current Nane); } }

for (Object groupObject : groupToPaths. keySet()) {Goup group = (G oup)groupObject; List paths = (List)
groupToPat hs. get (group); for (Cbject pathObject : paths) { String path = (String)pathoject; if
(st emNanmesToProvi si onTo. cont ai ns(path)) { all G oupsToProvi sion. add(group); break; } if
(st emNanesToNot Provi si onTo. contai ns(path)) { break; } } }

for (Object groupObject : all GoupsToProvision) { Goup group = (G oup)groupQbj ect; Systemout.println
("configured to provision to: " + provisionTarget + + group.getNanme()); }

Include a common GSH file

If this is the file in the container:

def addNewGr oup( pat hNane, di spName, groupType, gsh_builtin_gshTenpl at eQut put, gr ouper Session ) {
//Verify if allowgroup exist or not and provi de appropriate nmessages
groupVerify = G oupFinder.findByNane(grouper Sessi on, pathNane, fal se);
if (groupVerify !'= null)
gsh_bui Il ti n_gshTenpl at eQut put . addQut put Li ne( pathNane + " group already exists!");
el se
{
product G oup = new G oupSave( grouper Sessi on) . assi gnCr eat ePar ent St ensl f Not Exi st (true) . assi gnNane
(pat hNane) . assi gnDi spl ayNane( di spNane) . save();
gsh_bui Il ti n_gshTenpl at eQut put . addQut put Li ne("Created "+ groupType +" group : " +pathNane);
gsh_bui I tin_gshTenpl at eQut put . addQut put Li ne(" Added G oup types: "+groupType+" for group : " + pathNane);
}

GdgTypeG oupSave gdgTypeGr oupSave = new GdgTypeG oupSave() . assi gnG oup( product Group) . assi gnType(groupType);
gdgTypeG oupSave. save();
return product G oup;

}

Include that in a GSH template or other script

G oovyShell shell = new G oovyShell();
def external = shell.parse(new File('/opt/grouper/gsh/comonFunction.gsh'));

newGr oup=ext er nal . addNewGr oup



Stem move

try this:

G ouper Sessi on. st art Root Sessi on() ;
st enfFrom = St enFi nder. fi ndByNane(grouper Sessi on, "a:b", true);
stenfo = StenFi nder. fi ndByNane(grouper Session, "a:c", true);

new edu. i nternet2. m ddl ewar e. gr ouper. St envbve(st enfFrom stenifo). assi gnAl t er nat eNane(f al se). save();

Check health of database connection or run a query

(in 2.4.0 api patch 93+)

gcDbAccess = new edu.internet2.nm ddl eware. grouperdient.jdbc. GcDbAccess();

gcDbAccess. connecti onName( " war ehouse") . sql ("sel ect count (1) from grouper_groups").select(int.class);

Set password using Grouper built-in authentication

v2.5.29+

new G ouper Passwor dSave() . assi gnAppl i cati on( G ouper Passwor d. Appl i cation. U ). assi gnUser name("user nane") .

assi gnPasswor d( " password") . save();

Remove all group / folder privs for a user. Remove user from groups which have a privilege on

another object

import java.util.List;
inport java.util.Set;

i mport edu.internet2. mddl eware. grouper. Fi el dType;

i nport edu.internet2.m ddl eware. grouper. G oup;

i mport edu.internet2. m ddl eware. grouper. G oupFi nder;

i mport edu.internet2.m ddl eware. grouper. G oupSave;

i nport edu.internet2. m ddl eware. grouper. G ouper Sessi on;

i mport edu.internet?2. m ddl ewar e. gr ouper. Menber;

inport edu.internet2. m ddl eware. grouper. Menber shi p;

i mport edu.internet2. m ddl eware. grouper. Menber shi pFi nder;

i mport edu.internet?2. nm ddl eware. grouper. Stem

i nport edu.internet2.m ddl eware. grouper. St enSave;

i mport edu.internet2. m ddl eware. grouper. Subj ect Fi nder;

i mport edu.internet2.m ddl eware. grouper. menber shi p. Menber shi pType;
inport edu.internet2. m ddl eware. grouper.privs. AccessPrivil ege;
i mport edu.internet2. mddl eware. grouper. privs. Nanm ngPrivil ege;
inport edu.internet2. mddl eware. grouper.util.G ouperUil;

i mport edu.internet2. mddl eware. grouperdient.jdbc. GcDbAccess;
i mport edu.internet2. m ddl eware. subj ect. Subj ect;

/1 public class Test36revokePrivs {

Il
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public static void main(String[] args) {
Grouper Sessi on grouper Sessi on = G ouper Sessi on. st art Root Sessi on() ;

String subjectld = "test.subject.0";
String subjectSourceld = "jdbc";

Subj ect subj ect = Subj ect Fi nder. fi ndByl dAndSour ce(subj ectld, subjectSourceld, true);

G oup groupl = new GroupSave().assi gnNane("test:test1").assi gnCreat eParent Stensl f Not Exi st (true). save();
Group group2 = new GroupSave().assi gnNane("test:test2").assi gnCreateParent Stensl f Not Exi st (true). save();

groupl.delete();



group2.delete();

groupl = new G oupSave().assignName("test:test1l").assignCreat eParent Stensl f Not Exi st (true).save();
group2 = new GroupSave().assignName("test:test2").assignCreat eParent St ensl f Not Exi st (true). save();

groupl. grant Priv(subject, AccessPrivilege. READ, fal se);
groupl. grantPriv(subject, AccessPrivilege. UPDATE, fal se);
group2. grantPriv(subject, AccessPrivilege. ADMN, false);

group2. addMenber (subj ect) ;
groupl. addMenber (subj ect) ;
group2. grantPriv(groupl.toSubject(), AccessPrivilege. READ, false);

Stem stenml = new StenBave().assi gnName("test1"). assi gnCreat eParent St ensl f Not Exi st (true). save();
stentl. grant Pri v(subject, Nami ngPrivil ege. CREATE, fal se);

stendl. grant Pri v(subject, Nami ngPrivil ege. STEM ATTR_READ, fal se);

Stem sten2 = new StenBave().assi gnName("test2"). assi gnCreat eParent St ensl f Not Exi st (true). save();
stenR. grant Priv(subject, Nami ngPrivilege. STEM ADM N, false);

Li st <String> groupNanes = new GcDbAccess().sql ("sel ect gg.nane from grouper_groups gg where exists (" +
sel ect 1 from grouper_nenbershi ps gnmem grouper_fields gf, grouper_nenbers gm" +

" where gmemfield_id = gf.id and gf.type in ('namng', 'access', "attributeDef') " +

" and gmem nmenber _id = gmid and gmsubject_id = gg.id and gm subj ect_source = 'g:gsa') " +

" and exists (select 1 from grouper_nenberships gnmem grouper_fields gf, grouper_nenbers gm" +

" where gnemfield_id = gf.id and gf.name = ' nenbers' " +

" and gmsubject_id = ? " +

" and gnmem nmenber_id = gmid and gm subj ect_source = '" + subjectSourceld + "')").addBi ndVar (subjectld).

sel ect Li st(String.class);

for (String groupNanme : G ouperUil.nonNull (groupNanes)) {
Group group = G oupFinder. fi ndByNane(groupNane, true);
group. del et eMenber (subj ect, false);
System out. println("Del eted nenbership fromgroup: " + group.getNane() + ", since group has privil ege on
anot her object");

}

Set <bj ect [] > nmenber shi psOmer sMenbers = new Menber shi pFi nder (). addSubj ect (subj ect) . assi gnFi el dType
(Fi el dType. ACCESS) .
assi gnMenber shi pType( Menber shi pType. | MVEDI ATE) . fi ndMenber shi pResul t (). get Menber shi psOaner sMenber s() ;

for (Object[] menbershi pOaner Menber : GrouperUtil.nonNul | (nmenbershi psOwmershMenbers)) {
Menber shi p menbershi p = (Menber shi p) nenber shi pOawner Menber [ 0] ;
Group group = (G oup)nenbershi pOwner Menber [ 1] ;
Menber menber = (Menber) nenber shi pOwmer Menber|[ 2] ;
group. revokePri v(nenber. get Subj ect (), AccessPrivilege.listToPriv(menbership.getField().getNanme() ));
Systemout.println("Deleted priv fromgroup: " + group.getName() + ": " + menbership.getField().

get Nane() ) ;
}

menber shi psOwmer sMenbers = new Menber shi pFi nder (). addSubj ect (subj ect) . assi gnFi el dType(Fi el dType. NAM NG) .
assi gnMenber shi pType( Menber shi pType. | MVEDI ATE) . f i ndMenber shi pResul t () . get Menber shi psOaner sMenber s() ;

for (Object[] nenbershi pOwmer Menber : G ouperUil.nonNull (menber shi psOmer sMenbers)) {
Menber shi p nmenbership = (Menber shi p) nenber shi pOwner Menber [ 0] ;
Stem stem = (St em) nenber shi pOaner Menber [ 1] ;
Menber menber = (Menber) nenber shi pOawner Menber [ 2] ;
stem revokePri v(menber. get Subj ect (), Nam ngPrivilege.listToPriv(menbership.getField().getName() ));
Systemout.printin("Deleted priv fromfolder: " + stemgetNanme() + + menber shi p. getField().
get Nanme());
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I}

11}

/1 Del eted menbership fromgroup: test:testl, since group has privilege on another object
//Deleted priv fromgroup: test:testl: readers

//Deleted priv fromgroup: test:testl: updaters

//Deleted priv fromgroup: test:test2: adm ns

/I Deleted priv fromfolder: test2: stemAdm ns

//Deleted priv fromfolder: testl: creators

//Deleted priv fromfolder: testl: stemAttrReaders



Delete all members from a subject source

Note that it is not normal to remove entries from the grouper_members table, which is what this example is doing. But, for example, this may be useful if
you temporarily added a subject source that you need to get rid of completely. If you need to instead merge members from one source to another, there's
another option here - Member change subject

Also note that this doesn't handle all the foreign keys that may exist on members. So tweaks may be needed if some of the members are not able to be
deleted.

String sourceld = "sourcel dToDel ete";

Set <Menber > nmenbers = Hi ber nat eSessi on. byHql Static().createQuery("from Menber as m where m subj ect Sour cel dDb=:
sourcel d").setString("sourceld", sourceld).listSet(Mnber.class);

Systemout. println("Found " + nenbers.size() + " menbers to delete");

Set<Field> fields = FieldFinder.findAll();
for (Menber nmenber : nenbers) {
for (Field field : fields) {
for (Menbership nenbership : menber. getl nmedi at eMenberships(field)) {
Systemout. println("Del eting nenbership with id=" + menbership. getl medi at eMenber shipld());
menber shi p. del ete();
}
}

try {
Hi ber nat eSessi on. byCbj ect Stati c(). del et e( menber);

Systemout.println("Deleted " + nenber.getSubjectld());
} catch (Exception e) {
e.printStackTrace();
}
}


https://spaces.at.internet2.edu/display/Grouper/Member+change+subject
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