Grouper external users on demo server
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Grouper 2.0, 2.1, and 2.2 are on the demo server, with external users support.
Click here to the jump page for the demo server: https://grouperdemo.internet2.edu

Next to one of the envs, click self-register. it ends with /grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.
externalSubjectSelfRegister

Note: if you do not have an InCommon ID, you can use facebook or google.

After registering, click here to go to the Ul from the jump page. Note, you might need to email grouper list and ask for a folder to be able to manage.
To be added to the library group,

go to this URL: https://grouperdemo.internet2.edu/grouper_v2_1_0/grouperExternal/appHtml/grouper.html?operation=ExternalSubjectSelfRegister.
externalSubjectSelfRegister&externalSubjectinviteName=library

When you registered you were added to etc:externalSubjectinviters, which allows you to invite other people to register to this server.

To invite others,

go to this URL: https://grouperdemo.internet2.edu/grouper_v2_1_0/grouperUi/appHtml/grouper.html?operation=InviteExternalSubjects.

inviteExternalSubject

These groups are public if you want to assign people to them (e.g. through the invite process): test:testGroup0, test:testTestGroupl, test:testGroup2, test:
testGroup3

Auto-provision groups

When registering, users will be automatically added to etc:uiUsers and etc:externalSubjectinviters, which is the group which is required to use the Ul, and
the group which lets you invite others. When registering in the library URL, the user will be added to the aStem:library group

Configuration

grouper.properties: (everything is default except)
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configuration. aut ocreate. group. nane. 2 = etc: ui Goup
configuration. autocreate. group.description.2 = user interface users
configuration. autocreate. group. subj ects. 2 = nthyzer

configuration.autocreate.group.nanme.3 = aStem|library
configuration. autocreate. group. description.3 = access to the library application
configuration. autocreate. group. subjects.3 =

ext er nal Subj ects. aut oCreat eSource = true

#put sonme group nanmes commm separated for groups to auto add subjects to

ext ernal Subj ect s. aut oaddGr oups=et c: ui G- oup, et c: ext ernal Subj ectlnviters

#shoul d be insert, update, or insert,update

ext er nal Subj ects. aut oaddG oupActi ons=i nsert, update

#if a nunber is here, expire the group assignnment after a certain nunber of days
ext er nal Subj ects. aut oaddGr oupExpi r eAf t er Days=

#add multiple group assignnent actions by URL param external SubjectlnviteNane
ext er nal Subj ects. aut oadd. t esti ngLi brary. ext ernal Subj ect I nvi t eNane=li brary
#conma separated groups to add for this type of invite

ext ernal Subj ects. aut oadd. t esti ngLi brary. groups=aStem i brary

#shoul d be insert, update, or insert,update

ext ernal Subj ects. aut oadd. t esti ngLi brary. acti ons=i nsert, update

#shoul d be insert, update, or insert,update

ext ernal Subj ects. aut oadd. t esti ngLi brary. expi reAft er Days=

TR R
## mai|l settings (optional, e.g. for daily report forml oader)

#smtp server is a domain name or dns name, nust be sinple clear text stnp with no authentication
mai |l .sntp.server = sntp.gmail.com

#l eave bl ank if unauthenticated
mai | . sntp.user = groupersystem@nail.com

#l eave bl ank if unauthenticated
n’BI I . Sm p pass = *kkkkkkkhkkkkk*k

#| eave bl ank or false for no ssl, true for ssl
mail.sntp.ssl = true

#l eave bl ank for default (probably 25), if ssl is true, default is 465, else specify
#mai |l . sntp.port =

#this is the default enmmil address where mail fromgrouper will conme from
mai | . from address = groupersystem@nai | . com

#this is the subject prefix of emauils, which will help differentiate prod vs test vs dev etc
nai | . subj ect. prefix = GROUPERDEMO 2_1_0:

#when running junit tests, this is the address that will be used
mai | . test.address = nthyzer @ahoo. com

httpd.conf (note, in this case the admin Ul and external Ul part are protected by shib, but in reality, maybe the admin Ul would not let external users in, just
the external Ul)



#mat ch anything that is not grouperExternal

<Locati onMat ch ~/grouper_v2_0["/]*/(?!grouperExternal/)>
Aut hType shi bbol eth
Shi bRequest Setting requi reSession 1
require valid-user

</ Locat i onMat ch>

#mat ch anything that is grouperExternal, but not public

<Locati onMat ch ~/grouper_v2_0[~/]*/grouperExternal /(?!public/)>
Aut hType shi bbol eth
Shi bRequest Setting requi reSession 1
require valid-user

</ Locat i onMat ch>

Note, shib might loop if someone goes in with non SSL, and the SP requires SSL, so you could add something like this to the httpd.conf (depending on
which url you are mapped, to, in this case "grouper”):

Rew it eCond % HTTPS} of f
Rewr it eCond % REQUEST_URI} ~/grouper/
RewiteRule (.*) https:// % HTTP_HOST} % REQUEST_URI }

media.properties:

® restrict Ul users to users in this group, or else they get an erro, enabled registration, and invites, and invites by identifier, etc



require. group. for. | ogi ns=etc: ui Users

#users nmust be in this group to invite external users to grouper
require. group.for.inviteExternal Subjects. | ogins=etc: external Subjectlnviters

HHER R R
## External subjects invitation

# if the registration screen is enabled
ext ernal Menber s. enabl edRegi stration = true

#i f adm ns should be enmiled after each action, put comma separated addresses here
ext er nal Menber s. enai | Admi nsAddr essesAfter Acti ons = me@ryschool . edu

## Invite external nenbers

# if the invitation screen is enabl ed
i nvi t eExt er nal Menbers. enabl el nvitation = true

#if link fromadnin U
i nviteExternal People.link-fromadmn-ui = true

#if link fromlite U
inviteExternal People.link-fromlite-ui = true

#i f adm ns should be enmiled after each action, put conma separated addresses here
i nvi t eExt er nal Menber s. enai | Adm nsAddr essesAft er Acti ons = me@yschool . edu

#i f we should allow invite by identifier
i nvi t eExt ernal Menbers. al | oM nviteByldentifier = true

sd

Setup on the demo server

1. Turn off the Ul default basic auth in the web.xml by commenting out the security sections in web.core.xml and web.ajax.xml
2. Shibbolize the app, except for the external part (per above config)

1. See that you are not prompted for shib authn here (well, in our case, we want shib for the Ul too):https://grouperdemo.internet2.edu
/grouper_v2_1_0/

2. But you are prompted for shib authn here:https:/grouperdemo.internet2.edu/grouper_v2_1_0/grouperExternal/appHtml/grouper.html|?
operation=ExternalSubjectSelfRegister.index

Run these commands to rebuild from svn
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G ouper Api :

[nchyzer @ 2mi bui I d bin]$ buil dG ouper.sh trunk

[nchyzer @ 2mi devl grouper2.0]$ cd /tnp/grouper2. 0/

[nchyzer @ 2ni devl grouper2.0]1$ sftp i2mbuild

sftp> get /home/ nthyzer/tnp/ grouper/buil d_nthyzer/grouper.api Binary-2.0.0.tar.gz
[ appadm n@ 2mi devl 2.0.0]$ cd /opt/grouper/2.0.0

[ appadnmi n@ 2m dev1l $ rm-rf grouper.apiBi nary-2.0.0*

[ appadm n@ 2mi devl $ cp /tnp/ grouper2.0/grouper. api Binary-2.0.0.tar.gz .
[ appadmi n@ 2m devl $ tar xzvf grouper.apiBinary-2.0.0.tar.gz

[ appadnmi n@ 2m dev1l $ cp -Rv filesGouper/* grouper. api Bi nary-2.0.0/

[ appadm n@ 2nmi devl .0]$ cd grouper. api Binary-2.0.0/bin

[ appadmi n@ 2mi devl bin]$ ./gsh.sh

gsh 0% grouper Sessi on = Grouper Sessi on. st art Root Sessi on();
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gsh 1% addStem(null, "test", "test");
gsh 2% addG oup("test", "testGoup0", "testG oup0");
gsh 4% addG oup("test", "testG oupl", "testG oupl");

gsh 5% addG oup("test"”, "testGoup2", "testGoup2");
gsh 6% addG oup("test", "testGoup3", "testGoup3");

gsh 7% grantPriv("test:testGoup0", "G ouperAll", AccessPrivil ege. UPDATE);

gsh 8% grantPriv("test:test&Goupl”, "GouperAll", AccessPrivilege. UPDATE);

gsh 9% grantPriv("test:testGoup2", "GouperAll", AccessPrivilege. UPDATE);

gsh 10% grantPriv("test:testG oup3", "G ouperAl", AccessPrivilege. UPDATE);

gsh 11%grantPriv("etc: external Subjectlnviters"”, "G ouperAll", AccessPrivilege. UPDATE);
Grouper Ui :

[mchyzer @ 2mi bui | d bin]$ buil dG ouper Ui . sh trunk

[nchyzer @ 2mi devl grouper2.0]$ cd /tnp/grouper2.0/

[nchyzer @ 2mi devl grouper2.0]$ sftp i2mbuild

sftp> get /home/ nthyzer/tnp/ grouper U /build_nchyzer/grouper.ui-2.0.0.tar.gz
[mchyzer @ 2mi devl grouper2.0]$ sudo su - appadnin

[ appadmi n@ 2mi devl ~]$ cd /opt/grouper/2.0.0/

[appadm n@2mi devl 2.0.0]$ rm-rf grouper.ui-2.0.0*

[ appadm n@ 2mi devl 2.0.0]$ cp /tnp/ grouper2.0/grouper.ui-2.0.0.tar.gz .

[appadmi n@2mi devl 2.0.0]$ tar xzf grouper.ui-2.0.0.tar.gz

[appadm n@2midevl 2.0.0]$ cp -Rv filesGouperUi/* grouper.ui-2.0.0/

[ appadm n@ 2mi devl 2.0.0]$ cd grouper.ui-2.0.0

[ appadmi n@ 2mi devl grouper.ui-2.0.0]$% ant clean

[ appadm n@ 2mi devl 2.0.0]$ cd /opt/grouper/2.0.0/

[ appadmi n@ 2mi devl 2.0.0]$ cp -Rv filesG ouperUi Tontat/* /opt/tontats/toncat_g/webapps/ grouper_v2_0_0/

[ appadm n@ 2mi devl 2.0.0]$ /sbin/service tontat_e restart
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