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Penn is not a big LDAP shop, we have a person database, so we decided to have a feed from there to the Grouper DB into a subject table. The JDBC2

subject source provides more powerful querying (and we contributed it!) so we are using that. We have about 600k subjects. Generally we try not to take
subjects out of resolvability once they are resolvable subjects.

Here is a row from our table
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Attributes

SubjectID is PennID which is an 8 digit opaque number which does not change or get reassigned

Our subject identifiers are pennkey (netld), and EPPN

The name is the name which puts all the name pieces together

The description is a long form of the name which we show in search results. This takes a lot of logic to produce, it is the name, pennkey, pennid,
if active, description of primary affiliation, and listing of short forms of other affiliations. This is so descriptive to assure that someone using
Grouper does not pick the wrong person. There are privacy issues which we address by using information from the user which they display in the
authenticated directory, and we clamp down on which users can access the Ul

We have some subject attributes to help applications which are Grouper enabled get access to user attributes. Things like name, email, eppn,
etc.

® The search field for the source is the description in lower-case.

Sync process

® We wrote a Java daemon which runs on real time and nightly to compute the subject source table
® There is a change log on the source table which we use to know which rows to recalculate real time
® We calculate all in batch at night to sync up discrepancies. This takes several hours. We only update records which need updating.

Configuration subject.properties to the grouper database

# Copyright 2016 Internet2
#



# Li censed under the Apache License, Version 2.0 (the "License")

# you may not use this file except in conpliance with the License

# You may obtain a copy of the License at

#

# http://ww. apache. org/licenses/ LI CENSE- 2. 0

#

# Unless required by applicable law or agreed to in witing, software
# distributed under the License is distributed on an "AS | S" BASI S

# W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or inplied
# See the License for the specific |anguage governing perm ssions and
# limtations under the License

#

# Subj ect configuration

#

The subject properties uses G ouper Configuration Overlays (docunented on w ki)
By default the configuration is read from subject. base. properties

(whi ch should not be edited), and the subject.properties overlays

the base settings. See the subject.base.properties for the possible

settings that can be applied to the subject.properties

H OH O R

enter the location of the sources.xm. Mist start with classpath: or file:
bl ank neans dont use sources.xm, use subject.properties

default is: classpath:sources. xni

e.g. file:/dir1/dir2/sources.xnl

ubj ect . sources. xm .| ocation =

n B HH

## Configuration for source id: pennperson
## Source configNanme: pennperson

subj ect Api . sour ce. pennperson.id = pennperson
# this is a friendly nane for the source

subj ect Api . sour ce. pennper son. nane = Penn person

# type is not used all that nmuch. Can have multiple types, comma separate. Can be person, group, application
subj ect Api . sour ce. pennperson. types = person

# the adapter class inplenents the interface: edu.internet2.nm ddl eware. subject. Source
# adapter class nust extend: edu.internet2. m ddl eware. subject. provi der. BaseSour ceAdapt er

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapter2 : if doing JDBC this should be used if
possible. All subject data in one table/view

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapt er . oldest JDBC source. Put freeformqueries
in here

# edu.internet2. m ddl eware. grouper. subj . G ouper Jndi Sour ceAdapt er : used for LDAP

subj ect Api . sour ce. pennper son. adapt er Cl ass = edu. i nt ernet 2. m ddl ewar e. subj ect . provi der. JDBCSour ceAdapt er 2
subj ect Api . sour ce. pennper son. par am nmaxPageSi ze. val ue = 100

# edu.internet2. m ddl eware. subj ect. provi der. C3p0JdbcConnecti onProvi der (default)

# edu.internet2. m ddl eware. subj ect. provi der. DbcpJdbcConnecti onProvi der (| egacy)

# edu.internet2. nm ddl eware. grouper. subj . Grouper JdbcConnecti onProvi der

# (same settings as grouper. hibernate.properties, the driver, url, pass, nmaxActive, maxldle, maxWit are
f or bi dden

subj ect Api . sour ce. pennper son. param j dbcConnecti onProvi der. val ue = edu. i nternet2. m ddl ewar e. gr ouper. subj
G ouper JdbcConnect i onPr ovi der

# the table or viewto query results from Note, could prefix with a schema nane
subj ect Api . sour ce. pennper son. param dbTabl eOr Vi ew. val ue = person_source_v

# the colum nane to get the subjectld from
subj ect Api . sour ce. pennper son. par am subj ect |1 dCol . val ue = penn_id

# the colum nane to get the name from
subj ect Api . sour ce. pennper son. par am nanmeCol . val ue = nane

subj ect Api . sour ce. pennper son. param descri ptionCol . val ue = description



# search col where general searches take place, |ower case
subj ect Api . sour ce. pennper son. par am | ower Sear chCol . val ue = descri ption_| owner

# optional col if you want the search results sorted in the APl (note, U might override)
subj ect Api . sour ce. pennper son. param def aul t Sort Col . val ue = description

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. par am subj ect I denti fi er Col 0. val ue = pennnane

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. param subj ect I dentifierCol 1. val ue = penn_id

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. par am subj ect I denti fi er Col 2. val ue = eppn

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 0. val ue = pennnane

# you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect At tri but eNane0. val ue = PENNNAME

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 1. val ue = enmil

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNanel. val ue = EMAI L

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 2. val ue = eppn

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNane2. val ue = EPPN

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 3. val ue = first_nane

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect Attri but eNane3. val ue = FI RST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 4. val ue = | ast _nane

# you can count up fromO to N of attributes for various cols. The name is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNane4. val ue = LAST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 5. val ue = enmil _public

# you can count up fromO to N of attributes for various cols. The name is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNaneb. val ue = EVAI L_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 6. val ue = nane_first_public

# you can count up fromO to N of attributes for various cols. The name is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Att ri but eNane6. val ue = NAVE_FI RST_PUBLI C



# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 7. val ue = nane_| ast_public

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect Attri but eNane7. val ue = NAVE_LAST_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 8. val ue = nane_public

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect At t ri but eNane8. val ue = NAMVE_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri buteCol 9. val ue = preferred_first_nane

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect At t ri but eNane9. val ue = PREFERRED_FI RST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 10. val ue = descri pti on_| ower

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect At t ri but eNane10. val ue = DESCRI PTI ON_LOVER

# the 1st sort attribute for lists on screen that are derived fromnmenber table (e.g. search for nenber in
group)

# you can have up to 5 sort attributes

subj ect Api . sour ce. pennper son. param sort Attri but e0. val ue = DESCRI PTI ON_LOVWER

# the 2nd sort attribute for lists on screen that are derived fromnmenber table (e.g. search for nenber in
group)

# you can have up to 5 sort attributes

subj ect Api . sour ce. pennper son. param sort Attri butel. val ue = LAST_NAMVE

# the 1st search attribute for lists on screen that are derived frommenber table (e.g. search for nenber in
group)

# you can have up to 5 search attributes

subj ect Api . sour ce. pennper son. param sear chAttri but e0. val ue = DESCRI PTI ON_LONER

# list your identifiers here by attribute
subj ect Api . sour ce. pennper son. param subj ectl denti fi er Attri but e0. val ue=PENNNAMVE
subj ect Api . sour ce. pennper son. param subj ect I dentifierAttributel. val ue=EPPN

Configuration subject.properties to an external database

Copyright 2016 Internet2

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You may obtain a copy of the License at

http://ww. apache. org/licenses/ LI CENSE-2. 0

Unl ess required by applicable |law or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.
See the License for the specific |anguage governi ng perm ssions and

HoH R R HHH R HHH



# limtations under the License
# Subj ect configuration

# The subject properties uses G ouper Configuration Overlays (docunmented on wi ki)
# By default the configuration is read from subject. base. properties

# (whi ch should not be edited), and the subject.properties overlays

# the base settings. See the subject.base.properties for the possible

# settings that can be applied to the subject.properties

# enter the location of the sources.xnml. Mist start with classpath: or file:
# bl ank neans dont use sources.xm, use subject.properties

# default is: classpath:sources. xm

# e.g. file:/dirl/dir2/sources.xn

subj ect . sources. xm .l ocation =

HHER R R R R R
## Configuration for source id: pennperson
## Source configName: pennperson

TR R R R
subj ect Api . source. pennperson.id = pennperson

# this is a friendly nane for the source
subj ect Api . sour ce. pennper son. nane = Penn person

# type is not used all that nmuch. Can have nmultiple types, commma separate. Can be person, group, application
subj ect Api . sour ce. pennperson. types = person

# the adapter class inplenents the interface: edu.internet2.n ddl eware. subject. Source
# adapter class nmust extend: edu.internet?2. niddl eware. subject. provi der. BaseSour ceAdapt er

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapter2 : if doing JDBC this should be used if
possible. All subject data in one table/view

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapt er . oldest JDBC source. Put freeform queries
in here

# edu.internet2. m ddl eware. grouper. subj . G ouper Jndi Sour ceAdapt er . used for LDAP

subj ect Api . sour ce. pennper son. adapt er Cl ass = edu. i nt ernet 2. mi ddl ewar e. subj ect . provi der. JDBCSour ceAdapt er 2
subj ect Api . sour ce. pennper son. par am naxPageSi ze. val ue = 100

# edu.internet2. m ddl eware. subj ect. provi der. C3p0JdbcConnecti onProvi der (default)

# edu.internet2. m ddl eware. subj ect. provi der. DbcpJdbcConnecti onProvi der (| egacy)

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcConnecti onProvi der

# (same settings as grouper. hibernate.properties, the driver, url, pass, nmaxActive, maxldle, maxWit are

f orbi dden

subj ect Api . sour ce. pennper son. param j dbcConnecti onProvi der. val ue = edu. i nternet2. m ddl ewar e. subj ect. provi der
C3p0JdbcConnect i onProvi der

# e.g. nysql: jdbc: nmysql : //1 ocal host: 3306/ gr ouper

# e.g. p6spy (log sqgl): [use the URL that your DB requires]

# e.g. oracle: jdbc: oracl e:thin: @erver. school . edu: 1521: si d

# e.g. hsqldb (a): j dbc: hsql db: di st/ run/grouper;create=true

# e.g. hsqgldb (b): jdbc: hsqgl db: hsql : / /1 ocal host: 9001

# e.g. postgres: j dbc: post gresql : grouper

subj ect Api . sour ce. pennper son. param dbUr | . val ue = j dbc: nysql ://1 ocal host: 3306/ gr ouper

# username when connecting to the database
subj ect Api . sour ce. pennper son. param dbUser. val ue = sa

# password when connecting to the database (or file with encrypted password inside)
subj ect Api . sour ce. pennper son. par am dbPwd. val ue = what ever

# the table or viewto query results from Note, could prefix with a schena nane
subj ect Api . sour ce. pennper son. param dbTabl eOr Vi ew. val ue = person_source_v

# the colum nane to get the subjectld from
subj ect Api . sour ce. pennper son. par am subj ect 1 dCol . val ue = penn_i d

# the colum nane to get the nanme from



subj ect Api . sour ce. pennper son. par am nanmeCol . val ue = nane
subj ect Api . sour ce. pennper son. param descri ptionCol . val ue = description

# search col where general searches take place, |ower case
subj ect Api . sour ce. pennper son. param | ower Sear chCol . val ue = descri ption_| ower

# optional col if you want the search results sorted in the APl (note, U night override)
subj ect Api . sour ce. pennper son. param def aul t Sort Col . val ue = description

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. par am subj ect I denti fi er Col 0. val ue = pennnane

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. param subj ect I dentifierCol 1. val ue = penn_id

# you can count up fromO to N of colums to search by identifier (which mght also include by id)
subj ect Api . sour ce. pennper son. par am subj ect I denti fi er Col 2. val ue = eppn

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 0. val ue = pennnane

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect At t ri but eNane0. val ue = PENNNAMVE

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri buteCol 1. val ue = enmil

# you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Att ri but eNanel. val ue = EMAI L

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 2. val ue = eppn

# you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect At tri but eNane2. val ue = EPPN

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 3. val ue = first_name

# you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect At tri but eNane3. val ue = FI RST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 4. val ue = | ast _nane

# you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Att ri but eNane4. val ue = LAST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 5. val ue = email _public

# you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect At tri but eNane5. val ue = EMAI L_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 6. val ue = nane_first_public



# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Att ri but eNane6. val ue = NAVE_FI RST_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 7. val ue = nane_| ast_public

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNane7. val ue = NAME_LAST_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. par am subj ect Attri but eCol 8. val ue = nane_public

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Att ri but eNane8. val ue = NAVE_PUBLI C

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 9. val ue = preferred_first_nane

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNane9. val ue = PREFERRED_FI RST_NAME

# now you can count up fromO to N of attributes for various cols. The nane is howto reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eCol 10. val ue = descri pti on_| ower

# you can count up fromO to N of attributes for various cols. The name is how to reference in subject.
getAttribute()
subj ect Api . sour ce. pennper son. param subj ect Attri but eNane10. val ue = DESCRI PTI ON_LOVER

# the 1st sort attribute for lists on screen that are derived from nmenber table (e.g. search for nmenber in
group)

# you can have up to 5 sort attributes

subj ect Api . sour ce. pennper son. param sort Attri but e0. val ue = DESCRI PTI ON_LOVER

# the 2nd sort attribute for lists on screen that are derived from nenber table (e.g. search for nmenber in
group)

# you can have up to 5 sort attributes

subj ect Api . sour ce. pennper son. param sort Attri butel. val ue = LAST_NAME

# the 1st search attribute for lists on screen that are derived fromnenber table (e.g. search for nenber in
group)

# you can have up to 5 search attributes

subj ect Api . sour ce. pennper son. param sear chAttri but e0. val ue = DESCRI PTI ON_LONER
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