Countdown intercept login page for two-step requirement

Penn has enrolled staff in two-step

We want to enroll faculty and students in the near future

Schools will have various requirement dates for certain departments before the main deadline

Whatever they are comfortable with, time-wise, when someone is going to be required, they should see a warning in Shibboleth once a day (or
session) when they login.

Example countdown

Penn

Your PennKey will be required to use Two-Step Verification in 2 days!

Two-Step Verification provides an added layer of security for your PennKey. When you log in, you will be d to verify your id

ity—the second p- ing a device, such as a mobile phone or key fob, in your possession.

Enroll in Two-Step Verification now.

Learn more about Two-Step Verification.
This login will proceed without the additional security of Two-Step Verification in 20 seconds or you can continue immediately.

If you have any guestions or concerns, please contact the IT support staff at your school or center.

High level design

We will have 9 days in advance of warning

People who are enrolled should not see the warning

Grouper will use a custom attribute which has a value of the date the group will be required to enroll

Grouper will use that attribute value in a loader job to load people into the countdown groups if they are not enrolled
When they are overdue, they will be added to a group which is required

Process

® School opens a ticket with IT to require a group of faculty to be required on a certain date

® Two step admin creates a group in the two-step folder, and assigned an attribute with that date (e.g. 2018/10/23)
® |f there are reference groups to add, or a loader job to configure, then make the members

* When that date is 9 days away, people not enrolled in two step start getting emails

Grouper design

Create the attribute definition and attribute name. Note this is 2.3.
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Home : Root : penn - isc > ait

Attribute definition

twoFactor > atinibutes

£ twoFactorRequireDateDef

enter in a date in the form yyyy/mm/dd (must be that exact form) to require enrollment
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View or assign attributes ©

Filter or assign attributes
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Attribute definition:

| penn:isc:ait:apps:twoFactor:attributes:twoFactorRequireDate
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Grouper design PDF

Shibboleth design

Shibboleth design PDF
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https://spaces.at.internet2.edu/download/attachments/136806766/PENNGROUPS-PennGroupscountdowntwostepenrollment-151018-1445-6.pdf?version=1&modificationDate=1539629187345&api=v2
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