vt-ldap to Idaptive migration for LDAP access

Wiki Grouper Release Grouper Grouper Deployment Community Internal Developer
Home Announcements Guides Guide Contributions Resources

Many components of Grouper may optionally access LDAP

. Subject API if your person subjects are stored in LDAP.

. Grouper Loader if you load groups into Grouper from LDAP.

. Grouper Web Services if authentication there is via LDAP BINDs.
. PSPNG if you provision groups to LDAP.
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In Grouper 2.3, #1-3 above used vt-ldap and #4 used Idaptive. In Grouper 2.4, all of the above uses Idaptive. Now in Grouper 2.4, #1-3 uses common
configuration via grouper-loader.properties and uses an abstraction layer to make any future migrations much easier. And #4 still uses the separate
configuration as it was used in Grouper 2.3, but will migrate to using the same configuration in the future.

Note that the migration to Idaptive is being done because vt-ldap is no longer supported and has been deprecated for a long time.

Migration for Subject API

® Credentials are no longer stored in the subject.properties file (also formally the sources.xml file). So the following options are no longer valid in
that file.
© INITIAL_CONTEXT_FACTORY
© PROVIDER_URL
O SECURITY_AUTHENTICATION
© SECURITY_PRINCIPAL
© SECURITY_CREDENTIALS
© subjectApi.source.*.param.ldapProperties_file.value (subject.properties no longer uses external property sources, this can be migrated to
grouper-loader.properties)
© VTLDAP_* (pooling config migrated to grouper-loader.properties)

® |nstead you must specify a new property in subject.properties. "example" should be replaced with the name of your source. And "personLdap"
should be replaced with what your Idap configuration is called in grouper-loader.properties.

subj ect Api . sour ce. exanpl e. param | dapServer|d. val ue = personLdap

® |f you have trouble using the new Idaptive based subject source, you can revert to the vt-ldap based subject source used in Grouper 2.3 by using
this configuration in subject.properties. (Though also inform the Grouper developers via Jira or email in case a fix is needed.)

subj ect Api . sour ce. exanpl e. adapt er d ass = edu. i nternet 2. n ddl ewar e. subj ect. provi der.
LdapSour ceAdapt er Legacy

Migration for Grouper Loader

® Changes may not be needed here since the loader was already using the grouper-loader.properties file. However, if you used vt-ldap specific
properties, changes may be needed.

® |f you have trouble using Idaptive, you can revert back to vt-ldap using this configuration in grouper.properties. (Though also inform the Grouper
developers via Jira or email in case a fix is needed.)

| dap. i npl enent ati on. cl assNane = edu. i nternet2. m ddl ewar e. grouper. | dap. vt | dap. VTLdapSessi onl npl

Migration for Grouper Web Services

® Changes may not be needed here since the web services were already using the grouper-loader.properties file. However, if you used vt-ldap
specific properties, changes may be needed.

® |f you have trouble using Idaptive, you can revert back to vt-ldap using this configuration in grouper.properties. (Though also inform the Grouper
developers via Jira or email in case a fix is needed.)
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Configuration options
The following applies to the subject api, loader, and web services.

Look at the grouper-loader.base.properties file for the latest configuration options.

Your configuration should go in grouper-loader.properties.

Idap.<connection name>.url is the only property that's required (unless you specify the url using the configFileFromClasspath configuration).

The default pooling validator is SearchValidator. And the validation is done on connection checkout by default. ConnectLdapValidator is no

longer valid.

® |dap.personLdap.validatorCompareSearchFilterString has been changed to Idap.personLdap.validatorCompareAttribute and Idap.personLdap.
validatorCompareValue

® Search result handlers have changed, although there is a shim to map the old ones.



## LDAP connections

# specify the | dap connection with user, pass, ur
# the string after "ldap." is the ID of the connection, and it should not have
# spaces or other special chars init. In this caseis it "personLdap"

#note the URL should start with Idap: or Idaps: if it is SSL

#1t should contain the server and port (optional if not default), and baseDn
#e.g. |daps://|dapserver.school . edu: 636/ dc=school , dc=edu

#| dap. per sonLdap. url = | daps://|dapserver.school . edu: 636/ dc=school , dc=edu

# load this Idaptive config file before the configs here. 1load fromclasspath
#| dap. per sonLdap. confi gFi | eFronCl asspath = | dap. per sonLdap. properties

#optional, if authenticated
#| dap. per sonLdap. user = ui d=soneapp, ou=peopl e, dc=nyschool , dc=edu

#optional, if authenticated, note the password can be stored encrypted in an external file
#| dap. per sonLdap. pass = secret

#optional, if you are using tls, set this to true. Generally you will not be using an SSL URL to use TLS..
#| dap. personLdap.tls = false

#optional, if using sas
#| dap. per sonLdap. sasl Aut hori zationld =
#| dap. per sonLdap. sasl Real m =

#optional (note, tinme limt is for search operations, timeout is for connection tineouts),

#nost of these default to | daptive defaults. tines are in nmillis

#val i dat eOnCheckout defaults to true if all other validate nethods are false

#| dap. per sonLdap. bat chSi ze =

#| dap. per sonLdap. countLimt =

#| dap. personLdap.tineLinmt =

#l dap. per sonLdap. ti meout =

#| dap. per sonLdap. m nPool Si ze =

#| dap. per sonLdap. maxPool Si ze =

#l dap. per sonLdap. val i dat eOnCheckln =

#| dap. per sonLdap. val i dat eOnCheckQut =

#| dap. per sonLdap. val i datePeriodically =

#| dap. per sonLdap. val i dat eTi mer Peri od =

#| dap. per sonLdap. pruneTi ner Peri od =

#if thereis a max size limt on |dap server, then this will retrieve results in pages

#| dap. per sonLdap. pagedResul t sSi ze =

# set to 'follow if using AD and using paged results size and need this for sone reason (generally you
shoul dnt)

#| dap. personLdap.referral =

# validator setup, currently supports ConparelLdapValidator and SearchValidator. additional properties bel ow
for ConparelLdapVal i dat or

| dap. per sonLdap. val i dat or = SearchVal i dat or

#l dap. per sonLdap. val i dat or = Conpar eLdapVal i dat or

#| dap. per sonLdap. val i dat or Conpar eDn = ou=peopl e, dc=exanpl e, dc=com

#| dap. per sonLdap. val i dat or ConpareAttri bute = ou

#| dap. per sonLdap. val i dat or Conpar eVal ue = peopl e

# comma-delimted list of classes to process LDAP search results. Useful if AD returns a ranged attribute for
| arge

# groups (e.g., nenber;range=0-1499); include the G ouper RangeEntryHandl er to handl e progressive fetching
#| dap. per sonLdap. sear chResul t Handl er s=or g. | dapti ve. handl er. DnAtt ri but eEnt r yHandl er, edu. i nt er net 2. m ddl ewar e
grouper. | dap. | dapti ve. G ouper RangeEnt r yHandl er

# comma-delimted list of result codes (org.|daptive.ResultCode) to ignore, e.g. TIME_LI M T_EXCEEDED,

SI ZE LI M T_EXCEEDED, PARTI AL_RESULTS

#| dap. per sonLdap. sear chl gnor eResul t Codes=SI| ZE_LI M T_EXCEEDED
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