
OIDC-OAuth Learning Materials

Short name Title Year Type Category Duration

AppAuth SDK AppAuth – Native App SDK for OAuth 2.0 and OpenID Connect 
implementing modern best practices

2018 SDK Application development - Integration - 
AppAuth

AuthO On Flows Which OAuth 2.0 Flow Should I use - Auth0 2018 Article OAuth - Grants 5min

Barbettini Plain 
English

OAuth 2.0 and OpenID Connect (in plain English) – Nate Barbettini 2018 Video General 62min

Casey's Course Web Security: OAuth and OpenID Connect – Keith Casey 2018 Course General 86min

Intro to JWT Introduction to JSON Web Tokens – JWT.io 2018 Article JWT - General 6min

OAuth on Twitter OAuth 2.0 – @oauth_2 2018 Feed OAuth - General

OAuth Status 
Pages

OAuth Status Pages – IETF OAuth working group 2018 Specs OAuth - Specification - Status

OIDC Federation OpenID Connect Federation 1.0 – OIDF 2018 Spec OIDC - Specifiaiton - Federation 29min

Parecki OAuth 
2.0 Servers

OAuth 2.0 Servers – Aaron Parecki (sponsored by Okta) 2018 Article OAuth - General 3hr

Parecki The 
Things

OAuth all the Things! What is OAuth 2.0? – Aaron Parecki 2018 Video OAuth - General 53min

Spencer Deep 
Dive

API Security: Deep Dive into OAuth and OpenID Connect – Travis 
Spencer

2018 Article General 16min

Auth with OAuth User Authentication with OAuth 2.0 – oauth.net 2018 Article OAuth - General 18min

Silverman's 
Primer

Identity, Claims, & Tokens - An OpenID Connect Primer – Micah 
Silverman

2017 Article OIDC - General 26min

Broeckelmann I When To Use Which (OAuth2) Grants and (OIDC) Flows – Robert 
Broeckelmann

2017 Article OAuth - Grants 10min

Broeckelmann II SAML2 vs JWT: Understanding OAuth2 – Robert Broeckelmann 2017 Article OAuth - General 16min

Grassi iGov Vid The iGov Profile of OpenID Connect – CIS 2017 – Paul Grassi 2017 Video OIDC - Profile 22min

iGov ProfileOAuth International Government Assurance Profile for OAuth 2.0 2017 Spec OAuth - Profile 33min

iGov OIDC Profile International Government Assurance Profile for OpenID Connect 1.0 2017 Spec OIDC - Profile 24min

https://appauth.io/
https://appauth.io/
https://auth0.com/docs/api-auth/which-oauth-flow-to-use
https://www.youtube.com/watch?v=996OiexHze0
https://www.lynda.com/Web-Development-tutorials/Web-Security-OAuth-OpenID-Connect/642498-2.html
https://jwt.io/introduction/
https://twitter.com/oauth_2
https://tools.ietf.org/wg/oauth/
http://openid.net/specs/openid-connect-federation-1_0.html
https://www.oauth.com/
https://www.youtube.com/watch?v=wA4kqKFua2Q
https://nordicapis.com/api-security-oauth-openid-connect-depth/
https://oauth.net/articles/authentication/
https://developer.okta.com/blog/2017/07/25/oidc-primer-part-1
https://medium.com/@robert.broeckelmann/when-to-use-which-oauth2-grants-and-oidc-flows-ec6a5c00d864
https://medium.com/@robert.broeckelmann/saml2-vs-jwt-understanding-oauth2-4abde9e7ec8b
https://www.youtube.com/watch?v=P5NYC1cklWY
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/igov/raw/master/openid-igov-oauth2.xml
https://xml2rfc.tools.ietf.org/cgi-bin/xml2rfc.cgi?Submit=Submit&format=ascii&mode=html&type=ascii&url=https://bitbucket.org/openid/igov/raw/master/openid-igov-profile.xml


1.  

Kawasaki Guide The Simplest Guide to OAuth 2.0 – Takahiko Kawasaki 2017 Article OAuth - General - Intro 6min

Kawasaki Flows Diagrams And Movies Of All The OAuth 2.0 Flows – Takahiko 
Kawasaki

2017 Mix OAuth - General 8min

OJOU OIDC Fed 
Pics

OIDC Federation in Pictures – Roland Hedberg 2017 Article OIDC - Federation 5min

OJOU Materials "OJOU" (OAuth2/JW*/OIDC/UMA) Course Materials – Roland 
Hedberg 

2017 Repo

OJOU Vids  – Roland Hedberg"OJOU" (OAuth2/JW*/OIDC/UMA) Course Videos 2017 Video 308min

Oracle Vids Oracle Cloud Primer Series – 9 videos covering OAuth, OIDC, and 
more

2017 Video General 48min

Parecki OAuth 
Simplified

OAuth 2 Simplified – Aaron Parecki 2017? Article OAuth - General 24min

Parecki 2017 OAuth 2 Simplified (Book) – Aaron Parecki 2017 Book OAuth - General .7 lbs

OAuth Confusion OAuth Authorization vs Authentication 2017 Article OAuth - General 6min

Richer Patterns Deployment and Hosting Patterns in OAuth – Justin Richer 2017 Article OAuth - Use 9min

Richer & Sanso 
2017

OAuth 2 in Action – Richer & Sanso 2017 Book OAuth - General 1.2 lbs

What the Heck 
Okta

What the Heck is OAuth? – Okta (2017) 2017 Article OAuth - General 23min

Bertocci 2016 Modern Authentication with Azure Active Directory for Web 
Applications – Vittorio Bertocci

2016 Book Application development - Integration - 
AAD

1.3 lbs

Bilbie Guide A Guide to OAuth 2.0 Grants – Alex Bilbie 2016 Article OAuth - Grants 7min

Kawasaki 
Findings

Full-Scratch Implementor of OAuth and OpenID Connect Talks 
About Findings – Takahiko Kawasaki

2016 Article OAuth - OIDC - Implementation 36min

Le Deng Explains OAuth 2 Explained – Le Deng 2016 Video OAuth - General 11min

Schwartz's Verses OAuth vs. SAML vs. OpenID Connect – Mike Schwartz 2016 Article General 4min

OIDC 
Implementer's

OpenID Connect Basic Client Implementer's Guide 1.0 2015 Spec Application development - OIDC 61min

Sanso Top 10 Top 10 OAuth 2 Implementation Vulnerabilities – Antonio Sanso 2015 Article OAuth - Security 6min

Jenkov Tutorial OAuth 2.0 Tutorial – by Jakob Jenkov 2014 Article OAuth - General 19min

OIDC Core OpenID Connect Core 1.0 2014 Spec OIDC - Specification - Core 170min

RFC 6819 OAuth 2.0 Threat Model and Security Considerations – RFC 6819 2013 Spec OAuth - Security 175min

Sakimura Vid Identity, Authentication + OAuth = OpenID Connect – Nat Sakimura 2013 Video General 6min

Boyd 2012 Getting Started with OAuth 2.0 – Ryan Boyd 2012 Book OAuth - General .25 lbs

Hammer Movin 
On

OAuth 2.0 - Looking Back and Moving On – Eran Hammer 2012 Video History - OAuth 30min

Hammer Time OAuth 2.0 and the Road to Hell – Eran Hammer 2012 Article History - OAuth 8min

RFC 6749 The OAuth 2.0 Authorization Framework – RFC 6749 2012 Spec OAuth - Specification 195min

Messina Reflects Where should the OpenID Foundation go in 2011? – Chris Messina 2011 Article History - OIDC 6min

Hammer History OAuth History – Eran Hammer 2009 Article History - OAuth 6min

IETF 1st OAuth 
BOF

IETF 73 OAuth BOF Minutes 2008 Article History - OAuth 5min

Globus Dev Guide Globus Auth Developer Guide ?? Article OAuth - Use 13min

Google 
Playground

OAuth 2.0 Playground – Google Live Site OAuth - Playground

Okta Playground OAuth 2.0 Playground – sponsored by Okta Live Site OAuth - Playground

OIDC FAQ OpenID Connect FAQ and Q&As ?? Article OIDC - General 9min

OneLogin on 
OIDC

Dev Overview of OpenID Connect – OneLogin ?? Article OIDC 6min

ORCID 
Playground

Explore the ORCID API with Google OAuth Playground Live Tutorial OAuth

Gluu Securing the Perimeter: Deploying Identity and Access Management 
with Free Open Source Software

2019 Book IAM topics with Gluu as example, 
including LDAP, Shib, OAuth 2

Notes:

https://medium.com/@darutk/the-simplest-guide-to-oauth-2-0-8c71bd9a15bb
https://medium.com/@darutk/diagrams-and-movies-of-all-the-oauth-2-0-flows-194f3c3ade85
https://github.com/rohe/ojou_course/blob/master/presentation/OIDC%20Fed%20in%20pictures.pdf
https://github.com/rohe/ojou_course
https://niif.videotorium.hu/en/channels/2789/ojou-course-2017
http://bit.ly/cloud_primers
https://aaronparecki.com/oauth-2-simplified/
https://oauth2simplified.com/
https://stackoverflow.com/questions/33702826/oauth-authorization-vs-authentication
https://medium.com/@justinsecurity/deployment-and-hosting-patterns-in-oauth-a1666dc0d966
https://www.manning.com/books/oauth-2-in-action
https://developer.okta.com/blog/2017/06/21/what-the-heck-is-oauth
https://blogs.msdn.microsoft.com/microsoft_press/2016/01/04/new-book-modern-authentication-with-azure-active-directory-for-web-applications/
https://blogs.msdn.microsoft.com/microsoft_press/2016/01/04/new-book-modern-authentication-with-azure-active-directory-for-web-applications/
https://alexbilbie.com/guide-to-oauth-2-grants/
https://medium.com/@darutk/full-scratch-implementor-of-oauth-and-openid-connect-talks-about-findings-55015f36d1c3
https://medium.com/@darutk/full-scratch-implementor-of-oauth-and-openid-connect-talks-about-findings-55015f36d1c3
https://www.youtube.com/watch?v=L1PDqJkedZ0
https://www.gluu.org/blog/oauth-vs-saml-vs-openid-connect/
http://openid.net/specs/openid-connect-basic-1_0.html
http://blog.intothesymmetry.com/2015/12/top-10-oauth-2-implementation.html
http://tutorials.jenkov.com/oauth2/index.html
http://openid.net/specs/openid-connect-core-1_0.html
https://tools.ietf.org/html/rfc6819
https://nat.sakimura.org/2013/07/05/identity-authentication-oauth-openid-connect/
http://profs.degroote.mcmaster.ca/ads/sartipi/courses/SC/w13/5.Resources/4.Security/Authorization/getting_started_with_oauth_2.0.pdf
https://vimeo.com/52882780
https://hueniverse.com/oauth-2-0-and-the-road-to-hell-8eec45921529
https://tools.ietf.org/html/rfc6749
https://medium.com/chris-messina/where-should-the-openid-foundation-go-in-2011-3a9c3557a093
https://hueniverse.com/history-bcf7fcd9ee24
https://www.ietf.org/proceedings/73/minutes/oauth.txt
https://docs.globus.org/api/auth/developer-guide/
https://developers.google.com/oauthplayground/
https://www.oauth.com/oauth2-playground/
http://openid.net/connect/faq/
https://developers.onelogin.com/openid-connect
https://members.orcid.org/api/explore-orcid-api-google-oauth-playground
https://www.apress.com/us/book/9781484226001
https://www.apress.com/us/book/9781484226001


1.  
2.  

Estimated durations (duration column) are drawn from the materials themselves or using . Book weights are from Amazon.read-o-meter
Some publish dates (year column) are best guesses or estimates based on activity in related repositories.

http://niram.org/read/
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