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This will log to a file for web services. You need Grouper WS v2.3.0+ patch 12.

The log will have one entry for a request.

Configure

In the log4j.properties, configure the web services to a file for debug

| 0g4j . appender . gr ouper _ws = org. apache. | 0g4j . Dai | yRol | i ngFi | eAppender
| og4j . appender. grouper _ws. File = ${grouper. hone}l ogs/ grouper _ws. | og

| 0g4j . appender . grouper _ws. Dat ePattern ='.yyyy-Midd

| 0og4j . appender . gr ouper _ws. MaxBackupl ndex = 30

| og4j . appender . gr ouper _ws. | ayout = org. apache. | og4j . Pat t er nLayout

| 0og4j . appender . grouper _ws. | ayout . Conversi onPattern = %d{|S08601}: %dm

| 0g4j . appender . gr ouper _ws_| ongRunni ng = org. apache. | og4j . Dai | yRol | i ngFi | eAppender

| og4j . appender . gr ouper _ws_| ongRunni ng. Fi |l e = ${grouper. hone}! ogs/ grouper _ws_| ongRunni ng. | og
| 0g4j . appender . grouper _ws_l ongRunni ng. Dat ePat tern ='.yyyy-Midd

| 0g4j . appender . gr ouper _ws_| ongRunni ng. MaxBackupl ndex = 30

| 0og4j . appender . grouper _ws_| ongRunni ng. | ayout = org. apache. | og4j . Pat t er nLayout

| og4j . appender . gr ouper _ws_| ongRunni ng. | ayout . Conver si onPattern = %il{| S0C8601}: %?m

# ws | ogs

| 0og4j . | ogger. edu. i nternet 2. m ddl ewar e. grouper.ws. util .G ouperWLog = DEBUG grouper_ws

| 0og4j . additivity.edu.internet?2. mddl eware. grouper.ws. util.G ouperWLog = fal se

1 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. grouper. ws. util. G ouper WsLongRunni ngLog = DEBUG, grouper_ws_| ongRunni ng
| og4j.additivity.edu.internet2.nm ddl eware. grouper.ws. util.G ouperWLongRunni ngLog = fal se

Example

2018-05-01 18:57:43,764: start: 18:57:43.638, renpteAddr: 127.0.0.1, requestUrl: http://local host: 8088/ grouper W
/ servi cesRest/v2_3_000/ per m ssi onAssi gnnents, method: getPerm ssionAssignnents, clientVersion: 2.3.0,

i medi ateOnly: fal se, includeAssignnmentsOnAssignnments: false, includeAttributeAssignments: false,
includeAttributeDef Nanes: fal se, includeGoupDetail: false, includeLinmts: false,

i ncl udePer m ssi onAssignDetail: false, includeSubjectDetail: false, pointlnTimeFrom 2018-05-01 18:57:43. 076,

poi nt I nTi meTo: 2018-05-01 18:57:43.076, wsAttributeDef Lookups: Array size: 1: [0]: nane: aStem perni ssionDef,
user | dLoggedl n: G ouper System userldLoggedl nSource: g:isa, success: T, resultCode: SUCCESS, serverVersion:
2.3.0, resultsSize: 0, elapsedMIlis: 126

2018-05-01 21:50:48,283: start: 21:50:48.272, renpteAddr: 127.0.0.1, requestUrl: http://l ocal host: 8088/ grouper W
| servi cesRest/v2_3_000/attribut eDef Nanes, method: findAttributeDefNanes, clientVersion: 2.3.0,

wsAt tri but eDef NaneLookups: Array size: 2: [0]: nane: aSteml:newAttributeDef Nanel, [1]: nane: aSteml:

newAt t ri but eDef Name2, user|dLoggedl n: G ouper System userldLoggedl nSource: g:isa, success: T, resultCode:
SUCCESS, serverVersion: 2.3.0, resultsSize: 2, elapsedMIlis: 11

2018-05-01 19: 09: 56,943: start: 19:09:56.901, renoteAddr: 127.0.0.1, requestUrl: http://] ocal host: 8088/ grouper W
/ servi cesRest/v2_3_000/ nenber shi ps, nethod: get Menberships, clientVersion: 2.3.0, includeG oupDetail: false,

i ncl udeSubj ectDetail: false, subjectAttributeNanes: Array size: 2: [0]: a, [1]: nane, wsG oupLookups: Array
size: 2: [0]: nane: aStem aGoup, [1]: name: aStem aG oup2, wsMenberFilter: Al, userldLoggedln: G ouperSystem
user | dLoggedl nSource: g:isa, success: T, resultCode: SUCCESS, serverVersion: 2.3.0, resultsSize: 4,

el apsedM I lis: 41

Request and correlation id
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Set these headers for request and correlation id

X-Correlation-1d: xyz
X- Request-1d: abc

The log messages on the server will look like this

2022-12-12T22: 36: 40, 099: [ http-ni o- 8080- exec-7] DEBUG Grouper Logger . debug(62) - [< G ouperSystem- 127.0.0.1 >]

- reqld: abc, corrld: xyz, start: 22:36:19.842, renoteAddr: 127.0.0.1, requestUrl: http://I|ocal host: 8080

/ grouper -ws/ servi cesRest/ 2. 6. 0/ groups, nethod: addMenber, clientVersion: 2.6.0, includeGoupDetail: false,
includeSubjectDetail: false, replaceAllExisting: false, subjectLookups: Array size: 2: [0]: subjectld: test.
subject.0, [1]: subjectld: test.subject.l, txType: NONE, wsG oupLookup: nane: aStem aG oup, userldLoggedln:
Grouper System user | dLoggedl nSource: g:isa, successes: 2, failures: 0, success: T, resultCode: SUCCESS,
serverVersion: 2.6.0, resultsSize: 2, elapsedMllis: 266
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