Grouper Ul - Assign/view permissions

You can view assigned permissions, assign new permissions and remove existing assigned permissions in new Ul.
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When the group is not of type role, you will see the screen below which has a button to convert the group into a role.
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When the group is already of type role, you will see the assigned permissions and also a button to assign new permission as shown below.
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Role permissions

Permissions assigned to roles are inherited to all entities who are members of the role
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Clicking on the Assign permission will open a form shown below which will allow the users to assign permission to the selected group.
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The definition part of the permission holds the settings, security, metadata. Generally permission definitions have multiple
permission resources.

The permission resource is the part of the permission which is assigned to owner objects. Generally multiple permission
resources are related to one permission definition.

A permission assignment has multiple parts, the role, or entity (in the context of a role), the resource, and the action. For
example, the role might be Payroll User, the entity might be John Smith, the resource might be Org123, and the action might
be Read or Write. The permission definition defines which actions are available for that definition. The list of actions is free-
form. Generally there are not more than a few dozen actions for a permission definition.
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Normally a permission assignment will be allow. The default is for the permission to not be allowed. But if you have
inheritance, and you want to allow a wider set, and restrict a part, then disallow here. For example you could allow Al and
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Clicking on the View permissions link in the Permissions actions dropdown lists all the permissions, limits assigned and unassigned as shown below:
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You can click on the Add limit link above to assign limits to the permission as shown below:
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You can also analyze the results of the permission assignments by clicking on the Analyze results link.



iy oo More v
My favorites

My services Members Privileges More ~
My activity

Miscellaneous .
Analyze permission result

Admin Ul The overall result of whether a role or a subject in a role can perform an action on a resource could depend on many permission
Lite Ul assignments which imply other permissions. This screen shows the relevant assignments and which assignment is responsible for the
result.
Browse folders 4] Permission type Role
388 tost-
= Root Role ™ test-group
+ () attestation_folder Action view
+ [ etc Permission resource # blog entry1
# @ root Permission definition 4 permission_attribute_def1
(= test
uuip 3d13e2fbd030416dbfb34443ed890e68
+ [ testt
test-group Start permission on date 2017/06/14 (yyyy/mm/dd)
i test-loader-group End permission on date 2018/06/06 (yyyy/mm/dd)
4+ permission_attribute_def Permission result @

1 blog entry

Result reason
This explains why the relevant assignments cause the result

Permission  Permission

type role Action  Resource Allowed
Role i test-group  view #“iblogentryl @

Assignment  Rank

reason

Permission definition uuiD

£ permission_attribute_def1

You can edit the permission assignment start date and end date by clicking on the Edit permission link. The form is shown below:
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There is a menu to add limit value, edit limit and delete limit as shown in the screenshot below:
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Clicking on the Add value option above allows the users to add value to limit assignment as shown in the screenshot below:
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Limit start date and end date can be edited by clicking on the Edit limit from the dropdown. The form is shown below:



WUICK IINKS = a LCoLTyivupy

My groups this is for testing
My folders Morets
My favorites

My services Members Privileges More ~
My activity

Miscellaneous Permission role  test:test-group

Admin Ul
Lite Ul Permission name test:test1:blog entry1
Browse folders = Action  view
(= Root Limit name etc:attribute:permissionLimits:amount less than or equal to
+ [ attestation_folder
) ete Permission assignment  abf877721ce54cdb8339df26e8cdaads
- uuID
+ [ root
& test Start limit on date (yyyy/mm/dd)
+ [0 testt
fiatestiofoun End limit on date (yyyy/mm/dd)
¢ test-loader-group
£+ permission_attribute_def
% blog entry Submit Cancel

Once a limit has been assigned, the value can be edited and deleted as shown in the screenshot below:
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Clicking on the Delete value deletes the assigned value and clicking on the Edit value opens the form as shown below:
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