Grouper loader real time updates
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This feature allows you to have incremental loading of memberships for SQL and LDAP based loader jobs. For SQL jobs, you can add database triggers
onto your existing loader tables to populate a new table to indicate which users have been updated for which jobs. And for both SQL and LDAP jobs, you
can add messages to a message queue and have Grouper look for changes there. Then the incremental loader can process updates quickly just for those
users.

If you use this with SQL_GROUP_LIST or LDAP_GROUPS_FROM_ATTRIBUTES, the loader job must have grouperLoaderGroupsLike configured. Also,
for SQL_GROUP_LIST and LDAP_GROUPS_FROM_ATTRIBUTES, if a new group doesn't exist in Grouper yet, the incremental loader will trigger a full
sync.

Support for LDAP_SIMPLE and LDAP_GROUP_LIST jobs is minimal right now. If a message is added to the message queue for those 2 types of jobs, a
full sync is simply performed. If you plan to use this feature and would like to see this improved, please contact the Grouper Team.

For LDAP_GROUPS_FROM_ATTRIBUTES, the specified loaderGroupName can be ALL_LDAP_GROUPS and that will sync all groups of
type LDAP_GROUPS_FROM_ATTRIBUTES for the given user.

Configuration

By default, multiple threads will be used to improve performance. This is the default configuration but can be adjusted in grouper-loader.properties.

| oader. i ncrenment al Thr eads=true
| oader . i ncrenent al Thr eadPool Si ze=10

In grouper-loader.properties, configure your incremental jobs. You can have multiple jobs, which would mainly be relevant if you use multiple databases
for your loader jobs.

ot herJob. i ncrenent al Loader 1. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader | ncr ement al Job

ot herJob. i ncrenment al Loader 1. quartzCron = 0 * * * * ?

ot herJob. i ncrenment al Loader 1. dat abaseNanme=war ehouse
i
i

ot her Job. i ncrenent al Loader 1. t abl eNane=nyi ncr ement al t abl e

ot her Job. i ncrenment al Loader 1. ski pl f Ful | SyncDi sabl ed=t rue

ot herJob. i ncrenent al Loader 2. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader | ncr ement al Job
ot herJob. i ncrement al Loader 2. quartzCron = 0 * * * * ?

ot her Job. i ncrenent al Loader 2. t abl eNanme=nyi ncr enent al t abl e

i
i

ot her Job. i ncrenent al Loader 2. dat abaseNanme=war ehouse2
i

ot her Job. i ncrement al Loader 2. ski pl f Ful | SyncDi sabl ed=true

Note that skiplfFullSyncDisabled defaults to true. This means that updates to groups will be skipped if the overall loader job associated with the group is
disabled. This status is available in the "All daemon jobs" page.

Database setup

Your incremental table should have the following columns:

id - primary key (e.g. auto incremental or a sequence)

subject_id - mutually exclusive with subject_identifier/subject_id_or_identifier
subject_identifier - mutually exclusive with subject_id/subject_id_or_identifier
subject_id_or_identifier - mutually exclusive with subject_id/subject_identifier
subject_source_id - optional

loader_group_name - Grouper group name of the loader group that stores the definition.
timestamp - milliseconds. Your trigger should populate this.

completed_timestamp - milliseconds. The incremental loader will populate this when the row is processed. After one day, the row will be deleted.
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HSQLDB:

CREATE TABLE nyi ncrenental t abl e
(
id I NTEGER NOT NULL,
subj ect _i d VARCHAR(255),
subj ect _identifier VARCHAR(255),
subj ect _id_or_identifier VARCHAR(255),
subj ect _source_i d VARCHAR(255),
| oader _group_nanme VARCHAR(1024) NOT NULL,
tinmestanp BI G NT NOT NULL,
conpl eted_ti mestanp BI G NT,
PRI MARY KEY (id)

Postgresqgl: Note that the trigger (see exanples below) does not need to fill in the tinmestanp as it
defaults in the table DDL. The indexes are suggested if you are putting nore than a 1000 or so rows
in here per day. Mst sites run the incremental _| oader very often, so the query to find zero rows
shoul d conpl ete very quickly.

CREATE TABLE | F NOT EXI STS nyi ncrenent al t abl e(
id SERIAL NOT NULL UNI QUE,
subj ect _id VARCHAR( 256 ),
subj ect _identifier VARCHAR( 256 ),
subj ect _id_or_identifier VARCHAR( 256 ),
subj ect _source_i d VARCHAR( 256 ),
| oader _group_nane VARCHAR( 1024 ) NOT NULL,
timestanp BI G NT NOT NULL DEFAULT( EXTRACT(EPOCH FROM CLOCK_TI MESTAMP())*1000:: BI G NT ),
conpl eted_timestanp Bl G NT,
PRI MARY KEY( id )

)

CREATE | NDEX | F NOT EXI STS nyi ncrenent al t abl e_conpl et ed_ti mest anp_i ndex ON
nyi ncrenental tabl e( conpl eted_tinestanp );

CREATE | NDEX | F NOT EXI STS nyi ncrenent al t abl e_| oader _gr oup_nane_i ndex ON
nyi ncrenent al t abl e( | oader _group_nane );

GRANT ALL ON nyincrenental tabl e TO grouper ROLE;
GRANT ALL ON mnyi ncrenental tabl e_i d_seq TO grouper ROLE;

-- This mght be useful as well.

CREATE OR REPLACE VI EWvi ew_nyi ncrenental tabl e AS
SELECT subject_id, TO TI MESTAMP( tinmestanp/ 1000 ) AS queued_ti nestanp,
TO_TI MESTAMP( conpl eted_ti mest anp/ 1000 ) AS conpl eted_ti nest anp,
TO_TI MESTAMP( conpl et ed_ti mest anp/ 1000 ) -
TO_TI MESTAMP( ti nestanp/ 1000 ) AS el apsed

FROM nyi ncrenent al t abl e ORDER BY i d DESC,

GRANT SELECT ON nyi ncrenental table TO grouper ROLE;

Messaging
If you are triggering updates via messaging instead of database triggers, the table above is still needed. A builtin message listener will simply monitor your
queue and add rows to the table. Note that the "id" column has to be populated automatically on insert (i.e. use an auto increment type column or use a

trigger to populate based on a sequence before the insert).

In your grouper-loader.properties file, add the following configuration for a new message listener:



nessagi ng. | i stener. myCust omvessagi ngLi stener. cl ass = edu. i nternet2. m ddl ewar e. gr ouper . app. | oader.
Grouper Loader | ncr enent al Messagi ngli st ener

messagi ng. | i st ener. nyCust omVessagi ngLi stener. quartzCron = 0 * * * * 2

nessagi ng. | i stener. myCust omvessagi nglLi st ener. messagi ngSyst enNane = grouper Bui | ti nMessagi ng
messagi ng. | i st ener. nyCust omVessagi nglLi st ener. queueNanme = abc

messagi ng. | i st ener. nyCust omVessagi nglLi st ener. nunber O Tri esPerlteration = 3

messagi ng. | i st ener. nyCust omvessagi nglLi st ener. pol | i ngTi meout Seconds = 18

messagi ng. | i st ener. nyCust omVessagi ngLi st ener. sl eepSecondsl nBetweenlterations = 0

nessagi ng. | i st ener. myCust omvessagi nglLi st ener. maxMessagesToRecei veAt Once = 20

# if there are 20 nessages to receive at once, then do this 50 tinmes per call max

messagi ng. | i st ener. nyCust omVessagi nglLi st ener. naxQut er Loops = 50

nessagi ng. | i st ener. myCust omvessagi ngLi st ener. i ncrenent al Loader JobNane = i ncrenent al Loader 1
nmessagi ng. | i st ener. nyCust onVessagi nglLi st ener. nessageQueueType = queue

= Update the messagingSystemName to point to your messaging system (Grouper supports a built in messaging system along with RabbitMQ,
AWS, etc).

" Update the queueName

" Update incrementalLoaderJobName based on what was configured earlier in the Configuration section above.

Format of messages:

{'subjectld :'"test.subject.0", 'loaderGoupNane':'test:owner', 'subjectSourceld :"'jdbc'}

® Must have subjectld, subjectldentifier or subjectldOrldentifier.
® Must have loaderGroupName
" subjectSourceld is optional

Fail safe

If there are more than a certain number of changes for a loader job, the incremental loader will avoid processing those changes and instead immediately
trigger a full sync. This helps with performance but also outsources fail safe to the full sync, which has its own configuration options. The number by
default is 100 but can be adjusted in grouper-loader.properties:

ot her Job. i ncrenent al Loader 1. ful | SyncThr eshol d=100

Examples

Exanpl e of SQL_SI MPLE using Oracle (loader table has a group nane field to allow rmultiple SQ_SI MPLE jobs):



Say you have a | oader table that |ooks |ike the follow ng:

CREATE TABLE nyl oadertabl e
(
subj ect _id VARCHAR( 255),
group_nanme VARCHAR(1024)
)

Wth the followi ng increnental table:

CREATE TABLE nyi ncrenental t abl e
(
id NUMBER NOT NULL,
subj ect _i d VARCHAR(255),
subj ect _identifier VARCHAR(255),
subj ect _id_or_identifier VARCHAR(255),
subj ect _source_i d VARCHAR(255),
| oader _group_nanme VARCHAR(1024) NOT NULL,
tinmestanp NUMBER NOT NULL,
conpl eted_ti mestanp NUMBER,
PRI MARY KEY (i d)
)

And a sequence for the prinmary key on the increnental table:
CREATE SEQUENCE nyi ncrenent al t abl e_seq;

And the follow ng | oader job:

addRoot Sten("test", "test")

addG oup("test", "loaderl", "loader1l")

groupAddType("test: | oader1", "grouperLoader")

set G oupAttr("test:|oaderl", "grouperLoader DbNane", "grouper")

set GoupAttr("test:|oaderl1", "grouperlLoaderType", "SQL_SIMPLE")

set GroupAttr("test:|oaderl", "grouperLoaderSchedul eType", "START_TO START_I NTERVAL")

set GoupAttr("test:|oaderl", "grouperLoaderQery", "select subject_id from nyl oadertable")
set GroupAttr("test:|oaderl", "grouperLoaderlnterval Seconds", "86400")

Assunming this is on the sane database as G ouper, you could add the followi ng configuration in grouper-|oader.
properties (run every 5 seconds):

ot herJob. i ncrenent al Loader 1. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader | ncr ement al Job

ot herJob. i ncrenent al Loader 1. quartzCron = 0/5 * * * * ?

ot her Job. i ncrenent al Loader 1. dat abaseNanme=gr ouper

ot her Job. i ncrenent al Loader 1. t abl eNane=nyi ncr enent al t abl e

And the followi ng trigger:

CREATE OR REPLACE TRI GGER mytri gger
AFTER | NSERT OR DELETE OR UPDATE ON nyl oadert abl e
FOR EACH ROW
DECLARE
timemllis NUMBER,
BEA N
sel ect extract(day from(sys_extract_utc(systinmestanp) - to_tinestanp('1970-01-01", 'YYYY-MMWDD ))) * 86400000
+ to_nunber (to_char(sys_extract _utc(systinestanp), 'SSSSSFF3')) into tinmemllis from dual;
IF (:new. subject_id is not null) THEN
I NSERT | NTO nyincrenental table (id, subject_id, |oader_group_nane, tinmestanp) val ues
(myi ncrenent al t abl e_seq. nextval , :new subject_id, :new group_name, tinemllis);
END | F;
IF (:old.subject_id is not null) THEN
I NSERT | NTO nyi ncrenental table (id, subject_id, |oader_group_nane, tinmestanp) val ues
(myincrenent al t abl e_seq. nextval, :old.subject_id, :old.group_nane, tinemllis);
END | F;
END;

Exanpl e of SQL_GROUP_LI ST using Oracle (assunes a single |oader job):



Say you have a | oader table that |ooks |ike the follow ng:

CREATE TABLE nyl oadertabl e
(
subj ect _id VARCHAR( 255),
group_nanme VARCHAR(1024)
)

Wth the followi ng increnental table:

CREATE TABLE nyi ncrenental t abl e
(
id NUMBER NOT NULL,
subj ect _i d VARCHAR(255),
subj ect _identifier VARCHAR(255),
subj ect _id_or_identifier VARCHAR(255),
subj ect _source_i d VARCHAR(255),
| oader _group_nanme VARCHAR(1024) NOT NULL,
tinmestanp NUMBER NOT NULL,
conpl eted_ti mestanp NUMBER,
PRI MARY KEY (i d)
)

And a sequence for the prinmary key on the increnental table:
CREATE SEQUENCE nyi ncrenent al t abl e_seq;

And the follow ng | oader job:
addRoot Sten("test", "test")

addG oup("test", "owner", "owner")
groupAddType("test:owner", "grouperLoader")
set GoupAttr("test:owner", "grouperLoader DbName", "grouper")

set GoupAttr("test:owner", "grouperlLoader Type", "SQL_GROUP_LIST")
set GoupAttr("test:owner", "grouperLoader Schedul eType", "START_TO START_I| NTERVAL")

set GoupAttr("test:owner", "grouperlLoaderQuery", "select group_nane, subject_id from nyl oadertable")
set GroupAttr("test:owner", "grouperLoaderlnterval Seconds", "86400")
set G oupAttr("test:owner", "grouperlLoader G oupsLike", "test:| oader%)

Assuning this is on the sane database as G ouper, you could add the follow ng configuration in grouper-|oader.
properties (run every 5 seconds):

ot her Job. i ncrenent al Loader 1. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader | ncr ement al Job

ot herJob. i ncrenent al Loader 1. quartzCron = 0/5 * * * * 2

ot her Job. i ncrement al Loader 1. dat abaseNanme=gr ouper

ot her Job. i ncrenent al Loader 1. t abl eNane=nyi ncr enment al t abl e

And the followi ng trigger:

CREATE OR REPLACE TRI GGER nytri gger
AFTER | NSERT OR DELETE OR UPDATE ON nyl oadert abl e
FOR EACH ROW
DECLARE
timemllis NUMBER,
BEA N
sel ect extract(day fron{sys_extract_utc(systinestanp) - to_tinestanp('1970-01-01', 'YYYY-MM DD ))) * 86400000
+ to_nunber (to_char(sys_extract _utc(systinestanp), 'SSSSSFF3')) into tinmemllis from dual;
I'F (:new subject_id is not null) THEN
I NSERT | NTO nyincrenental table (id, subject_id, |oader_group_nane, tinestanp) val ues
(myi ncrenent al tabl e_seq. nextval, :new subject_id, '"test:owner', tinmemllis);
END | F;
IF (:old.subject_id is not null) THEN
I NSERT | NTO nyincrenentaltable (id, subject_id, |oader_group_nane, tinestanp) val ues
(nyincremental tabl e_seq. nextval, :old.subject_id, 'test:owner', tinemllis);
END | F;
END;

Exanpl e of SQL_SI MPLE using MySQL (| oader table has a group nane field to allow nmultiple SQ_SI MPLE jobs):



Say you have a |oader table that | ooks |like the follow ng:

CREATE TABLE nyl oadertabl e
(
subj ect _i d VARCHAR( 255),
group_nanme VARCHAR(1024)
)

Wth the followi ng incremental table:

CREATE TABLE nyi ncrenental t abl e

(
id BIG NT NOT NULL AUTO_| NCREMENT,
subj ect _i d VARCHAR(255),
subj ect _identifier VARCHAR(255),
subj ect _id_or_identifier VARCHAR(255),
subj ect _source_i d VARCHAR(255),
| oader _group_nanme VARCHAR(1024) NOT NULL,
timestanp BI G NT NOT NULL,
conpl eted_timestanp Bl G NT,
PRI MARY KEY (i d)

)

And the follow ng | oader job:

addRoot Stenm("test", "test")

addG oup("test", "loaderl", "Iloader1")

gr oupAddType("test: | oader1", "grouperlLoader")

set GoupAttr("test:|oaderl", "grouperLoaderDbNane", "grouper")

set GoupAttr("test:|oaderl", "grouperLoader Type", "SQL_SIMPLE")

set GroupAttr("test:|oaderl", "grouperLoader Schedul eType", "START_TO START_I NTERVAL")

set GroupAttr("test:|oaderl", "grouperLoaderQuery", "select subject_id from nyl oadertable")
set GoupAttr("test:|oaderl", "grouperlLoaderlnterval Seconds", "86400")

Assuning this is on the sane database as G ouper, you could add the follow ng configuration in grouper-|oader.
properties (run every 5 seconds):

ot herJob. i ncrenent al Loader 1. cl ass = edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader . G- ouper Loader | ncr ement al Job

ot herJob. i ncrenent al Loader 1. quartzCron = 0/5 * * * * 2

ot her Job. i ncrement al Loader 1. dat abaseNanme=gr ouper

ot her Job. i ncrenent al Loader 1. t abl eNane=nyi ncr enent al t abl e

And the followi ng trigger:

delimter |
CREATE TRI GGER nytrigger_insert
AFTER | NSERT ON nyl oadert abl e
FOR EACH ROW
BEG N
I NSERT | NTO nyi ncrenental tabl e (subject_id, |oader_group_nane, tinmestanp) values (NEW subject_id, NEW
group_name, ROUND( UNI X_TI MESTAMP( CURTI ME(4)) * 1000));
END;

|
CREATE TRI GGER nytrigger_update
AFTER UPDATE ON nyl oadert abl e
FOR EACH ROW
BEA N
I NSERT | NTO nyi ncrenmental tabl e (subject_id, |oader_group_nane, tinestanp) values (NEW subject_id, NEW
group_name, ROUND(UNI X_TI MESTAMP( CURTI ME(4)) * 1000));
I NSERT | NTO nyi ncrenmental tabl e (subject_id, |oader_group_nane, tinestanp) values (OLD.subject_id, OLD.
group_name, ROUND(UNI X_TI MESTAMP( CURTI ME(4)) * 1000));
END;
|
CREATE TRI GGER nytrigger_del ete
AFTER DELETE ON nyl oadert abl e
FOR EACH ROW
BEG N
I NSERT | NTO nyi ncrenmental tabl e (subject_id, |oader_group_nane, tinestanp) values (OLD.subject_id, OLD.
group_name, ROUND(UNI X_TI MESTAMP( CURTI ME(4)) * 1000));
END;
|



delimter ;

Next steps / dev notes

® Better support for LDAP loader jobs - currently if there's an update for an LDAP job, it will just run the full sync, which obviously isn't
efficient. Proposed updates:
O The basic idea is to adjust the search filters when invoked via the real time loader to limit the results.
" LDAP_SIMPLE - Have a config option that converts the subject id/identifier to the DN
(grouperLoaderLdapSubjectReverseExpression). Basically, this is the opposite
of grouperLoaderLdapSubjectExpression. Then the real-time loader can quickly see if the user is supposed to be in the group
by adding the result of this expression to the search filter, e.g. (&(existingFilter)(subjectAttribute=result_of expression))
" | DAP_GROUP_LIST - Similar to above with the use of grouperLoaderLdapSubjectReverseExpression. Also, the group name
expression code should be moved to allow it to be reused by the real-time loader as well.
~ o A . .

_AE‘__‘:DAP_G'R'QHPS_" — — ".

© For SQL_GROUP_LIST, the real-time loader only works when grouperLoaderGroupsLike is specified. This was needed so that it knew
which groups were owned by the job and could adjust their memberships appropriately. Now that there's loader metadata, perhaps
SQL_GROUP_LIST and LDAP_GROUP_LIST can rely on that instead.
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