
cm_password_authenticators
Table cm_password_authenticator

Description Password Authenticator

Plugin Password Authenticator

Column Format Description Definition Comments

id integer, 
primary 
key

Row identifier autoincrement

authenticator_id integer, 
foreign 
key

Authenticator ID cm_authenticators:id

password_source varchar(2) How the password is generated and managed
AG: Autogenerate
EX: External
SL: Self Select

When set to External, the 
Password can only be set 
via the API

Added Registry v3.3.0

min_length integer Minimum permitted password length Between 8 and 64, default 8

Only applies if 
password_source is Self 
Select

max_length integer Maximum permitted password length Between 8 and 64, default 
64

Does not apply if 
password_source is 
External

format_crypt_php boolean Hash the password in Crypt format, as implemented by PHP password_h
 function using PASSWORD_DEFAULT, and suitable for use with ash pas

sword_verify
true: Hash the 
password in Crypt 
format
false: Do not hash 
the password in 
Crypt format

Added Registry v3.2.0

format_plaintext boolean Store the password in plaintext
true: Store the 
password in plaintext 
format
false: Do not store 
the password in 
plaintext format

Added Registry v3.2.0

format_sha1_ldap boolean Hash the password in Salted SHA1 format, suitable for use in LDAP 
authentication true: Hash the 

password in Salted 
SHA1 format
false: Do not hash 
the password in 
Salted SHA1 format

Added Registry v3.2.0

enable_ssr boolean Enable Self Service Reset
true: Self Service 
Reset enabled
false: Self Service 
Reset disabled

Added Registry v4.0.0, 
Removed Registry v4.1.0

ssr_validity integer Reset Token validity, in minutes Added Registry v4.0.0, 
Removed Registry v4.1.0

co_message_templ
ate_id

integer, 
foreign 
key

CO Message Template ID for ssr message cm_co_message_templates
:id

Added Registry v4.0.0, 
Removed Registry v4.1.0

redirect_on_succes
s_ssr

varchar
(256)

URL to redirect to on success of ssr Removed Registry v4.1.0

username_reminde
r_message_templa
te_id

integer, 
foreign 
key

CO Message Template ID for Username Reminder message cm_co_message_templates
:id

Not implemented
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