Grouper loader LDAP example from installer

Use mysql

Make a nmysqgl schema, utf8, utf8_bin collation: grouper_tenp.
Make a user grouper_tenp/grouper_tenp.
Grant all on grouper_tenp schema to grouper_tenp user.

Get the installer

[mchyzer @ 2ni devé ~]$ cd /tnp

[mchyzer @ 2mi dev6 tnp] $ nkdir | oader Exanpl e

[nthyzer @ 2ni dev6é tnp] $ cd | oader Exanpl e/

[ mchyzer @ 2ni dev6 | oader Exanpl e] $ pwd

/ t np/ | oader Exanpl e

[ mchyzer @ 2ni dev6 | oader Exanpl e] $ wget https://sof tware.internet2. edu/ grouper/rel ease/ 2. 3.0/ grouperlnstaller.jar
--2017-06-20 17:52:58-- https://software.internet?2. edu/grouper/rel ease/2.3.0/grouperlnstaller.jar
Resol ving software.internet2. edu (software.internet2. edu)... 2001: 48a8: 68fe:: 52, 207.75.164.52
Connecting to software.internet2.edu (software.internet2.edu)|2001: 48a8: 68f e: : 52| :443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 2411730 (2.3M [application/x-java-archive]

Saving to: a€ grouperlnstaller.jara€m™

100% >] 2,411,730 --.-K's in
0. 03s

2017-06-20 17:52:58 (90.9 MB/s) - a€ grouperlnstaller.jara€™saved [2411730/2411730]
[nchyzer @ 2ni dev6 | oader Exanpl €] $ j ava -version

java version "1.7.0_13"

[nchyzer @ 2ni dev6 | oader Exanpl e]$ java -jar grouperlinstaller.jar

Generally accept the defaults except



Enter the database URL [jdbc: hsqgl db: hsql://1 ocal host: 9001/ grouper]: jdbc:nysql://1ocal host: 3306/ grouper_tenp
Dat abase user [sa]: grouper_tenp

Dat abase password (note, you aren't setting the pass here, you are using an existing pass, this will be echoed
back) [<bl ank>]: grouper_tenp

[nchyzer @ 2ni deve ~]$ cd /tnp
[mchyzer @ 2mi dev6 tnp] $ nkdir | oader Exanpl e
[ nchyzer @ 2ni dev6é tnp] $ cd | oader Exanpl e/
[nchyzer @ 2mi dev6 | oader Exanpl €] $ pwd
/ t p/ | oader Exanpl e
[nchyzer @ 2mi dev6 | oader Exanpl e] $ wget https://sof tware.internet?2. edu/ grouper/rel ease/2.3.0/grouperlnstaller.jar
[nchyzer @ 2ni dev6 | oader Exanpl €] $ j ava -version
java version "1.7.0_13"
[nthyzer @ 2ni devé | oader Exanpl e] $ java -jar grouperlinstaller.jar
Sel ect the defaults except:

Do you want to use the default and included hsqgl db database (t|f)? [t]: f

Enter the database URL [jdbc: hsqgl db: hsql://1 ocal host: 9001/ grouper]: jdbc:nysql://1ocal host: 3306/ grouper_tenp
Dat abase user [sa]: grouper_tenp

Dat abase password (note, you aren't setting the pass here, you are using an existing pass, this will be echoed
back) [<bl ank>]: grouper_tenp

...install patches ...

Do you want to init the database (delete all existing grouper tables, add new ones) (t|f)? t

...install the test subjects and quickstart data ...

Do you want to install the user interface (t|f)? [t]:

What ports do you want tontat to run on (HTTP, JK, shutdown): [8080, 8009, 8005]: 8600, 8601, 8602

...install ui patches ...

Enter the G ouperSystem password: pass

Do you want to install web services (t|f)? [t]: f

Do you want to install the web services client (t|f)? [t]: f

Do you want to install the provisioning service provider next generation (t|f)? [t]: f

Do you want to install the provisioning service provider (t|f)? [t]: f

Do you want to install the grouper ws scim(t|f)? [t]: f

Lets work from Ul, set the log4j

[nchyzer @ 2mi dev6 | oader Exanpl e] $ enacs grouper. ui - 2. 3. 0/ di st/ grouper/WEB- | NF/ cl asses/ | og4j . properties
Add this line:

| 0g4j . | ogger . edu. i nternet 2. m ddl ewar e. gr ouper . app. | oader = DEBUG

Edit the sources

[nchyzer @ 2mi dev6 | oader Exanpl e] $ enacs grouper. ui - 2. 3. 0/ di st/ grouper/WEB- | NF/ cl asses/ subj ect . properties
Add the source from here:

https://spaces. at.internet 2. edu/ di spl ay/ G ouper/ G ouper +Loader +LDAP+exanpl es

## Configuration for source id: crmuDirectory
## Source configNanme: cnuDirectory

subj ect Api . source.cnuDirectory.id = crubDirectory



# this is a friendly nane for the source
subj ect Api . source. cnuDi rectory. name = CMJ Directory

# type is not used all that nmuch. Can have nmultiple types, commma separate. Can be person, group, application
subj ect Api . source. cnubDirectory. types = person

# the adapter class inplenents the interface: edu.internet2.nm ddl eware. subject. Source
# adapter class nmust extend: edu.internet?2. niddl eware. subject.provider. BaseSour ceAdapt er

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapter2 : if doing JDBC this should be used if
possible. All subject data in one table/view

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapt er . oldest JDBC source. Put freeform queries
in here

# edu.internet2. m ddl eware. grouper. subj . G ouper Jndi Sour ceAdapt er : used for LDAP

subj ect Api . source. cnuDi rectory. adapterd ass = edu. i nternet2. m ddl ewar e. gr ouper. subj . G ouper Jndi Sour ceAdapt er

# e.g. comsun.jndi.ldap.LdapCtxFactory
subj ect Api . source. cnuDi rectory. param | NI TI AL_CONTEXT_FACTORY. val ue = com sun. j ndi .| dap. LdapCt xFact ory

# e.g. ldap://local host: 389
subj ect Api . source. cnuDi rect ory. param PROVI DER_URL. val ue = | dap://|dap. andrew. cnu. edu: 389

# e.g. sinmple, none, sasl_nech
subj ect Api . source. cnuDi rect ory. param SECURI TY_AUTHENTI CATI ON. val ue = none

# |l dap attribute which is the subject id. e.g. exanpl eEduReglD Each subject has one and only one subject
id. Cenerally it is opaque and pernanent.
subj ect Api . source. cnuDi rectory. param Subj ect | D_Attri buteType. val ue = guid

# if the subject id should be changed to | ower case after reading fromdatastore. true or false
subj ect Api . source. cnuDi rect ory. param Subj ect | D_f or mat ToLower Case. val ue = fal se

# attribute which is the subject nane
subj ect Api . source. cnuDi rect ory. param Name_Attri but eType. val ue = cn

# attribute which is the subject description
subj ect Api . source. cnuDi rect ory. param Descri pti on_Attri buteType.value = cn

# the 1st sort attribute for lists on screen that are derived from nenber table (e.g. search for nmenber in
group)

# you can have up to 5 sort attributes

subj ect Api . source. cnuDi rectory. param sort Attri bute0.value = cn

# the 1st search attribute for lists on screen that are derived fromnmenber table (e.g. search for nenber in
group)

# you can have up to 5 search attributes

subj ect Api . source. cnuDi rect ory. param searchAttri but e0. val ue = searchAttri bute0

# attribute name of the emmil attribute
subj ect Api . source. cnuDi rectory. param enmi | Attri but eNane. val ue = nmil

#searchSubject: find a subject by ID. IDis generally an opaque and pernanent identifier, e.g. 12345678.
# Each subject has one and only on ID. Returns one result when searching for one ID.

# sql is the sql to search for the subject by id. 9% ERW6ow || be subsituted by the id searched for
subj ect Api . source. cnuDi rectory. sear ch. searchSubj ect. paramfilter.value = (& (gui d=%TERMA
(obj ect cl ass=cnuPer son))

# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . sour ce. cnuDi rect ory. sear ch. sear chSubj ect . param scope. val ue = SUBTREE_SCOPE

# base dn to search in
subj ect Api . source. cnuDi rect ory. sear ch. sear chSubj ect . par am base. val ue = ou=per son, dc=cnu, dc=edu

#sear chSubj ect Byl dentifier: find a subject by identifier. Identifier is anything that uniquely
# identifies the user, e.g. jsmth or jsmth@nstitution.edu.

# Subjects can have nultiple identifiers. Note: it is nice to have if identifiers are unique
# even across sources. Returns one result when searching for one identifier.

# sql is the sql to search for the subject by identifier. O9JERMAW || be subsituted by the identifier searched
for



subj ect Api . source. cnuDi rectory. search. searchSubj ect Byl dentifier.paramfilter.value = (&
(cnmuAndr ewConmonNanespacel d=%TERM/ (obj ect cl ass=cnuPer son))

# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . source. cnuDi rectory. sear ch. searchSubj ect Byl denti fi er. param scope. val ue = SUBTREE_SCOPE

# base dn to search in
subj ect Api . source. cnuDi rectory. sear ch. searchSubj ect Byl denti fi er. param base. val ue = ou=per son, dc=cnu, dc=edu

# search: find subjects by free formsearch. Returns nultiple results.

# sql is the sql to search for the subject by free formsearch. 9% ERMAow || be subsituted by the text searched
for

subj ect Api . source. cnubDirectory. search. search. paramfilter.value = (& (| (gui d=%ERV (| (cn=* %ERMA& )

(crmuAndr ewConmonNanespacel d=* 9% ERM4 ) ) ) (obj ect cl ass=cnuPer son))

# Scope Val ues can be: OBJECT_SCOPE, ONELEVEL_SCOPE, SUBTREE_SCOPE
subj ect Api . source. cnuDi rect ory. sear ch. search. param scope. val ue = SUBTREE_SCOPE

# base dn to search in
subj ect Api . source. cnuDi rectory. sear ch. sear ch. param base. val ue = ou=per son, dc=cnu, dc=edu

# attributes fromldap object to becone subject attributes. conmma separated
subj ect Api . source.cnuDirectory.attributes = cn, guid, cnuAndrewCommonNanespaceld, mail

# internal attributes are used by grouper only not exposed to code that uses subjects. conmmm separated
subj ect Api . source.cnubDirectory.internal Attributes = searchAttributeO

[nchyzer @ 2ni dev6 | oader Exanpl e] $ mv grouper. ui - 2. 3. 0/ di st/ grouper/ WEB- | NF/ cl asses/ sources. xml  grouper.ui-2.3.0
/ di st/ grouper/VEB- | NF/ cl asses/ sour ces. xn . bak

Edit the grouper loader properties

[ nthyzer @ 2ni dev6 | oader Exanpl e] $ emacs grouper. ui -2. 3. 0/ di st/ grouper/WEB- | NF/ cl asses/ grouper - | oader. properties

## LDAP connections

# specify the | dap connection with user, pass, url

# the string after "ldap." is the ID of the connection, and it should not have
# spaces or other special chars init. In this caseis it "personLdap"
| dap. per sonLdap. url = Idap://| dap. andrew. cnu. edu/ dc=cru, dc=edu

| dap. per sonLdap. user =
| dap. per sonLdap. pass =

Add the LDAP from attributes source from here

Grouper Loader LDAP examples#LDAPgroupsfromattributes


https://spaces.at.internet2.edu/display/Grouper/Grouper+Loader+LDAP+examples#GrouperLoaderLDAPexamples-LDAPgroupsfromattributes

[ nchyzer @ 2mi dev6 | oader Exanpl e] $ ./ apache-tontat - 8. 5. 12/ bi n/ shut down. sh
Usi ng CATALI NA_BASE: /t np/ | oader Exanpl e/ apache-tontat-8.5. 12

Usi ng CATALI NA_HOVE: /t np/ | oader Exanpl e/ apache-tontat-8.5. 12

Usi ng CATALI NA_ TWMPDI R /t np/| oader Exanpl e/ apache-tontat-8.5.12/tenp

Usi ng JRE_HOVE: / home/ nchyzer/ sof t ware/ j ava
Usi ng CLASSPATH: /t np/ | oader Exanpl e/ apache-tontat-8.5. 12/ bi n/ boot strap. jar:/tnp/| oader Exanpl e/ apache-
tontat-8.5.12/bin/tontat-juli.jar

[ rchyzer @ 2mi dev6 | oader Exanpl e] $ ./ apache-tontat-8.5. 12/ bi n/ startup. sh
Usi ng CATALI NA_BASE: /t mp/ | oader Exanpl e/ apache-tontat-8.5. 12

Usi ng CATALI NA_HOVE: /t np/ | oader Exanpl e/ apache-tontat-8.5. 12

Usi ng CATALI NA_TMPDI R: /tnp/ | oader Exanpl e/ apache-tontat-8.5. 12/ tenp

Usi ng JRE_HOVE: / homre/ nchyzer/ sof t war e/ j ava
Usi ng CLASSPATH: /t np/ | oader Exanpl e/ apache-tontat-8.5. 12/ bi n/ bootstrap. jar:/tnp/l oader Exanpl e/ apache-
tonctat-8.5.12/bin/tontat-juli.jar

Tontat started.
[nchyzer @ 2ni dev6 | oader Exanpl e] $

Login and make a loader folder / group

(® localhost:3600/grouper/grouperli/

Authentication Required

http://localhost:8800 requires a username and password.

User Name: GrouperSystem
F

Password: |

Log In Cancel



Home

New folder

Create in this folder:

Folder name:

Folder ID:

Description:

Root

Enter a felder name cor search for a folder where vou are allowed to create new folders.
Enter "Root’ for the top level folder

loader

Mame is the label that identifies this folder, and might ¢hange.

loader () Edit the ID

|0 is the unigue identifier for this folder. It should be short and simple, and might have character restrictions. The ID should
rarely change, if ever.

Description contains notes about the folder, which could inc lude: what the folder represents, why it was created, efc.

Save Cancel



New group

Create in this folder;  |loader
Enter a folder name or search for a folder where you are allowed to create new groups.

Group name: loaderl daplGroupsFromAttributes

MName is the label that identifies this group, and might change.
Group I1D: loaderL dapGroupsFromAttributes () Edit the ID
1D is the unigue identifier for this group. It should be short and simple, and might have character restrictions. The ID should

rarely change, if ever.

Description:

Description containg notes about the group, which could include: what the group represents, why it was created, etc.

Show advanced properties ~

Cancel
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