Penn service principals from kerberos and web service
authentication

We have a table (this is oracle, but you can easily translate for your database):

(note, assumes you have a hibernate_sequence Oracle sequence... you could adjust that to do something else or uuid if you like...

CREATE TABLE SERVI CE_PRI NCI PALS
(

PRI NCI PAL_NAME VARCHAR2(512 CHAR),
ID | NTEGER,
LAST_UPDATED TI NESTAMP( 6) ,
REASON VARCHAR2( 4000 CHAR)

)

COMMENT ON COLUMN SERVI CE_PRI NCl PALS. REASON IS "reason for adding this principal';

CREATE UNI QUE | NDEX SERVI CE_PRI NCI PALS_PK ON SERVI CE_PRI NCI PALS
(PRI NCI PAL_NAME) ;

ALTER TABLE SERVI CE_PRI NCI PALS ADD (
CONSTRAI NT SERVI CE_PRI NCI PALS_PK
PRI MARY KEY
( PRI NCI PAL_NAME)

USI NG | NDEX SERVI CE_PRI NCI PALS_PK) ;

Then we have a subject source (subjectproperties not sources.xml):

## Configuration for source id: servPrinc
## Source configName: servPrinc

subj ect Api . source. servPrinc.id = servPrinc
# this is a friendly nane for the source
subj ect Api . source. servPrinc. nane = Kerberos service principals

# type is not used all that much. Can have multiple types, comma separate. Can be person, group, application
subj ect Api . source. servPrinc.types = application

# the adapter class inplenents the interface: edu.internet2.m ddl eware. subject. Source

# adapter class nust extend: edu.internet2. m ddl eware. subject. provi der. BaseSour ceAdapt er

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapter2 : if doing JDBC this should be used if
possible. Al subject da

ta in one table/view

# edu.internet2. m ddl eware. grouper. subj . G ouper JdbcSour ceAdapt er . oldest JDBC source. Put freeform queries
in here
# edu.internet2. m ddl eware. grouper. subj . G ouper Jndi Sour ceAdapt er . used for LDAP

subj ect Api . source. servPrinc. adapter Cl ass = edu.internet2. m ddl ewar e. subj ect. provi der. JDBCSour ceAdapt er

subj ect Api . sour ce. servPrinc. param j dbcConnecti onProvi der. val ue = edu. i nternet?2. ni ddl ewar e. gr ouper . subj .
G ouper JdbcConnect i onProvi der

subj ect Api . sour ce. servPri nc. param naxPageSi ze. val ue = 100

# | dap attribute which is the subject id. e.g. exanpl eEduReglD Each subject has one and only one subject
id. Cenerally it is opa

que and pernmanent.

subj ect Api . sour ce. servPrinc. param Subj ect| D AttributeType.value = | oginid

# attribute which is the subject nane
subj ect Api . source. servPrinc. param Name_Attri but eType. val ue = nane



# attribute which is the subject description
subj ect Api . sour ce. servPrinc. param Description_AttributeType. val ue = description

# the 1st sort attribute for lists on screen that are derived from nmenber table (e.g. search for nmenber in
group)

# you can have up to 5 sort attributes

subj ect Api . source. servPrinc. param sort Attri bute0.value = loginid

# the 1st search attribute for lists on screen that are derived fromnenber table (e.g. search for nenber in
group)

# you can have up to 5 search attributes

subj ect Api . source. servPrinc. param sear chAttri bute0.value = | oginid

subj ect Api . source. servPrinc. param usel nC auseFor | dAndl dentifier.value = true
subj ect Api . source. servPrinc. paramidentifierAttributes.value = loginid

#searchSubject: find a subject by ID. IDis generally an opaque and permanent identifier, e.g. 12345678.
# Each subject has one and only on ID. Returns one result when searching for one ID.
subj ect Api . source. servPrinc. search. sear chSubj ect. param nunPar aneters.value =1

# sql is the sql to search for the subject by id should use an {inclause}
subj ect Api . source. servPrinc. search. sear chSubj ect. param sql . val ue = sel ect princi pal _name as nane,
princi pal _nane as | oginid, princi pal _nane as description from service_principals where {incl ause}

# inclause allows searching by subject for nmultiple ids or identifiers in one query, nust have {inclause} in
the sql query,

# this will be subsituted to in clause with the following. Should use a question mark ? for bind variable
subj ect Api . source. servPrinc. search. sear chSubj ect. param i ncl ause. val ue = princi pal _name = ?

#searchSubj ect Byl dentifier: find a subject by identifier. |Identifier is anything that uniquely
# identifies the user, e.g. jsnmth or jsmth@nstitution.edu.

# Subjects can have multiple identifiers. Note: it is nice to have if identifiers are unique
# even across sources. Returns one result when searching for one identifier.

subj ect Api . source. servPrinc. search. sear chSubj ect Byl denti fi er. param nunParaneters.value = 1

# sql is the sql to search for the subject by identifier should use an {inclause}

subj ect Api . source. servPrinc. search. sear chSubj ect Byl denti fi er. param sql . val ue = sel ect princi pal _nane as
nane, princi pal _nane as | oginid, princi pal _nanme as description from service_principals where
{incl ause}

# inclause allows searching by subject for nmultiple ids or identifiers in one query, nust have {inclause} in
the sql query,

# this will be subsituted to in clause with the following. Should use a question mark ? for bind variable
subj ect Api . source. servPrinc. search. searchSubj ect Byl denti fi er. param i ncl ause. val ue = principal _name = ?

# search: find subjects by free formsearch. Returns nultiple results.
subj ect Api . sour ce. servPrinc. search. sear ch. param nunPar aneters.value = 1

# sql is the sql to search for the subject free-formsearch. user question nmarks for bind variables

subj ect Api . source. servPrinc. search. search. param sql . val ue = sel ect princi pal _name as nane, princi pal _nane
as loginid, princi pal _name as description from service_principals where (1 ower (princi pal _nanme) Iike

| oner (concat (' %, concat (?,"'%))))

Then we have a subject source (sources.xml (if you havent converted to subject.properties yet), not subject.properties):

<l-- Service Principal Subject Resolver -->
<source adapterC ass="edu. i nternet2. m ddl eware. subj ect. provi der. JDBCSour ceAdapt er" >
<i d>servPrinc</id>
<nane>Ker ber os servi ce princi pal s</ name>
<t ype>appl i cati on</type>
<init-parane
<par am nane>j dbcConnecti onPr ovi der </ par am nane>
<par am val ue>edu. i nt er net 2. m ddl ewar e. gr ouper . subj . G ouper JdbcConnect i onPr ovi der </ par am val ue>
</init-paran>



<l-- on a findPage() this is the nost results returned -->
<init-parane
<par am nane>nmaxPageSi ze</ par am nane>
<par am val ue>100</ par am val ue>
</init-paran>
<i ni t-paran
<par am nane>Subj ect | D_Attri but eType</ par am nane>
<par am val ue>| ogi ni d</ param val ue>
</init-paran>
<init-paranmp
<par am nane>Nane_At tri but eType</ par am nane>
<par am val ue>nane</ par am val ue>
</init-paranm>
<i ni t-paranp
<par am nane>Descri ption_Attri but eType</ param nanme>
<param val ue>descri pti on</ param val ue>
</init-paran>
<l-- init-paran>
<par am nane>maxResul t s</ par am nane>
<par am val ue>1000</ par am val ue>
</init-param -->

<i ni t-paranp
<param nanme>sortAttri but e0</ param nane>
<par am val ue>| ogi ni d</ param val ue>
</init-paranm
<init-parane
<par am nane>sear chAt t ri but e0</ par am nanme>
<par am val ue>| ogi ni d</ par am val ue>
</init-paran>
<I-- if you are going to use the inclause attribute
on the search to nake the queries batchabl e when searching
by id or identifier -->
<i ni t-paranmp
<par am nanme>usel nCl auseFor | dAndl denti fi er </ par am nane>
<par am val ue>t rue</ par am val ue>
</init-paranm

<!-- commu separate the identifiers for this row, this is for the findByldentifiers if using an in clause

<i ni t-paranp
<par am nane>i denti fi er Attri but es</ param nane>
<par am val ue>l ogi ni d</ par am val ue>
</init-paran>
<sear ch>
<sear chType>sear chSubj ect </ sear chType>
<par an>
<par am nane>nunPar anmet er s</ par am nane>
<par am val ue>1</ par am val ue>
</ par an»
<par an®>
<par am nanme>sql </ par am name>
<paramval ue>
sel ect
princi pal _name as nane,
princi pal _nanme as | oginid,
princi pal _name as description

from
service_principals
wher e
{incl ause}
</ param val ue>
</ par an>
<par an®>

<par am nane>i ncl ause</ par am nane>
<par amval ue>
principal _nane = ?
</ par am val ue>
</ par an»
</ search>



<search>
<sear chType>sear chSubj ect Byl denti fi er </ searchType>
<par an>
<par am name>nunPar anet er s</ par am nanme>
<par am val ue>1</ par am val ue>
</ par an»
<par ane
<par am name>sql </ par am name>
<param val ue>
sel ect
princi pal _name as nane,
princi pal _nanme as | oginid,
princi pal _nanme as description

from
service_principals
wher e
{incl ause}
</ par am val ue>
</ par an
<par an®

<par am nane>i ncl ause</ par am nane>
<par am val ue>
princi pal _name = ?
</ param val ue>
</ par an®>
</ search>
<sear ch>
<sear chType>sear ch</ sear chType>
<par an>
<par am nane>nunPar anet er s</ par am nane>
<par am val ue>1</ par am val ue>
</ par an»
<par an®
<par am nanme>sql </ par am name>
<par amval ue>
sel ect
princi pal _nane as nane,
princi pal _name as | oginid,
princi pal _name as description
from
service_principals
wher e
(1 ower (principal _nane) |ike |ower(concat('%,concat(?,'%))))
</ param val ue>
</ par an>
</ search>
</ sour ce>

Here is a GSH script (oracle) to add a new one:

edit kerb and reason...

[ appadmi n@ ast prod-ngnt - 01 bin]$ nore createKerbTest. gsh

grouper Sessi on = G ouper Sessi on. st art Root Sessi on();

kerb = "test_kerb/school . edu";

reason = "test kerb";

sgl Run("insert into service_principals (principal_nanme, id, |ast_updated,
hi ber nat e_sequence. nextval , systinestanp, '" + reason + "')");

addMenber ("school : etc: | dapUsers", kerb);

addMenber ("school : et c: webServi ceC i ent Users", kerb);

[ appadmi n@ ast prod-nmgnt-01 bin]$ ./gsh createKerbTest. gsh

Heres a GSH script (postgres) to add a new one:

reason)

values ('" + kerb + "',



grouper Sessi on = G ouper Sessi on. st art Root Sessi on();
kerb = "test_kerb2/school . edu”;

reason = "test kerb2 for john smith in dept a";
sgl Run("insert into service_principals (principal_nanme, id, |ast_updated, reason) values ('" + kerb + "',
(sel ect max(id)+1 from service_principals), CURRENT_TIMESTAWMP, '" + reason + "')");

addMenber ("school : etc: | dapUsers", kerb);
addMenber ("school : et c: webServi ceC i ent Users", kerb);
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