FU Berlin - Using Hooks

Wiki Grouper Release Grouper Grouper Community Internal Developer
Home Announcements Guides Deployment Contributions Resources
Guide

Defining own hooks

Step 1: Copying & pasting Grouper hooks to own java package

The original Grouper hooks are located in [Grouper API installation directory]/src/grouper/edu/internet2/middleware/grouper/hooks. The root is the edu
level, thus having edu.internet2.middleware.grouper.hooks as the package name.

We have introduced an additional class hierarchy [Grouper API installation directory]/src/grouper/newLevell/newLevel2/hooks.

Now copy & paste all original Grouper hooks, rename the class names to "MyXXXHook.java" (or anything) and modify the package name of each class to
newlLevell.newLevel2.hooks..

Step 2: Make sure the new hooks are found

Open the file [Grouper API installation directory]/conf/grouper.base.properties and copy all of the

hooks. xxx. cl ass=edu. your School . i t. Your School xxxHooks, edu. your School . i t. Your School xxxHooks2
lines into grouper.properties configuration file.

Now register the new classes by modifying the new entries:

hooks. attribute. cl ass=newLevel 1. newLevel 2. hooks. MyAt t ri but eHook

hooks. attri but eAssi gn. cl ass=newLevel 1. newLevel 2. hooks. M/Att ri but eAssi gnHook

(and so on for all hooks)

Step 3: Customize your hooks

By default the hooks are empty but you can use them easily for triggered actions. All hooks are executed automatically if the corresponding activity
happens. I.e. the MyGroupHook.groupPostUpdate() method will be executed after each group update. Now fill them with life.

Here are two examples of how we use them.

Sending mails if important member groups are deleted

We want to be notified if source groups that are direct members of target groups are deleted. For this the MyMembershipHook class is the right choice.
Here edit the membershipPostDelete() method.
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public void nmenbershi pPost Del et e( HooksCont ext hooksCont ext, HooksMenber shi pBean post Del et eBean) {

HooksMenber shi pChangeBean nenber shi pChangeBean = new HooksMenber shi pChangeBean (post Del et eBean. get Menber ship());
/1 get menbership infornations

Properties properties = System getProperties();
properties.setProperty("mail.sntp.host",

"your Host");

/1 smp host

Session session = Session. get Defaul t1nstance(properties);

if (postDel et eBean. get Menber shi p().get OmerGoupld() !'= null ) {

if ( menbershi pChangeBean. get G oup().getNanme().startsWth ("targets:") && /1
owner group is in target folder
menber shi pChangeBean. get Menber (). get Nane().startsWth ("sources:") && Il
nmenber is in source folder
menber shi pChangeBean. get Menber () . get Subj ect Sourcel dDb() . equals ("g:gsa") ) { /1

nenber is a group

try {
M neMessage nessage = new M meMessage(session);

message. set From(new | nt er net Addr ess(" sender @our Edu.

xx")); /1 sender
message. addReci pi ent (Message. Reci pi ent Type. TO, new | nt er net Addr ess("reci pi ent @our Edu.
xx")); /'l recipient
message. set Subj ect ( " Grouper G oup Renoval
Noti fication"); /1 subject
message. set Text (M------mmmmmm oo \n"
+ /1 nessage body

" Gouper Goup Renpval Notification \n" +

menber shi pChangeBean. get Menber () . get Nane()
+ /1 name of nenber group
"\n\nwas renoved fromn\n" +
menber shi pChangeBean. get Group() . get Nane()
+ /1 name of owner group
"\n\n");

Transport.send(nessage);

} catch (Messagi ngException nmex) {
mex. print StackTrace();
}
}

Setting privileges if groups are created within a certain stem

If groups are created within a certain stem some privileges are to be set automatically. This is done with the groupPostCommitinsert() method in
MyGroupHook.



public void groupPost Commitlnsert (HooksContext hooksContext, HooksG oupBean post CommitlnsertBean) {

G oup beanG oup = post ConmitlnsertBean. get G oup();
/'l get group informations

/* Read-Privilege for staff for all target groups */

if ( beanG oup.getName().startsWth("targets:"))
{
/1 all target groups
String enpl oyersGoupld = G oupFi nder. fi ndByName (G ouper Sessi on. st art Root Session(), "stem
group_of _enpl oyees", false).getld(); /1 id of staff group
beanG oup. grantPriv ( SubjectFinder.findByld ( enployersGoupld, false) , AccessPrivilege. READ
) /1 granting read privilege

}

/* Admin Privileges for xGroup for all nmyNet groups (i.e. groups that contain the string "nyNet" in their
full nane */

if ( beanG oup.getName().contains( "nyNet" ))

{
/1 all groups that contain "nyNet"
String xGoupld = G oupFi nder. fi ndByName (G ouper Session. startRoot Session(), "stemxGoup", false).

getld(); /1 id of xGoup
beanG oup. grantPriv ( SubjectFinder.findByld ( xGoupld, true), AccessPrivilege. ADM N
) /1 granting
admin privilege
}
}

Writing log entries into syslog if members or groups are deleted/added within a certain stem

Using MyMembershipHook. We want to log all membership changes of groups within the stem "xxx:myNet" into syslog.



/* Addi ng a menber */
public void nenbershi pPost AddMenber (HooksCont ext hooksCont ext, HooksMenber shi pChangeBean post AddMenber Bean) {

if ( post AddMenber Bean. get Menber shi p().get Oaer Groupld() !'= null )
{ // could also be a stem as owner,
but we're just interested in groups and their nenbers

if (post AddMenber Bean. get Group() . get Name().contains ("myNet")
&& /'l the
stemwe want to nonitor; the "nane" of the group contains the entire path
post AddMenber Bean. get Menber shi p().getFiel dld().equals (FieldFinder.find ("menbers", true).getUuid()))
{ /1 we don't want to get privs, just real nenbers

I ogToSysl og (hooksCont ext, post AddMenber Bean,
" Added") ;
/1 10gging
}
}
}

/* Renmpving a nenber */
public void menbershi pPost RembveMenber ( HooksCont ext hooksCont ext, HooksMenber shi pChangeBean
post Del et eMenber Bean) {

if ( postDel et eMenrber Bean. get Menber shi p() . get Omer Goupld() != null )
{ /1 could also be a stem as owner,
but we're just interested in groups and their nenbers

if (postDel et eMenber Bean. get Group(). get Name().contains ("nyNet")
&& /1 the stemwe
want to nonitor; the "nane" of the group contains the entire path
post Del et eMenber Bean. get Menber shi p().getFi el dld().equals (FieldFinder.find ("menbers", true).
getUuid())) { /1 we don't want to get privs, just real menbers

| ogToSysl og (hooksCont ext, postDel et eMenber Bean,

"Renpved") ;
/1 10gging
}
}
}

The method logToSyslog() is defined as additional function:



private static final String SYSLOG SEVERI TY =
"info";

/'l e.g. Error, Debug, Warning ...

private static final String SYSLOG FACI LITY
"l ocal 3";

/! e.g. localO, locall, local2 ...

private void | ogToSysl og (HooksCont ext context, HooksMenbershi pBean bean, String action) {

String nsg = " (G ouper)

+
/| conposing message text
"Group \"" + bean.get Menbership().get Omer G oup().get Extensi onDb() + "\": " +
action + " " + bean. get Menbership().get Menber().getSortStringl() +

" [" + bean. get Menbership().get Menber().getNane() + "]" +
"/ Initiated by: " + context.getSubjectLoggedln().getld();

try {

new ProcessBuil der( "logger", "-p", Integer.toString(lnteger.parselnt(SYSLOG FACI LITY +
SYSLOG SEVERITY, 2)), "\"", msg , "\"" ).start(); // calling conmand line function "logger" with argunents

} catch ( I CException e ) {
LOG error ("Syslog could not be witten in " + M/Menbershi pHook. cl ass. get Nane());

}

Here's an example of the resulting log entry:

Mar 21 12:59:28 9e:nyServer (G ouper) Goup "nmyGoup": Added Doe, John [jdoe] / Initiated by: nyNane

Supplying unixGroups with gidNumbers

This is currently done with attributes from Grouper 1.x that were turned into legacyAttributes with the latest Upgrade. We are currently working on
transferring our solution into the new Attribute Framework.
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