MDQ via Apache

This page documents an exploration of using Apache to serve MDQ queries. The challenge in this is with the forward slash character in entitylDs. By
default Apache will not server URLs whose path includes the forward slash character encoded as "%2F". Instead, it returns a 404 to these URLs. The
Apache directive AllowEncodedSlashes allows these URLSs to pass through.

Started with a basic CentOS 7 host. First update the packages and install ht t pd:

Update and install commands

sudo yum update -y
sudo yuminstall -y httpd
reboot

Next add ndq. conf , an apache configuration to serve MDQ files from a configured directory. This file must be placed in the directory / et ¢/ ht t pd/ conf .
d. The contents of that file are:

letc/httpd/conf.d/mdq.conf

<Virtual Host *:80>
Docurnent Root /var/ww/ ht m / ndq

# Allow %2F in URLs, and pass them through as ' %F
Al | owEncodedSl ashes NoDecode

# Use the correct content-type for the nmetadata

ForceType appl i cati on/ sanl net adat a+xni
</ Vi rtual Host >

Create the entities directory and restart httpd:

sudo nkdir -p /var/ww/ htm /ndg/entities

sudo systencttl restart httpd

Grab a few select files from the MDQ beta server:

cd /var/ww htm /ndg/entities

# Fetch the I nConmon federation nmanager
sudo wget -O https: ¥%2F¥2F m i nconmon. org%2Fsp http://ndg-beta.i nconmon. org/ gl obal /entities/https¥BAYRFY@2F m

i ncomon. or g¥2Fsp

# Fetch a nace entity ID
sudo wget -O urn:nace:incomon: osu. edu http://nmdg-beta.inconmon. org/ gl obal/entities/urn¥@Anmace¥3A ncormon%

3Aosu. edu

# Create a synbolic link for the SHAL alias, this one for osu.edu
sudo In -s urn:nace: i ncommon: osu. edu {shal}d4dlca999a5a9352f a618075eac456eb67956c74

Now you should be able to access the metadata using the MDQ protocol:


https://httpd.apache.org/docs/2.4/mod/core.html#allowencodedslashes

Sample queries to localhost

curl http://1ocal host/entities/https%BAYRFY2Ff m i ncomon. or g%2Fsp
curl http://1ocal host/entities/urn¥8Amace¥3Ai nconmon%3Aosu. edu
curl http://1ocal host/entities/%Bshal%Dd4d1ca999a5a9352f a618075eac456eb67956c74

Notes

® My host did not have a firewall running. If yours does you may have to open up port 80

® |'m not sure we've got all the query types. Are there more besides http(s), urn:mace: and {shal}?

O This works
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