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Internet2 Smart Campus initiative was developed based on use cases from three  
member-led innovation working groups established in 2015 from a member survey 
requesting input on focus areas for open collaborative innovation

Internet of Things (IoT) 
§ IoT Sandbox 
§ Smart Campuses & Cities
§ Smart Grid Testbed

E2E Trust & Security (E2ET&S)
§ TIPPSS for IoT – Trust, Identity, Privacy, Protection, Safety, Security
§ NSF EAGER Cybersecurity Transition to Practice Acceleration
§ SDP (Software Defined Perimeter), Network Segmentation for IoT

Distributed Big Data & Analytics (DBDA)
§ Health & Life Sciences / Genomics
§ Smart Campuses & Cities
§ NSF Big Data Hub Collaboration

Key:
Smart Campuses & Cities oriented



The Internet of Things could represent $19T in economic value by 2025, a significant 
component of key ICT trends for Research & Education and Smart Communities.

Economic value includes 
revenues, cost reductions &
service improvements achieved

Sources: McKinsey 2016; Frost & Sullivan 2016; CNBC 2016; Markets & 
Markets 2016; Morgan Stanley 2016, CMS Wire 2016; Business Wire 2016; 

Wikibon 2016; Yahoo! Finance 2017  



Supporting technologies for 
key ICT trends are already 
having significant business 
impact, with IoT applications &
devices at the top of the 
transformation curve. 

Sources: Ascent 2016; Business Insider 2016



The Internet of Things will generate the majority of new data on the back 
of explosive device growth. 

Sources: What’s The Big Data 2015; Datafloq 2016; 
GlobalSources 2016

Sources: What’s The Big Data 2015; Datafloq 2016; GlobalSources 2016



IoT risk and security awareness is increasing… and highlighting the need 
for security research and development.

http://bit.ly/jeephackwired http://bit.ly/jnjinsulinpump
http://bit.ly/medtronicinsulinpump http://bit.ly/hackedhomedevices



Internet2 Smart Campus Initiative is led be a Smart Campus CIO Advisory 
Council including thought leaders who are executing smart campus strategies.

• Kickoff meeting with Smart Campus CIO Advisory Council at Internet2 Global Summit, May 2016 

• Share best practices and recommendations to deploy Smart Campus capabilities

• Commissioned IoT Systems Risk Management Task Force

• Microsoft and Internet2 co-convened first annual Campus Connections Summit, Feb 2017, 140+ 

university “CIO + 1” attendees from around the world



Research & Education activities are growing in Smart Campus / Communities, 
IoT, end-to-end trust & security, big data & analytics, Smart Grid.

research

Smart Campus operations

Grey - IoT research and pedagogy
Blue - IoT Smart grid research
Orange - IoT security, privacy, ethics



ASU Smart Campus Journey began with a Smart Stadium

Gen 1: Game Day Experience
• Infrastructure upgrade

– WiFi
– DAS

• Real Time Parking
• Sensor Packs
• A smarter sound game
• Upgraded mobile app
Gen 2: Stadium Suite
• Water flow sensors
• Alexa skillset
• Sentiment analysis
• Indoor wayfinding
• AWS Dash



Gen 3: Scaling to a Smart Campus

• Smart Fleet

– Vehicle/Golf Cart Reservation tracking

• Smart Classroom

– Automated attendance tracking
• Smart Assistant

– Building out Alexa skillset
– Integrating other information sources



Academic, Government & Private Partnerships

http://vtnews.vt.edu/articles/2016/09/ictas-maapprojectwing.html

Project Wing partners with 
Virginia Tech to test delivery 
by unmanned aircraft



IoT Research & Education at Stanford University –
Autonomous Vehicles and Ethics

http://bit.ly/autonomousvehiclesethics
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IoT will have an impact in higher education and K-12.

Sources: EdTech 2016; Extreme 2016

N=612  IT Managers; 
K-12 (65%) & Higher Ed (35%)



Cybersecurity is required for IoT, Smart Cities, and Smart Grid to be successful.

Cybersecurity grabbing headlines, increasingly important 
with more connected IoT devices. 

• Distributed Denial of Service (DDoS) attacks increasingly 
more potent and frequent

• Key areas for innovation: detection, response, defense, 
prediction, prevention

• Multiple aspects of risk: data, physical, and financial

• Critical applications of IoT require TIPPSS: Trust, Identity, 
Privacy, Protection, Safety, and Security

Source: IDG 2015; IDC 2014; Intel 2016 

“There are two kinds of big companies in the US. There are those who’ve been 
hacked, and those who don’t know they’ve been hacked.”

— FBI Director, James Corney



Addressing TIPPSS for IoT is essential to achieving safe, secure, scalable future 
smart city and campus architectures.

• Trust: Allow only designated people/services device access

• Identity: Validate identity of people, services, or “things” 

• Privacy: Device, personal, sensitive data is kept private

• Protection: Device users protected from harm

• Safety: Safety of devices, infrastructure and people

• Security: Maintaining security of data, devices, people, etc.



Top concerns:
• Connected vehicles
• Connected healthcare devices

Protection needed regarding:
• Physical health and safety risk 
• Financial risk
• Reputational harm
• Loss of privacy
• Data theft
• Hack in / Hack out risks

Flo’s Top Concerns: TIPPSS in an interconnected IoT world.

Sources: IHS 2016; McKinsey 2016



Internet2 IoT Systems Risk Management Task Force: Recommends Initial 
Exposure Benchmarking/ Baselining via Shodan & Censys.io tools. 



Arizona State University’s Vision for a Connected Campus
A comprehensive connected campus blends both IoT-driven insights and digital engagement 
capabilities to deliver a leading higher education experience across university stakeholders.



• Safety & Security
– Cybersecurity Learning Hub
– Digital Literacy

• Energy & Sustainability
– Campus as a Living Lab Breaking Cultural Barriers
– Achieving Carbon Neutrality SCOPE ME

• Success & Data Analytics
– The Agile University
– Global Talent Profile
– MentorBot Personal Tutor for Student Success

• Collaborative Research
– Research Portal “1 Portal for All”

February 2017 Microsoft Campus Connections Summit participants identified 
initiatives to further the Smart Campus journey.



Survey finds that U.S. university students are comfortable sharing personal 
data with universities, but want an improved college experience in return.  

*Source: Campus Technology, 2016.

98% want school to use 
personal information to 

improve academic processes

95% expect the personal data 
shared to improve college 

experience, student life

82% think personal data 
shared now will transform 
future college experiences

98% 95% 82%

62% want school to track 
graduation requirements & 

progress

59% want school to use 
personal data to help select, 

register for classes

53% want school to use data 
for scheduling academic 

advising sessions

62% 59% 53%



Future smart communities will be an interconnected “system of systems” 
to improve efficiency, safety, quality of life, energy use, & environment.

What can we enable if we think across the system of systems?



Smart Grids are a key step in the development of Smart Cities/ Campuses, 
and require end-to-end trust and security.

Smart Grid value is 
transformational and positively 
impacts
• Transmission optimization
• Renewables integration
• Distribution automation
• Advanced metering infrastructure
• Analytics
• Cybersecurity

Universities & Regional Networks are 
leveraging the Internet2 
Network for Smart Grid testbeds 

Sources: TERC; GreenTech Media 2013



Mobile Internet is an enabler of IoT, Smart Cities/Campuses, and 
Healthcare transformation.

Sources: Business Insider 2016; McKinsey 2013 

Internet-enabled portable devices 
are now a way of life 
• By 2020, 4 Internet-Connected devices for every human
• Mobile computing devices, high-speed wireless 

connectivity, and applications
• Healthcare could benefit the most from Mobile Internet
• Consider a Connected 

Healthcare scenario: 
– http://bit.ly/asperationalhealthcare



Healthcare & Life Sciences advances – like Telemedicine – are enabled by 
broadband connectivity and IoT.

University of Pittsburgh Medical Center Telemedicine
http://bit.ly/upmctelemedicine

Source: Frost & Sullivan 2016



Internet2 Smart Campus Initiative Next Steps

• Increase IoT systems risk awareness using Shodan & Censys.io, demos at Global 
Summit 2017 in Washington, D.C. April 23-26

• Share IoT Systems Vendor Management Document at Global Summit 2017

• Planning Workshop with Princeton University Center for Information Technology 
Policy (CITP) on TIPPSS and Ethics in Campus IoT Networks, 2017

• Create thought leadership on TIPPSS for IoT for smart & connected 
campus/communities

– Whitepaper collaborations: Enterprise IoT Internet2-ITANA (IT Architects iN Academia) 
Collaboration and Internet2 Chief Innovation Office Program Advisory Group led whitepaper

• Participate in new community initiatives and collaborations toward a Smart Campus



Opportunities for the Research & Education Community. 
• Develop curricula & labs to build the technical & business leaders of the future economy

– TIPPSS, IoT, Precision Medicine, Smart Campus/Cities/Grids, new business models, technologies

• Create technology innovation through research and testbed programs 
– Testbeds leveraging Internet2, international & regional networks: Smart Campus/Smart City/Smart Grid
– Collaborative research and Innovations for device, chip, app, network, architecture, security …

• Develop new models for improved operation & sustainability of a campus, city, community
– IoT to measure, monitor, model, and manage campus / city / community / health / safety operations
– Cross-functional collaboration for improved outcomes, e.g., IT / facilities / administration / students

• Internet2 and its members can guide health & life sciences to the next frontier
– Enable leverage of various data sets for precision medicine
– Connect across multiple new technologies for strategic areas/use cases

• Higher education and K-12 opportunities to leverage innovations for R&E
– Advanced networking, Trust & identity, Innovation communities, cloud services
– Leverage current innovations, enable collaborative research for future innovations



Questions & Answers…

Thank You

fhudson@Internet2.edu
@FloInternet2


