Requirements

* Fine-grain attribute release capabilities, with use of “bundles” and “meta-
attributes” as needed
« Informed consent that is hierarchical, flexible, accessible, etc, with clear,
concise human-readable explanations of attributes to be sent
— Additional detail provided when needed, including which attributes
are required, values of attributes, how SP will use each attribute, how
long SP will keep each attribute (attribute privacy policy)
* Revocation of an attribute release policy (out of band is fine)
* Ability to convey trust marks and other guides to user
* Providing a variety of options for attribute release during future visits to the
same site, including using the current settings, periodic resets or
reconfirmations, out-of-band notifications, etc.
* Provide an audit interface and history to support both privacy and security
* Ability to work across protocols
* Ability to work on-line and off-line
* Support for identity portability

Derived from use cases, TIER needs, usable privacy research, legal regulations,
Kim’s Laws of Identity, etc.

Laws of Identity

User Control and Justifiable Parties Pluralism of Operators Consistent Experience
Consent and Technologies Across Contexts

Minimal Disclosure for Directed Identity Human Integration
a Constrained Use

Download the poster. Read the explanation of the Laws of Identity.




