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Aror SALE

The one stop for all your baby’s firsts.

2OOFF

kids' and babies’
~ clothing, underwear
and sleepwear
(new baby-7)

"3_.‘,‘ See page 2 for exclusions.
"‘—& Sorrynoralnchecl&

k\,,\-‘/J b

3 IBset

Save $5

Baby bear
overalls and
top set.
New baby-
12 months.

Also available in spot,
stripad, ladybird or dino

'124 .

Save $l25

The Hipod Milan
convertible car seat.
* Features high side
wings for superior
side impact protection
* Converts from rear
to forward facing.
Suitable from
birth-4 years old.

No v
deposit
lay-by

Babies' print coverall. Cupcake.
New baby-18 months.
* Snap-stud opening for easy dressing.

A huge range of kids' and babies’ clothing (new baby-7) and nursery offers ON SALE FOR 2 WEEKS until Wednesday 30 January 2013,






al information. By Charles Duhigg

How your shopping habits reveal even the most person







Motivation

Oow Ccan we he|p users

to balance the benefits and risks of information

disclosure
Tale user-Frienc“y manner,

so that Jrhey can make good privacy decisions”



Notice and control

and privacy nuclges

and why H‘\ey don't work...



Notice and control

Drivcicy Caleulus: Peop\e Weigh the risks and

benefits of disclosure

PrerequisiJres of the privacy calculus are:

-~ being able to control the decision;

- hoving QdequaJre information about the decision.

Notice and control empower users fo regu\oﬂre their

orivacy at the desired level.



Why this doesn't work

Transparency paradox:

Simp|e orivacy notices arent useful but detailed notices are too

comp|ex.

Control paradox:

Consumers claim to want full control over their data, but Jrhey

eschew the hassle of QchuoHy exp|oiﬁng this controll

lronic effect of transparency:

|mcorming users ObOU'I' privocy procﬁces can moke users more

wary about their privacy.



Why this doesn't work

Decision biases:

Frcming, defaults ana
decision context can

influence disclosure.

Knijnenburg et al,
CHI 2013

O

benefits -->

O

O

privacy -->

Expecfed:

Some will choose Exact instead of Block

U nexpecfeo/:

S/ﬁdl’fﬂg iINncreases across H’)@ bOOI’d./



Alternative: privacy nudges

Subtle yet persuasive cues that makes peop\e more

\ike\y to decide in one direction or the other.
Examp\es of nudges:

— Justification: a succinct reason to disclose or not

disclose a certain piece of information.

— Default: make the best action the easiest to

penform.



Testing justifications

5 justification types

— N one Applause
May we know your

~ Number of others
— Useful for others

- Exp|ono+ion

Knijnenourg and Kobsa,
TiiS 2013




Testing justifications
5 justification types o | —

— N one Applause
May we know your
— U se]C U | ]Co r yo U household income?

949 of our users received
better recommendations

— Number of others " househeld income. |

— Useful for others My income is:

- Exp|ono+ion

Knijnenourg and Kobsa,
TiiS 2013




Testing justifications

5 justification types

‘Bl L VRE"

— N one Applause
May we know your
_ U S e]C U | ]C or Vou household income?
y 85% of our users told us

their household income.

~ Number of others
— Useful for others

- Exp|ono+ion

Knijnenourg and Kobsa,
TiiS 2013




Testing justifications
5 justification types o | —

— N one Applause
May we know your
Ny Sef U | ]CO r you household income?

The recommendations will be
about 80% better for you

~ Number of others " houehaid Incoe

— Useful for others My income is:

- Exp|ono+ion

Knijnenourg and Kobsa,
TiiS 2013




Testing justifications
5 justification types f | —

_ N one Applause

May we know your
household income?

— USQFU' FOF you

We can recommend apps that
are popular among people
with the same income.

—~ Number of others

— Useful for others By Macome i

- Exp|ono+ion

Knijnenourg and Kobsa,
TiiS 2013




Results

Perceived value of

Perceived value of disclosure help
I . %k %k 3k
disclosure he\p. oo - o
3 items, e.g. [he system 0,75 -
he|ped me to make o 0.50 -
tradeoff between privacy 0.5 -
Oﬂd US@FU'HQSS”
0,00 L
-0,25 A
Higher for all except 0o -
‘number of others’ 0,75 -
-1,00 -

Onone Buseful for you O# of others Buseful for others Oexplanation



Results

Satisfaction with

the system
Satisfaction with the
system: 00
| 0,75 -
6 items, e.q. ‘Overall, I'm 0.50 -
satisfied with the system’ 0.25 -
0,00
L ower for any 0,25 -
juerhCicoJrionl 0,50 -
0,75 -
%k %k k
-1,00 -

Onone Buseful for you O# of others Buseful for others Oexplanation




Why this doesn't work

W hat is the “righ’r" direction of o nudge?

— More disclosure: better personohzaﬁon, but some may feel

tricked.
- More private: less threat, but harder to enjoy the benefits of

disclosure.

— Going for the average (e.g. ‘smart default’): impossib|e, because

peop|e vary oo much.



Some solutions

Before we move to loT



Fixing transparency

|s this detailed enough?

‘Review and upo’ofe your Goog/e activity controls to
decide what types of data, such as videos you’\/e
watched on YouT ube or past searches, you would
like saved with your account when you use Goog/e
services. You can also visit these controls to
manage whether certain activity is stored in a
cookie or similar fechno/ogy on your device when
you use our services w hile signeo’-ouf of your

account.



Fixing transparency

Would you read this?

‘Lefs say you want fo adjust what types of activity data you would like
saved with your account. Saving more data means that you are /ike/y fo
get better recommendations while you re using your Goog/e account. But
there may be types of data for which you don't want to leave a trace. On
the Ach'vify Controls page you can decide what types of data you would
like saved with your account when you use Goog/e services. [ hese data
include videos you've watched on Youtube, past searches in Goog/e, /o/aces
you go, and information from your A ndroid devices. You can pause the
fracking of this information (note that this does not delete any existing
datal) or turn it back on (this may improve Goog/e's services). You can
also have a look at the actual activity, and delete items one by one. /:ina//y,
you can also manage whether certain activity is stored in a cookie or
similar fecfmo/ogy on your device when you use our services while signeo’-

out of your /ogin."



How about now?

LET'S SAY YOU WANT TO
ADJUST WHAT TYPES OF
ACTIVITY DATA YOU WANT
SAVED TO YOUR ACCOUNT.

THERE'S RANDOM
INFORMATION
EVERYWHERE.

I REALLY SHOULD
ORGANIZE MY DATA.

BUT THERE MAY BE TYPES OF
DATA FOR WHICH YOU DON'T
WANT TO LEAVE A TRACE.

YOU WATCHED
GAME OF THRONES
WITHOUT ME!?

\ \

WATCHED ON

THESE DATA INCLUDE VIDEOS

YOUTUBE...

HistoY

IT'S IN YOUR
HISTORY!

N N

SAVING MORE DATA MEANS YOU
TO GET
RECOMMENDATIONS WHILE YOU'RE
USING YOUR GOOGLE ACCOUNT.

ARE

LIKELY

BETTER

=

YOU SHOULD WATCH
GAME OF THRONES//

ON THE ACTIVITY CONTROLS PAGE,
YOU CAN DECIDE WHAT TYPES OF DATA
YOU WOULD LIKE SAVED WITH YOUR

ACCOUNT WHEN USING GOOGLE SERVICES

3 conto®®

PAST SEARCHES
IN GOOGLE...




y
PLACES YOU GO...
N

v a—

YOU CAN PAUSE THE
TRACKING OF THIS e
INFORMATION...

A\ ANEANN

(NOTE THAT THIS

EXISTING DATA!)

o
|\ o o

DOES NOT DELETE ANY

ARy A

YOU CAN ALSO HAVE A LOOK
AT THE ACTUAL ACTIVITY, AND
DELETE ITEMS ONE BY ONE.

THEN SHE WON'T
KNOW | SAW IT
WITHOUT HER!

I'LL JUST DELETE GAME
OF THRONES FROM MY
HISTORY BEFORE MY GIRL-
FRIEND COMES BACK!

[EV1%2
w3
o3

Gl

PAST SEARCHES
IN GOOGLE...

AND INFORMATION FROM
YOUR ANDROID DEVICES.

YOU USE
YOUR PHONE
TOO MUCH!

..OR TURN IT BACK ON. [
THIS MAY IMPROVE

GOOGLE'S SERVICES! JO 3

FINALLY, EVEN WHILE SIGNED
OUT OF YOUR ACCOUNT, WHEN
USING OUR SERVICE...

...YOU CAN CHOOSE WHETHER
ACTIVITY IS STORED IN A COOKIE
OR SIMILAR TECHNOLOGY ON
YOUR DEVICE.




Comics for privacy

Cu rrenHy running o 3"uo|y testing comics vs. text at

various levels of detai

Hypo+hesis: Comics can make orivacy nofices

invi’ring, engaging, comprehensiHe, and memorable

Extro odvonbge for peop|e with dys\exia or low

|i’rerqcy (JrorgeJr user group for a future erudy)

Knijnenburg and Cherry, SOUPS 2016



Fixing control

Modern browsers offer an
au’ro-comp|e’rion feature

that reduces the effort of

Fi||ing out web forms

These tools may cause

users To comp|e+e more

fields than Jrhey infended

They make it so easy to
submit a fu||y comp|e+eo|
form that users may s|<ip

weighing benefits and risk

® O 06
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Sample Web Form

< www.quantumgateway.com

Mijn ING Wells Fargo Google+ Facebook Twitter Google Scholar bitly Hulu

[

Billing info

Shipping Info

First Name Bart

Last Name 1 AutoFill your contact info

Address
City
State
Zip
Country
Phone

Email

First Name
Last Name
Address
City

State

Zip
Country

== Bart Knijnenburg




ormFiller

Create a Profile

Please create your profile by entering your information below.
Note that FormFiller will store the information locally on your device, and only for the duration of
this study. We will never submit any forms automatically or disclose this information to others

without your active involvement.

About you:
First name: Last name:
Gender:
Age:
Address:
City: State: : Zip:

E-mail:



About you:

First name:

Gender: [

1k

Age:

Last name:

Address:

City:

State: [:]

Zip:

E-mail:

Phone:

Tastes and Preferences:

Favorite movie:

Favorite band/artist:

Favorite food:

Favorite weekend

pastime:

Last holiday location:

Political views: [

1k
S




Work and education:

Current/previous job:
Employment status:
Work experience (yrs):

Income level:

Highest completed
degree:

Computer skills

Health and lifestyle:
Overall health:

Dietary restrictions:

Number of doctor visits
last month:

Weight (Ibs):

Birth control usage
(you or your partner):

Medical conditions:

Diabetes
Respiratory (COPD etc.)

Ve

Sector:

Hypertension
High cholesterol

h i o



S’cuciy Procedures
OWTL..SZE f@’l

leader board ) log in

B logHeroeS conquer the web with your blogging-guild!

o0

L N\ o) A

Create a Profile

Please create your profile by entering your information below.

Note that FormFiller will store the information locally on your device, and only for the duration of
this study. We will never submit any forms automatically or disclose this information to others
without your active involvement.

> , 7
1 “The first job search site that truly o
cares about work-life balance” 3
AT - [T
=

About you:
First name: Last name:
Gender: :
Age:
Address: coda+care call now: 877-123-CODA
City: State: - Zip:

Enter your details, please

A Your personal Codacare health insurance policy will be based on the
E-mail: information you provide. Please note that none of the items are
required, but the insurance will be better tailored to your needs if you
provide more information.

Phone:

Tastes and Preferences:
Favorite movie:
Favorite band/artist:

Favorite food:

Favorite weekend
pastime:

T - 1 L= 13 -1 0 w1



Fixing control

Fach site ccrresponds to @ porﬁcu\or type of info:
|o|ogging community = persono| intferest items
job search website = job skills items

health insurer = health record items

They requested all the info, not just the relevant stuff!

leader board log in

B logHeroes conquer the web with your blogging-guild!

codo+care call now: 877-123-CODA

Enter your details, please

Your personal Codacare health insurance policy will be based on the
information you provide. Please note that none of the items are
required, but the insurance will be better tailored to your needs if you
provide more information.

"“The first job search site that truly
cares about work-life balance”

= b DA B IS

> For employers

Please enter your information General information
L L IOWRK will find jobs based on the information you enter on this form. Please provide your general information.
c None of the items on the form are required, but if you provide more
> Contact i) . .
Please tell us more about yourself information the jobs will be a better match. Name (first): (last):
A il
BlogHeroes will assign a "guild" to you based on the information you provide below. Note that none > About us
of the fields are required, but our classification will be better if you provide more information. GENERAL AND CONTACT INFO Address:
General info about me General and contact information City: state: Zip:
Please provide some background info to get our matching process started. FIRST NAME LAST NAME s
Name (first): John (last): Smith John Skt Gender:
E-mail address: john@smith.com AGE ? fill
%
Gender: Male 23 Age:
Age (years): 23 GENDER
Male : P clear
Address: 123 Main St. E-mail:
City: New York State: NY :| Zip: 12345 E-MAIL ADDRESS .
john@smith.com
What I do for a living ADDRESS ary STATE 2P
| | | | S . - — B r=—— L=l




Fixing control

We introduce two new

efficqcy-increasing designs

We compare three tools:

— Auto FormFiller: auto-fills

Fie|ds, users can remove

monuo”y

— Remove FormFiller: click to

remove each field

— Add FormFiller: click to fill
each field

John (last): Smith
john@smith.com
Male
23
123 Main St.
New York State: NY =+ Zip: 12345
FIRST NAME LAST NAME
John Smith
AGE
2
GENDER
Name (first) (last):
Address:
City: Stat Zip:
Gender:

& il




Fixing control

Disclosure was not purpose-specific for users of the Auto
FormFiller

Disclosure was purpose-specific for users of the Remove and

Add FormFillers.

B Contact info BInterests BJob skills OHealth record B Contact info BInterests BJob skills OHealth record
\J Auto NV Remove
100% 1 100% 1 *

:

l

95% 1 95% 1

90% b 90% o

85% 1 85% -

80% b 80% o

75% 1 - 75% *

BlogHeroes IOWRK Codacare BlogHeroes IOWRK Codacare

Knijnenburg et al, ICIS 2013



Fixing nudges

|[dea: user-tailored privacy: figu re out what peop\e

want then nudge them in that direction

SJer 1. find determinants of orivacy calculus

Characteristics of the user
W hat information is being requeered

The recipient of the information

SJer ). Adoer the nudge to the context



Privacy profiles

Privacy Maximizers Selective Sharers Privacy Balancers Time Savers/Consumers Self-Censors Privacy Minimalists

Limiting Access Control

Block Apps/Events Restricting Chat

Block People Altering News Feed

Reputation Mgmt Friend List Mgmt

Withholding Contact Info Withholding Basic Info

Selective Sharing Timeline/Wall Moderation

W insniewski, Knijnenburg, and Lipford, JHCS 2017

see www.usabart.nl/chart



Aciqp’c to profile

8] PhotoVideo [ Photo/Video Album

. What's on your mind?

9 & only me 88& Friends @l

Serverless is the nev

Multitenancy was the single-b M ore P go) mi Nne n+

allowed for higher gross marg

More prominen’r

SOCIAL. TECHCRUNCH.COM

audience selection timeline moderation

@ Like Comment

(time savers)

(selective sharers)

Wilkinson et al, USEC 2017



Aolap’c the nudge

May we know your
household income?
The recommendations will be
about 80% better for you

when you tell us your
household income.

Adaptive justifications:

W hat if we gave different
types of users different types

My income is:

of justifications?

May we know your
household income?

85% of our users told us
their household income.

Knijnenburg and Kobsa,
Ul 2013



Aciap’cive request order

8 oftware- @oaches com Healthy Living Coach<te

& Indicate preference @

The recommenations will
automatically update based on your
answers to the questions on the right.

What is your gender?

Female

Male

skip this question

chosen!

You have now spent 0 minutes using the
system. After you click stop you will be
asked a few more questions. At the end
you can print your choices.

Move your mouse over these attributes to learn more about them
Choose measures Exercise Social
. . Name Focus Calories intensity Frequency Duration Costs benefits
l:eelgecta trheeyrc:luera;i‘:‘:;“y’?;'\‘:l’aar:ﬁgzlo, Walk a National Trail together exercise  700cal - none ol
or you are already doing now. Register at fitlink to find an exercise buddy exercise none | - none
Attend a nordic walking class together exercise  500cal ___J - $10.00 ___u
Take a 1 hour walk together exercise 350 cal - none ot
Go to a spinning class with a friend exercise  750cal oy | $10.00 ___ o
Prepare healthy meals three times this week nutrition none | - none ol
Find an exercise buddy exercise none __J - none ol
Take turns with colleagues to bring fruit nutrition none | - $2.00 ool
. Your choices @ | want to do this: 1 already do this:
You haven't chosen any measures yet. You haven't chosen any measures yet.
Here are the measures you have | can burn/avoid (weekly): none | am already burning/avoiding (weekly): none

| don‘t want to do this:

You haven't chosen any measures yet.

Knijnenburg, dissertation 2015




Aciap’cive request order

", = Z;—r where  a =abs(w, - )+ 0001

u, if 0o, <a,

-0, if o0,>a.

Trade-off

B, = mean, (8)+ 1+ var, (5)/2.9 >X<ln[

ID,|1|

and a"=8 -15
L] Dnlj



The Internet of Things

...and our solution to its privacy prob|ems



lot privacy decisions

S’rudy: 9 300 pub\ic loT-related scenarios +
decisions from 200 oarticipants

Manipu\oﬁre scenarios Q\ong 5 dimensions

Exomp|e scenario: A device of a friend (Wl’]O) records your
video to detect your presence (what). This hoppens con+inuous|y
(when), while you dre af someone else’s p|oce (where), for your

1)
.

sofeer (Why)



Questions

f this situation hoppens, would you ike to be notified
about it? If Yes, just once or every time it happens?

f you had a choice to allow/reject, what would you

choose? Just this time or OI|WOyS?

How comfortable/uncomfortable do you feel about this

scenario?
How risky or sofe is this situation?

How appropriate do you consider this situation?



Predict allow/reject

L ets say we create a seftings interface...

How often are we correct if our default setting is

Always “yes"?

On|y 28% of the time!

What if our default setting is always 'no™?

72% of the time, but this is kind of useless...

Can we do better than this?



Machine learning

W hat if we make our best guess, given the 5

paramerters (who, what, where, when, Why)?

Unknown Persons’s Device: NO
Personal Device of a Colleague: NO
Friend's Personal Device: NO

WHO My Own Personal Device: WHAT

A Device of a Nearby Business: NO

A Device of my Employer/School: NO

Government’s Device: NO

Correct 75% of the timel



Advanced ML,

W hat if we first divide our participants based on

their overall attitude towards the scenarios?

Unknown Persons’s Device: NO
Personal Device of a Colleague: NO
Friend's Personal Device: WHAT
ClusterODm )\ @ My Own Personal Device: YES
CLUSTER < A Device of a Nearby Business: NO
Clustervia — NO A Device of my Employer/School: WHAT
Government's Device: NO

Correct 77% of the timel



Advanced ML,

W hat if we divide our oarticipants on the ﬂy?

Cluster Oa

CLUSTER! Clusterﬂn

Correct 82% of the timel

IUnknown Persons’s Device: NO

'Personal Device of a Colleague: NO

Friend's Personal Device: NO

My Own Personal Device: WHAT

7 ‘A Device of a Nearby Business: NO

A Device of my Employer/School: NO
Government’s Device: NO

JUnknown Persons's Device: NO

Personal Device of a Colleague: REASON
Friend's Personal Device: YES

M,' Own Personal Device: YES

A Device of a Nearby Business: YES

A Device of my Employer/School: YES

Government‘s Device: NO



User Interface

Step I: choose a

profi|e

Select the profile which best suitsyou Personal Devices

Friends Devices

This profile is highly conservative which
means it will not provide any access to
any devices to access any kind of
information collection sensors such as
camera, speaker, location and so on.

Learn More _
Semi Social v

\'%4

Office Devices

Vendor Devices

Government Devices

Qasi Social

Skip and manage ’
manually

Step 2: adjust the

default settings



Future work: household IoT

Scenarios (8x12x4x12 mixed fractional factorial design)

Device
Your smart home
security system

Activity
uses information from your

smart home security system"

Purpose
to detect your

presence in the house.

Collection

The data is not stored.

Your smart
refrigerator

uses information from your
smart refrigerator

to detect where you

are in the house.

The data is stored locally and used to optimize
the service.

Your smart HVAC

uses information from your

to automate its

The data is stored locally and used to give you

system smart HVAC system operations. insight into your behavior.

Your smart uses information from your to give you timely The data is stored locally and used to

washing machine | smart washing machine alerts. recommend you other [brand] services.

Your smart uses information from your The data is stored on [brand] servers and used
lighting system smart lighting system to optimize the service.

Your smart uses information from your The data is stored on [brand] servers and used
microwave smart microwave to give you insight into your behavior.

Your smart TV

uses information from your
smart TV

The data is stored on [brand] servers and used
to recommend you other [brand] services.

Your smart alarm
clock

uses information from your
smart alarm clock

The data is stored on [brand] servers and sold
to advertisers.

uses a location sensor

The data is stored in the cloud and used to
optimize the service.

uses a camera

The data is stored in the cloud and used to give
you insight into your behavior.

uses a microphone

The data is stored in the cloud and used to
recommend you other [brand] services.

connects to your
phone/watch

The data is stored in the cloud and sold to
advertisers.

Table-1 - Scenarios are generated by selecting one row from each column.




Future work: household IoT

Antecedents Behavior Decision context
Device (41 Benefit
Activity S Risk Framing
( Disclosure <
Purpose S App:]oezgate- Default
Collection Y/ Exazc;ed-




S’cuoly mechanisms

Multi-level structural mode\ing
More machine |eorning
Eye Jrromkmg

| ive test with orototype interface



General conclusion

W hat have we learned?



Societal impact

User-tailored orivacy:

Relieves some of the burden of corﬁro”ing privacy, while ot the

same time respecting each individual's preferences

Provides realistic empowerment: the righ’r amount of

fransparency and the rithr amount of control

Refrains from making moral judgments about what the “right’

level of privacy should be

The best way forward to support peop\e's privacy

decisions!
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