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Pre-­‐Conference	
  Mee2ng	
  Schedule	
  

8:30	
  AM	
  –	
  Introductions	
  
	
  

8:50	
  AM	
  -­‐	
  Session	
  1:	
  Overview	
  of	
  Concepts	
  

9:20	
  AM	
  –	
  1st	
  Breakout	
  Session	
  –	
  Discussion	
  and	
  Report	
  Out	
  
	
  	
  

9:55	
  AM	
  -­‐	
  BREAK	
  (15	
  min)	
  
	
  

10:10	
  AM	
  -­‐	
  Session	
  2:	
  Policy	
  and	
  Security	
  

10:40	
  AM	
  –	
  2nd	
  Breakout	
  Session	
  –	
  Discussion	
  and	
  Report	
  Out	
  
	
  	
  

11:15	
  AM	
  –	
  Wrap-­‐up:	
  Q&A	
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Survey	
  Results	
  (tweaked)	
  

3	
  

IT	
  Management	
  

Technical	
  
Implementer	
  

Running	
  
Shibboleth	
  

Not	
  Running	
  
Shib	
  

Familiar	
  (Very	
  and	
  Somewhat)	
  with	
  IAM	
  –	
  100%	
  

Familiar	
  with	
  FIM	
  
(78%)	
  

Not	
  Familiar	
  with	
  
FIM	
  (22%)	
  

Member	
  (27%)	
  

Applica;on	
  in	
  
progress	
  (4%)	
  

Interested	
  in	
  
joining	
  (65%)	
  

Not	
  planning	
  to	
  
join	
  (4%)	
  



Survey	
  Results	
  (Requested	
  Topics/Ques;ons)	
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1.  Shibboleth	
  and	
  MicrosoZ	
  (FIM?)	
  
2.  Managing	
  mul;ple	
  rela;onships	
  (affilia;ons?)	
  per	
  individual	
  and	
  

implica;ons	
  for	
  authoriza;on(s)	
  (policy	
  decision	
  –	
  primary	
  affilia;on)	
  
3.  Influencing	
  business	
  processes	
  (HR	
  and	
  Student)	
  to	
  enable	
  data-­‐driven	
  

provisioning	
  (de-­‐provisioning	
  could	
  be	
  an	
  added	
  benefit!)	
  
4.  How	
  [where]	
  do	
  ins;tu;ons	
  capture	
  LoA	
  in	
  their	
  local	
  data	
  models?	
  In	
  

their	
  SoRs	
  or	
  only	
  in	
  their	
  [enterprise]	
  directory	
  or	
  data	
  store?	
  (capture	
  
and	
  use?)	
  

5.  Advice	
  on	
  choosing	
  an	
  IAM	
  soZware	
  suite	
  for	
  an	
  ins;tu;on?	
  (discussion	
  
lists	
  and	
  collabora;on	
  groups)	
  

6.  A	
  roadmap	
  for	
  moving	
  from	
  a	
  centralized	
  but	
  fragmented	
  and	
  poorly	
  
documented	
  IdM	
  program	
  to	
  one	
  that	
  is	
  compa;ble	
  with	
  InCommon	
  
requirements	
  (you’re	
  NOT	
  alone)	
  

7.  Implementa;on	
  Roadmap	
  (for	
  ?)	
  –	
  InC	
  Toolkits,	
  Shibboleth	
  Checklist	
  
	
  

*	
  Discussion	
  lists	
  for:	
  IDM,	
  Shibboleth-­‐Users,	
  other	
  MI	
  products	
  



Introduc2ons	
  

1. Who	
  are	
  you	
  and	
  what’s	
  your	
  role?	
  

2. Where	
  are	
  you	
  from?	
  

3. Why	
  are	
  you	
  here	
  (Pre-­‐Conference)?	
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Overview	
  of	
  IAM	
  and	
  FIM	
  Concepts	
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Iden2ty	
  and	
  Access	
  Management	
  (IAM)	
  
•  Policies	
  and	
  Governance	
  
•  Authorita;ve	
  Data	
  Sources	
  (Student,	
  HR,	
  ?)	
  
•  Establishing	
  and	
  managing	
  user	
  iden;;es	
  

•  Iden;ty	
  Data	
  –	
  Enterprise	
  Directory	
  Service	
  
•  Person	
  Registry	
  –	
  unique	
  record	
  per	
  user	
  
•  Iden;ty	
  Alributes	
  
•  Groups/Roles	
  
•  En;tlements	
  

•  Authen;ca;on	
  –	
  Creden;al(s)	
  
•  Authoriza;on	
  

7	
  



Internet2	
  Model	
  of	
  IAM	
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Federated	
  Iden2ty	
  Management	
  (FIM)	
  

•  Authen;cate	
  Locally	
  -­‐	
  Access	
  Globally	
  
•  Within	
  a	
  Federa;on	
  

•  Trusted	
  iden;ty	
  informa;on	
  from	
  others	
  

•  Presumed	
  “authorita;ve”	
  

•  Privacy	
  protected	
  when	
  needed	
  
•  Saves	
  lots	
  of	
  work	
  

	
   	
  	
  	
   	
  	
  	
  	
  -­‐	
  based	
  on	
  SAML	
  standards	
  

•  Iden;ty	
  Provider	
  (IdP)	
  
•  Service	
  Provider	
  (SP)	
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User	
  

IdP	
   SP	
  

Iden;ty	
  	
  
Provider	
  

Service	
  	
  
Provider	
  

1.	
  User	
  accesses	
  
shib-­‐protected	
  
resource	
  

2.	
  User	
  is	
  [self-­‐]redirected	
  to	
  
their	
  home	
  IdP	
  for	
  
authen;ca;on	
  and	
  iden;ty	
  
alributes	
  (Login)	
  

3.	
  User	
  presents	
  authN	
  
creden;al	
  and	
  alributes	
  

4.	
  	
  SP	
  determines	
  
whether	
  to	
  allow	
  user	
  
access	
  based	
  on	
  values	
  
of	
  alributes	
  provided	
  

How	
  Does	
  it	
  Work?	
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AQributes	
  (eduPerson)	
  

Some	
  Common	
  eduPerson	
  Object	
  Class	
  AQributes	
  
•  eduPersonPrincipalName	
  [EPPN]	
  (single)	
  

•  eduPersonAffilia;on	
  (mul;)	
  

(faculty,	
  student,	
  staff,	
  alum,	
  member,	
  guest	
  etc.)	
  

•  eduPersonScopedAffilia;on	
  [EPSA]	
  (mul;)	
  

•  eduPersonPrimaryAffilia;on	
  (single)	
  

•  eduPersonEn;tlement	
  (mul;)	
  

Examples:	
  

	
  student@ncsu.edu;	
  guest@ncsu.edu	
  	
  (EPSA)	
  

fsf@unc.edu;	
  jdoe4@unc.edu	
  	
  (EPPN)	
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A	
  Bed2me	
  Story	
  for	
  Student	
  Services	
  
It's	
  3:00	
  am	
  and	
  Bianca	
  is	
  sivng	
  in	
  a	
  24	
  hour	
  Starbucks	
  in	
  the	
  spring	
  semester	
  of	
  her	
  senior	
  year,	
  working	
  on	
  her	
  Physics	
  456	
  
homework.	
  In	
  a	
  browser,	
  she	
  clicks	
  on	
  the	
  link	
  to	
  the	
  course	
  management	
  system,	
  logs	
  in	
  with	
  her	
  University	
  web	
  single	
  sign-­‐on	
  
userid	
  and	
  password,	
  and	
  starts	
  viewing	
  the	
  course	
  informa;on.	
  
	
  
Next,	
  she	
  clicks	
  on	
  the	
  homework	
  link	
  hosted	
  by	
  a	
  third-­‐party	
  provider	
  and	
  "Welcome	
  Bianca"	
  appears	
  along	
  with	
  her	
  new	
  
homework	
  assignment	
  for	
  that	
  class.	
  AZer	
  finishing	
  that,	
  she	
  decides	
  to	
  check	
  her	
  loan	
  status	
  and	
  surfs	
  to	
  the	
  web	
  site	
  of	
  her	
  
financing	
  agent.	
  She	
  clicks	
  “Access	
  your	
  record”	
  and	
  is	
  presented	
  with	
  an	
  aggrega;on	
  of	
  her	
  loan	
  liability	
  without	
  having	
  to	
  iden;fy	
  
herself	
  or	
  login.	
  
	
  
She	
  takes	
  a	
  deep	
  breath,	
  wondering	
  if	
  any	
  of	
  those	
  job	
  applica;ons	
  had	
  yielded	
  an	
  interview.	
  She	
  clicks	
  on	
  her	
  shortcut	
  to	
  the	
  job	
  
placement	
  service	
  and	
  again	
  is	
  presented	
  with	
  the	
  status	
  of	
  her	
  applica;ons,	
  without	
  having	
  to	
  iden;fy	
  herself.	
  One	
  company	
  is	
  
reques;ng	
  an	
  interview,	
  so	
  Bianca	
  purchases	
  a	
  cheap	
  airline	
  ;cket	
  offered	
  by	
  an	
  online	
  service	
  that	
  sells	
  only	
  to	
  students.	
  In	
  the	
  
past,	
  she	
  had	
  to	
  provide	
  proof	
  of	
  enrollment,	
  but	
  now	
  the	
  technology	
  handles	
  this	
  in	
  the	
  background.	
  
	
  
Bianca	
  occasionally	
  wonders	
  what	
  the	
  ins;tu;on	
  is	
  giving	
  out	
  to	
  other	
  service	
  providers	
  like	
  the	
  financial	
  aid,	
  job	
  placement,	
  and	
  
other	
  companies	
  on	
  her	
  behalf.	
  She	
  cares	
  about	
  her	
  informa;on	
  and	
  doesn’t	
  like	
  her	
  address	
  and	
  cell	
  number	
  available.	
  She	
  
decides	
  to	
  check	
  how	
  this	
  is	
  done	
  and	
  clicks	
  on	
  the	
  “Control	
  your	
  informa;on”	
  link	
  provided	
  on	
  the	
  web	
  single	
  sign-­‐on	
  page.	
  She	
  is	
  
presented	
  with	
  the	
  campus	
  informa;on	
  release	
  policy	
  that	
  includes	
  the	
  policy	
  and	
  specific	
  informa;on	
  about	
  online	
  transac;ons.	
  
Bianca	
  knows	
  that	
  each	
  of	
  the	
  transac;ons	
  she	
  has	
  completed	
  tonight	
  implied	
  that	
  the	
  ins;tu;on	
  was	
  passing	
  iden;ty	
  informa;on	
  
on	
  her	
  behalf	
  to	
  the	
  other	
  sites	
  so	
  they	
  could	
  authorize	
  her	
  to	
  access	
  her	
  informa;on	
  there.	
  She	
  opens	
  the	
  list	
  of	
  sites	
  that	
  she	
  has	
  
visited	
  and	
  reviews	
  the	
  type	
  of	
  informa;on	
  that	
  is	
  sent.	
  No,	
  that	
  all	
  looks	
  okay	
  to	
  me.	
  She	
  no;ces	
  that	
  there’s	
  a	
  music	
  site	
  that	
  her	
  
ins;tu;on	
  has	
  an	
  agreement	
  with,	
  but	
  she	
  doesn’t	
  use.	
  She	
  clicks	
  the	
  “do	
  not	
  pass	
  informa;on”	
  box,	
  knowing	
  she	
  now	
  can’t	
  access	
  
the	
  service,	
  but	
  that	
  they	
  won’t	
  know	
  anything	
  about	
  her	
  either.	
  
	
  
In	
  April,	
  Bianca	
  graduated.	
  One	
  day	
  she	
  was	
  a	
  student	
  and	
  the	
  next,	
  an	
  alumna.	
  She	
  no;ced	
  her	
  access	
  changed	
  too.	
  She	
  now	
  could	
  
get	
  to	
  an	
  alumni	
  networking	
  service	
  where	
  she	
  put	
  out	
  a	
  query	
  about	
  apartments	
  in	
  the	
  Bay	
  Area.	
  Her	
  loan	
  status	
  had	
  changed	
  on	
  
the	
  financing	
  agent’s	
  site.	
  She	
  now	
  was	
  out	
  in	
  the	
  wide	
  world	
  of	
  opportunity	
  and	
  responsibility.	
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Key Benefits 

§ Efficient collaboration with a spectrum of 
entities in and out of higher education 

§ Ability to deliver services more quickly 

§  For example, the new course evaluation SaS 
offering at UNC 

§  Facilitates delivery of cloud-based services 

§  Supports improved/eased integration with 
commercial service providers 
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Key Benefits 

§ Ease of providing access to center-of-
excellence or working groups, regardless 
of where the services reside 

§  Supporting collaboration across 
institutions for faculty (and others)  

§  Fine-grained (role-based) access to 
resources and services 

§ Access to a pre-defined “trust fabric”  
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Key Benefits 

§ Ability to provide access without 
accepting further risk of exposing 
private/sensitive data 

§ Access to tools such as Grouper 
(Internet2-MI), which helps manage 
groups 

§  Leverage InCommon with commercial 
providers to get them to adopt standards 
based provisioning 
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Ques2on:	
  
	
  
	
  

Why	
  is	
  Federated	
  Iden/ty	
  Management	
  important	
  to	
  
your	
  organiza/on	
  and	
  what	
  business	
  challenges	
  does	
  it	
  
address?	
  
	
  
(20	
  minutes	
  to	
  discuss	
  –	
  15	
  minutes	
  for	
  group	
  reports)	
  
	
  

Breakout	
  Session	
  1	
  



Break!	
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Policy	
  and	
  Security	
  in	
  Federated	
  
Iden2ty	
  Management	
  

	
  
(Things	
  you	
  need	
  to	
  think	
  about)	
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IdM Governance 

 

 

 It’s critical to establish a governance 
function for IdM to allow your community 
to “socialize” the relevant issues. 
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IdM Governance 

 

 

 It’s critical to establish a governance 
function for IdM to allow your community 
to “socialize” the relevant issues. 
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IdM Governance Issues  
(Sample Set) 

§  Figuring out the various roles 

§ What data elements are needed 
(EduPerson add-ons) 

§ Who gets access to what data 
…and who decides 

§ Who do you federate with  
…who do you trust 

§ Who gets to utilize federated access 

§  Securing IdM data 



Are	
  You	
  Ready?	
  
Policy-­‐related	
  Decisions	
  

•  FERPA	
  
•  Privacy	
  Laws	
  
•  Alribute	
  Release	
  Policy	
  (ARP)	
  

Implementa;on	
  Decisions	
  

•  Authen;ca;on	
  environment	
  	
  

•  User	
  Alributes	
  
•  Authorita;ve	
  Source	
  /	
  Data	
  Integrity	
  
•  User	
  Approval	
  of	
  Alribute	
  Release	
  (uApprove)	
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uApprove	
  Digital	
  ID	
  Card	
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What’s	
  Required	
  for	
  Federa2on?	
  
Iden;ty	
  Provider	
  (IdP)	
  

•  Data	
  repository	
  of	
  who	
  your	
  users	
  are	
  with	
  basic	
  
alributes	
  (directory	
  or	
  db)	
  

•  Web-­‐based	
  AuthN	
  

•  Federa;on	
  SoZware	
  (can	
  use	
  Shibboleth	
  for	
  above)	
  
•  Documented	
  IdM	
  Processes,	
  Policies	
  and	
  
Approaches	
  

•  OZen	
  a	
  Contract/Agreement	
  for	
  par;cipa;on	
  

•  Submit	
  Metadata	
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What’s	
  Required	
  for	
  Federa2on?	
  
Service	
  Provider	
  (SP)	
  

•  Ability	
  to	
  use	
  alributes	
  provided	
  by	
  IdP	
  (AuthZ)	
  
•  Federa;ng	
  SoZware	
  
•  Documented	
  SP	
  Processes,	
  Policies	
  and	
  Approaches	
  

(for	
  use	
  of	
  alribute	
  data)	
  

•  OZen	
  a	
  Contract/Agreement	
  for	
  Interac;on	
  

•  Submit	
  Metadata	
  
	
  

Shibboleth	
  Deployment	
  Checklist:	
  	
  
	
  	
  	
  	
  	
  	
  	
  	
  hlp://shibboleth.internet2.edu/shib-­‐checklist-­‐final-­‐website.pdf	
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Ques2on:	
  
	
  
	
  

What	
  Governance,	
  Policy	
  or	
  Security	
  challenges	
  might	
  
you	
  encounter	
  in	
  establishing	
  Federated	
  Iden/ty	
  
Management	
  in	
  your	
  organiza/on?	
  
	
  
(20	
  minutes	
  to	
  discuss	
  –	
  15	
  minutes	
  for	
  group	
  reports)	
  
	
  

Breakout	
  Session	
  2	
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QUESTIONS?	
  

Larry	
  Conrad 	
  -­‐ 	
  larry_conrad@unc.edu	
  
	
  

Mark	
  Scheible	
  -­‐ 	
  mark_scheible@ncsu.edu	
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CAMP	
  Format:	
  
	
  Exploring	
  Track	
  
	
  Produc/on	
  Track	
  
	
   	
  Management	
  
	
   	
  Technical	
  
	
  General	
  Sessions	
  

	
  
Links:	
  

	
  InCommon:	
  	
  www.incommon.org	
  
	
  Shibboleth:	
  	
  www.internet2.edu/shibboleth	
  

Wrap-­‐Up:	
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