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Future of InCommon Topics
 INnCommon Products and Services (Ken)
» Advocacy, outreach and leadership

e Foundational development
 Trust Services
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Three categories of future work

 Leadership, Advocacy, Outreach

e Foundational — Core IdM middleware
development, integration with other open sou
efforts
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Leadership, Advocacy and Outreach

 Leadership for InCommon and for
Foundational Activities

* Work with federal partners
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INnCommon as advocate

e Silver

* Need to have campuses provide persistent
opaque identifiers (eptid)
* Need to adopt some explici
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InCommon and incident handling

* “Requirement” of Grid faclilities

e Elements of an answer
e Trust
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Foundational Activities

 Maintain and evolve core software for |[dM
and federations

» Maintain and evolve core data stande
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e
Core software for IdM

» Systems that provide common identity |
services (identity, groups and privileges) for
enterprise, domain and collaboration apf

INTERNET,

kik@internet2.edu



I
The US role is shifting in IdM

 International development

 Shibboleth — uApprove (Switch), SimpleSAML (Norway),
Attribute aggregation (Switch), Delegated assertions Jave
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e
Shibboleth Futures

« SAML 2.0 watershed for basic interop

« Key new functionalities such as attribute
aggregation, privacy managers, accour
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Some examples

* Delegated assertions — policy management

* Expanded attribute aggregation

« Simplified configuration, especially for metadata

» More powerful configuration, especially for metada
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SVWITCH » aai

About AAI : FAQ : Help : Privacy

This is the Digital ID Card to be sent to 'https://aai-demo.switch.ch':

Digital ID Card |

Surname SWITCHaai
Given name Demouser
Unique ID 234567@example.org
User ID demouser
Home organization example.org
Home organization type other
Affiliation staff
) http://example.org/res/99999
Ertitlement htt::flpuhlls:er-):.comle—journals

I” Don't show me this page again. I agree that my Digital ID Card (possibly including more data than
shown above) will be sent automatically in the future.

Cancel | Confirm |
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Grouper

e Simpler Ul
* Role management capabillities
« Kuali integration
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Privilege management

» Lessons learned
» A variety of steps forward
* Adding priv man capabilities to Grouper
» Guides to untangling privilege “snags” and gettir
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IdM for Collaboration (COmanage)
« Harnessing Shib, Grouper and priv man together (with

some other glue) to support inter-realm collaborations
» Externalizes common IdM from collaboration and do
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What is Out of Scope

« ESB, workflow, DRM, etc
e Grid software
» Ul design beyond t

he subje
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e
Data Standards

e eduPerson refresh
o Clarity on epTid
 More semantics ?
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INnCommon Trust Services

* Develop and deploy core federation
e Basic, Bronze and Silver
e Improved metadata services
* Evaluate, develop and deploy related service:
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InCommon Silver

* LOA 2 on the campus

 Highly secure federation operational
procedures
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Possible new services

e Certificate services
e SSL
* Root CA (USHER)
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eduRoam

e International wireless roaming for the R&E
commnity - www.eduroam.org

« 802.1x based authn technology, not web-redi
authn; typically requires client on laptop
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Shib training and IdM consulting

* Intended to accelerate adoption more than
generate revenue

 Shib training already a useful service in
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Operating other federations

e Some sectors may need help — K-20,
health, etc.

» Could be operation

al or consultati
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Some thoughts about the future

e Perilous and uncertain

* Not all businesses enabled by InCommo
should be operated by InCommon..
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