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EXECUTIVE SUMMARY  12 

Identity Assurance Profiles, as described in the InCommon Identity Assurance Assessment 13 
Framework, define the specific requirements that Identity Provider Operators must meet in order 14 
to be eligible to include InCommon Identity Assurance Qualifier(s) in identity Assertions that 15 
they offer to Service Providers.  The reader is assumed to be familiar with the InCommon 16 
Identity Assurance Assessment Framework.   17 
This document defines requirements for InCommon Silver and Bronze identity assurance 18 
certification.  These profiles are intended to be compatible with the US federal government 19 
ICAM Trust Framework Provider Adoption Process, Levels of Assurance 1 and 2.  The 20 
requirements are directly applicable to Identity Provider Operators that use Authentication 21 
Secret-based Credentials, but equivalent or stronger Credentials could be used instead.   22 
InCommon Bronze certification requires that an Identity Provider Operator support at least basic 23 
authentication Credentials with moderately hard to guess Authentication Secrets.  Assertions 24 
may include a unique identifier for each Subject registered in the Identity Provider Operator’s 25 
Identity Management System that should be usable in access control lists, but further identity 26 
information need not be included or verified.  InCommon Silver certification requires 27 
Credentials with hard to guess Authentication Secrets and better Credential management, 28 
reasonably well verified personal information about each Subject, unique Subject identifiers, and 29 
secure business and operational processes.   30 
An Identity Provider Operator that is certified under the Silver profile also may wish to be 31 
certified to use the Bronze Identity Assurance Qualifier, for example, for Assertions that do not 32 
fully meet Silver requirements but do meet Bronze requirements.  Identity Provider Operators 33 
that meet or exceed either of these qualifications are identified as certified in the InCommon 34 
Identity Provider metadata and may include the appropriate Identity Assertion Qualifier(s) in 35 
Assertions they provide. 36 

© Copyright 2011 InCommon, LLC.  All Rights Reserved. 37 
38 
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1 INTRODUCTION  65 

This document is part of InCommon’s Identity Assurance Program.  Please refer to the 66 
InCommon Identity Assurance Assessment Framework (IAAF) for an overview and for 67 
information on how InCommon certifies that an IdP Operator (IdPO) satisfies the 68 
requirements of this Identity Assurance Profile (IAP).  Additional information can be found 69 
at http://www.incommon.org     70 
Certain terms used in this document refer to elements of the InCommon identity 71 
management functional model as defined in the InCommon IAAF, Section 2.  Such terms 72 
are capitalized in this document. 73 

2 SCOPE  74 

This IAP document contains requirements that IdPOs must satisfy if they wish to qualify 75 
for InCommon Silver or Bronze assurance designation.  These requirements apply 76 
specifically to IdPOs that authenticate Subjects directly using credentials that the IdPO 77 
issues and then provide Assertions of Identity tailored to the needs of cooperating Service 78 
Providers (SPs).  This IAP applies only for Subjects that are natural persons.1 79 
The IAP includes issues regarding the process for Subject registration with the IdPO’s 80 
IdMS, the digital Credentials they are given, the handling of identity information about the 81 
Subject, and the Assertion conveyed to SPs.  It is not required that all Subject records in a 82 
given IdMS meet the criteria in this or any IAP.  However, the IdP must be able to 83 
determine which Subject records do meet all relevant criteria and include only the 84 
appropriate assurance qualifier(s) in Assertions it issues.   85 
An IdPO issues to a Subject one or more digital Credential(s) with which to authenticate to 86 
that IdPO’s IdP.  This IAP addresses primarily Credentials based on an Authentication 87 
Secret used for authentication of the Subject to the IdP.  Equivalent or stronger2 forms of 88 
digital Credentials such as one-time Authentication Secret devices, PKI certificates or other 89 
secure technologies could satisfy the Credential requirements of these profiles as well. 90 
If other types of digital Credentials are used, the Authentication Secret requirements of this 91 
IAP may not apply.  In such cases the IdPO and its independent auditor must use 92 
professional judgment in determining whether the other type of Credentials meet or exceed 93 
the requirements in §4.2.3.  Examples include: 94 

• Authentication Secret-based systems that employ specialized client software for the 95 
Authentication Secret authentication protocol and access management to the SP;  96 

• Systems that use Authentication Secrets in conjunction with Tokens or specialized 97 
software;  98 

• Systems where PINs are used in conjunction with Tokens or specialized software.  99 
The IdPO is responsible for ensuring conformance with the requirements and criteria 100 
defined in this IAP regardless of how or where they are implemented, including outsourced 101 
or delegated arrangements.  102 

103                                                 
1 See http://www.nolo.com/dictionary/natural-person-term.html 
2 See NIST [SP 800-63] for a discussion of Credential strength. 2 See NIST [SP 800-63] for a discussion of Credential strength. 
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3 SILVER AND BRONZE PROFILES 104 

This InCommon IAP document establishes requirements for IdPOs under two assurance 105 
profiles: Bronze, which represents a minimal formal set of requirements and Silver, which 106 
adds more stringent requirements.  InCommon Bronze and Silver are intended to be 107 
compatible with US federal government Identity, Credential, and Access Management 108 
(ICAM) Trust Framework Provider Adoption Process (TFPAP) Levels of Assurance 1 and 109 
2.  They also include requirements regarding support for InCommon-recommended Identity 110 
Attributes. 111 
InCommon Bronze requirements are fewer than InCommon Silver requirements.  In some 112 
places these two IAPs have different requirements for the same criterion where the Bronze 113 
criterion is less stringent than that for Silver, for example, in the required Authentication 114 
Secret strength.  Thus, an IdPO meeting the Silver requirement may be able to satisfy the 115 
Bronze requirement as well.  InCommon Federation metadata will identify IdPs that are 116 
operated by InCommon-certified IdPOs and that meet or exceed the requirements of the 117 
Bronze IAP as qualified to assert the Bronze Identity Assurance Qualifier (IAQ) as part of 118 
Assertions and IdPs that meet the requirements of the Silver IAP as qualified to assert 119 
Silver IAQs, as appropriate, as part of Assertions.  A given IdP may be certified to assert 120 
either or both IAQs but must ensure that only appropriate IAQs are associated with each 121 
Assertion. 122 

3.1 INCOMMON BRONZE IDENTITY ASSURANCE PROFILE 123 
The InCommon Bronze identity assurance profile focuses on sequential identity, that is, 124 
reasonable assurance that the same person is authenticating each time with a particular 125 
Credential.  Assertions under this profile are likely to represent the same Subject each time 126 
a Subject identifier is provided.  127 
While no identity proofing requirements are specified, it is expected that IdPOs use 128 
reasonable care when issuing Credentials to confirm that a single individual applies for and 129 
receives a given Credential and its Authentication Secret. 130 
InCommon Bronze qualified Assertions are typically usable by individuals seeking access 131 
to online information resources licensed to an organization and for which the Subject is an 132 
eligible user.  They also may be usable for access to online services where the SP will 133 
invoke other methods for linking of the Subject identifier to information the SP already has 134 
regarding individuals who should have access to its services. 135 

3.2 INCOMMON SILVER IDENTITY ASSURANCE PROFILE 136 
The InCommon Silver identity assurance profile builds on the Bronze profile requirements 137 
by adding criteria regarding individual Subject identity proofing and identity information 138 
records.  Stronger Credential technology and Credential management are required as well.   139 
The Silver IAP intends to assure a reasonably strong binding between the physical Subject 140 
and that Subject’s digital Credential, and reasonably accurate information in Assertions.  141 
Credentials must at a minimum make use of Authentication Secrets that are sufficiently 142 
difficult to guess or intercept.   143 

144 
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4 CRITERIA  145 

The criteria outlined below are organized by functional area, as discussed in the IAAF, and 146 
will be applied cumulatively as discussed in Section 2 of this document.  These criteria 147 
apply to the IdPO and are not dependent on any particular implementation architecture. 148 

4.1 SUMMARY OF IDENTITY ASSURANCE CRITERIA  149 
This table summarizes all of the identity assurance criteria defined for Bronze and Silver 150 
IAPs.  Cells that are shaded and contain “n/a” do not apply to the indicated profile.   151 

Functional Area Criteria Bronze Silver 

4.2.1 Business, 
Policy and 
Operational Criteria 

1.  InCommon Participant.   

2.  Notification to InCommon   

3.  Continuing Compliance   

.4  IdPO Risk Management   

4.2.2 Registration 
and Identity 
Proofing 

.1  RA authentication n/a  

.2  Identity verification process n/a  

.3  Registration records n/a  

.4  Identity proofing n/a  

.4.1  Existing relationship n/a  

.4.2  In-person proofing n/a  

.4.3  Remote proofing n/a  

5.  Address of Record confirmation n/a  

4.2.3 Credential 
Technology 

.1  Credential unique identifier   

.2  Basic Resistance to guessing Authentication 
Secret 

 n/a 

.3  Strong resistance to guessing Authentication 
Secret n/a  

.4  Stored Authentication Secrets n/a  

.5  Basic Protection of Authentication Secrets  n/a 

.6  Strong Protection of Authentication Secrets n/a  

4.2.4 Credential 
Issuance and 
Management 

.1  Credential issuance process n/a  

.2  Credential revocation or expiration n/a  

.3  Credential renewal or re-issuance n/a  

.4  Retention of Credential issuance records n/a  
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Functional Area Criteria Bronze Silver 

4.2.5 Authentication 
Process 

.1  Resist replay attack   

.2  Resist eavesdropper attack   

.3  Secure communication   

.4  Proof of Possession   

.5  Session authentication   

.6 Mitigate risk of Credential compromise   

4.2.6 Identity 
Information 
Management 

.1  Identity record qualification 
  

4.2.7 Assertion 
Content 

.1  Identity Attributes   

.2  Identity Assertion Qualifier   

.3  Cryptographic security   

4.2.8 Technical 
Environment 

.1  Software maintenance n/a  

.2  Network security n/a  

.3  Physical security n/a  

.4  Reliable operations n/a  

 153 
154 
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4.2 SPECIFICATION OF IDENTITY ASSURANCE REQUIREMENTS  155 
This section contains all of the normative language for the Bronze and Silver IAPs. 156 
In the requirements that follow, (B) indicates that the numbered section applies to the 157 
Bronze IAP; (S) indicates that the numbered section applies to the Silver IAP. 158 

4.2.1 BUSINESS, POLICY AND OPERATIONAL CRITERIA 159 
IdP Operators must have the organizational structures and processes to come into and 160 
remain in compliance with the provisions of this IAP.  161 

4.2.1.1 (S) (B)  INCOMMON PARTICIPANT 162 
The IdPO must be an InCommon Participant in good standing in order to be considered 163 
for certification under this IAP.  In this context, “good standing” means not in arrears 164 
with respect to financial obligations to InCommon nor out of compliance with other 165 
contractual obligations to InCommon. 166 

4.2.1.2 (S) (B)  NOTIFICATION TO INCOMMON 167 
The IdP Operator must notify InCommon of any circumstance that may affect the status 168 
of its compliance with this IAP. 169 
1. The IdP Operator must notify InCommon of any significant changes to its operation 170 

that may affect the status of its compliance and hence its qualification under this 171 
IAP.  Notification should occur no less than 30 days before the changes are to be 172 
made effective, or as soon as practicable after an unanticipated change is noted.  173 

2. The IdPO must report to InCommon any breach of security or integrity of its IdMS 174 
Operations that may affect the status of its compliance and hence its qualification 175 
under this IAP.  A report must be made as soon as practicable after any such incident 176 
is noted. 177 

4.2.1.3 (S) (B)  CONTINUING COMPLIANCE 178 
After initial certification by InCommon, IdP Operators must declare to InCommon 179 
continued compliance with profiles under this IAP at least every 3 years.   180 

4.2.1.4 (S) (B)  IDPO RISK MANAGEMENT 181 
The IdPO's Information Technology operations must be subject to periodic review or 182 
equivalent controls to ensure that its policies and practices align with the organization's 183 
risk management objectives.   184 

4.2.2 REGISTRATION AND IDENTITY PROOFING  185 
Identity proofing in this IAP uses verified information to create a record for the Subject in 186 
the IdPO’s IdMS. 187 
4.2.2.1 (S)  RA AUTHENTICATION   188 

Each RA must authenticate to the IdMS using a credential that meets or exceeds Silver 189 
requirements. 190 
Communications between an RA and the IdMS shall be encrypted using an industry 191 
standard protocol that also authenticates the IdMS platform. 192 
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4.2.2.2 (S)  IDENTITY VERIFICATION PROCESS 193 
1. The identity proofing and registration process shall be performed according to 194 

written policy or practice statements that specify the particular steps taken by IdPO 195 
staff or systems to verify identities.  196 

2. The above statement(s) shall address the primary objectives of registration and 197 
identity proofing, including:  198 
• Ensuring a person with the claimed identity information does exist, and that the 199 

identity information is sufficient to uniquely identify a single person within the 200 
IdPO’s range of foreseeable potential Subjects;  201 

• Ensuring that the physical person requesting registration is entitled to the claimed 202 
identity.  203 

3. Personally identifiable information collected as part of the registration process must 204 
be protected from unauthorized disclosure or modification.  205 

4.2.2.3 (S)  REGISTRATION RECORDS  206 
1. A record of the facts of registration shall be maintained by the IdPO.   207 
2. The record of the facts of registration shall include:  208 
• Identity proofing document types and issuers; 209 
• Full name as shown on the documents;   210 
• Date of birth;   211 
• Current Address of Record.   212 

3. Records also must include revocation or termination of registration.   213 
4.2.2.4 (S)  IDENTITY PROOFING   214 

Prior to this process, the Subject supplies his or her full name, date of birth, and an 215 
Address of Record to be used for communication with the Subject, and may, subject to 216 
the policy of the IdPO, also supply other identifying information.  For each Subject, the 217 
full name, date of birth and Address of Record must be verified using one or more of 218 
the following methods: 219 
4.2.2.4.1 Existing relationship  220 

If the IdPO is a function of an enterprise, the identity proofing process may be able 221 
to leverage a pre-existing relationship, e.g., the Subject is an employee or student. 222 
Where some or all of the identity proofing done at the time the existing relationship 223 
was established is comparable to that required in §4.2.2.4.2 or §4.2.2.4.3 below, 224 
those results may be relied upon for this purpose.  The IdPO’s Registration 225 
Authority (RA) shall confirm that the Subject is a person with a current relationship 226 
to the organization, record the nature of that relationship and verify that the 227 
relationship is in good standing with the organization.   228 

4.2.2.4.2 In-Person proofing  229 
1. The RA shall establish the Subject’s IdMS registration identity based on 230 

possession of a valid current government photo ID that contains the Subject’s 231 
picture (e.g., driver’s license or passport), and either an address or nationality. 232 

2. The RA inspects the photo ID and compares the image to the physical Subject.  233 
The RA records the document type and issuer, the address given on the ID if 234 
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there is one, and the date of birth shown on the ID if there is one.  If the ID 235 
appears valid, the photo matches the physical Subject, and the ID confirms the 236 
Subject’s date of birth, the RA authorizes issuance of Credentials. 237 

3. If the address given on the ID does not confirm the Address of Record, it must be 238 
confirmed as described in §4.2.2.5 below.  239 

4.2.2.4.3 Remote proofing  240 
1. The RA shall establish the Subject’s IdMS registration identity based on 241 

possession of at least one valid government ID number (e.g., a driver’s license or 242 
passport) and either a second government ID number or financial account 243 
number (e.g., checking account, savings account, loan or credit card) with 244 
confirmation via records of either number. 245 

2. The RA verifies other information provided by the Subject using both of the ID 246 
numbers above through record checks either with the applicable agency or 247 
institution or through credit bureaus or similar databases, and confirms that: 248 
name, date of birth, and other personal information in records are on balance 249 
consistent with the application and sufficient to identify a unique individual.  If 250 
this appears to be the case, the RA authorizes issuance of Credentials. 251 

3. If the record checks do not confirm the Address of Record, it must be confirmed 252 
as described in §4.2.2.5 below.  253 

4.2.2.5 ADDRESS OF RECORD CONFIRMATION 254 
The Address of Record must be confirmed before the Subject’s record can be 255 
considered to meet the requirements of this IAP.  If the Address of Record was not 256 
confirmed as part of Identity proofing, then it must be accomplished by one of the 257 
following methods:  258 
1. The RA contacts the Subject at the Address of Record and receives a reply from the 259 

Subject; or  260 
2. The RA issues Credentials in a manner that confirms the Address of Record supplied 261 

by the Subject.   262 
a. For a physical Address of Record,  the RA requires the Subject to enter online 263 

a temporary Secret from a notice mailed to the Subject’s Address of Record. 264 
b. For an electronic Address of Record, the RA confirms the ability of the Subject 265 

to receive telephone communications at a telephone number or e-mail at an 266 
e-mail address.   267 

Any Secret not sent over a Protected Channel shall be invalidated upon first use. 268 

4.2.3 CREDENTIAL TECHNOLOGY  269 
These InCommon IAPs are based on use of “shared Authentication Secret” forms of 270 
identity Credentials.  If other Credentials are used to authenticate the Subject to the IdP, 271 
they must meet or exceed the effect of these requirements. 272 
4.2.3.1 (S) (B)  CREDENTIAL UNIQUE IDENTIFIER 273 

1. Each Credential issued by the IdPO shall include a unique identifier (e.g., userID, 274 
Distinguished Name, serial number) that distinguishes it from all other Credentials in 275 
use by the IdPO.   276 
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2. A Subject can have more than one Credential unique identifier, but a given 277 
Credential unique identifier must map to at most one Subject.  278 

3. The IdPO shall clearly associate the Credential unique identifier to the Subject’s 279 
registration record in the IdMS, for use by the Verifier or other parties. 280 

4.2.3.2 (B)  BASIC RESISTANCE TO GUESSING AUTHENTICATION SECRET 281 
The Authentication Secret and the controls used to limit online guessing attacks shall 282 
ensure that an attack targeted against a given Subject’s Authentication Secret shall have 283 
a probability of success of less than 2-10 (1 chance in 1,024) over the life of the 284 
Authentication Secret.  This requires that an Authentication Secret be of sufficient 285 
complexity and, in most cases,  that the number of invalid attempts to enter an 286 
Authentication Secret for a Subject be limited.   287 
Refer to NIST Special Publication 800-63-1 [SP 800-63], Appendix A, for a discussion 288 
of Authentication Secret complexity and resistance to online guessing.  289 

4.2.3.3 (S)  STRONG RESISTANCE TO GUESSING AUTHENTICATION SECRET 290 
1. The Authentication Secret and the controls used to limit online guessing attacks shall 291 

ensure that an attack targeted against a given Subject’s Authentication Secret shall 292 
have a probability of success of less than 2-14 (1 chance in 16,384) over the life of 293 
the Authentication Secret.  This requires that an Authentication Secret be of 294 
sufficient complexity and that the number of invalid attempts to enter an 295 
Authentication Secret for a Subject be limited.   296 

2. The Authentication Secret shall have at least 10 bits of min-entropy to protect against 297 
an untargeted attack.   298 

Refer to NIST Special Publication 800-63-1 [SP 800-63], Appendix A, for a discussion 299 
of Authentication Secret complexity and resistance to online guessing and how to 300 
calculate min-entropy.  301 

4.2.3.4 (S)  STORED AUTHENTICATION SECRETS 302 
Authentication Secrets shall not be stored as plaintext.  Access to encrypted stored 303 
Secrets and to decrypted copies shall be protected by discretionary access controls that 304 
limit access to administrators and applications that require access.   305 
Three alternative methods may be used to protect the stored Secret:   306 
1. Authentication Secrets may be concatenated to a variable salt (variable across a 307 

group of Authentication Secrets that are stored together) and then hashed with an 308 
industry standard algorithm so that the computations used to conduct a dictionary or 309 
exhaustion attack on a stolen Authentication Secret file are not useful to attack other 310 
similar Authentication Secret files.  The hashed Authentication Secrets are then 311 
stored in the Authentication Secret file.  The variable salt may be composed using a 312 
global salt (common to a group of Authentication Secrets) and the userID (unique 313 
per Authentication Secret) or some other technique to ensure uniqueness of the salt 314 
within the group of Authentication Secrets; or  315 

2. Store Secrets in encrypted form using industry standard algorithms and decrypt the 316 
needed Secret only when immediately required for authentication; or   317 

3. Any method protecting stored Secrets at NIST [SP 800-63] Level 3 or 4 may be 318 
used.  319 
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4.2.3.5 (B)  BASIC PROTECTION OF AUTHENTICATION SECRETS 320 
1. Authentication Secrets shall not be stored as plaintext.  Access to stored Secrets and 321 

to plaintext copies shall be protected by discretionary access controls that limit 322 
access to administrators and applications that require access.   323 

2. Plaintext passwords or Secrets shall not be transmitted across a network. 324 
4.2.3.6 (S)  STRONG PROTECTION OF AUTHENTICATION SECRETS 325 

1. Any Credential Store containing Authentication Secrets used by the IdP (or the IdP’s 326 
Verifier) is subject to the operational constraints in §4.2.3.4 and §4.2.8 (that is, the 327 
same constraints as IdMS Operations).  When Authentication Secrets are sent from 328 
one Credential Store to another Credential Store (for example in an account 329 
provisioning operation) Protected Channels must be used. 330 

2. Whenever Authentication Secrets used by the IdP (or the IdP’s Verifier) are sent 331 
between services for verification purposes (for example, an IdP to a Verifier, or 332 
some non-IdP application to a Verifier), Protected Channels should be used, but 333 
Protected Channels without client authentication may be used. 334 

3. If Authentication Secrets used by the IdP (or the IdP’s Verifier) are exposed in a 335 
transient fashion to non-IdP applications (for example, when users sign on to those 336 
applications using these Credentials), the IdPO must have appropriate policies and 337 
procedures in place to minimize risk from this exposure.  338 

4.2.4 CREDENTIAL ISSUANCE AND MANAGEMENT  339 
The authentication Credential must be bound to the physical Subject and to the IdMS 340 
record pertaining to that Subject as described in this section. 341 
4.2.4.1 (S)  CREDENTIAL ISSUANCE 342 

To ensure that the same Subject acts throughout the registration and Credential issuance 343 
process, the Subject shall identify himself or herself in any new transaction (beyond the 344 
first transaction or encounter) with information known only to the Subject, for example 345 
a temporary Secret which was established during a prior transaction or encounter, or 346 
sent to the Subject’s Address of Record.  When identifying himself or herself in person, 347 
the Subject shall do so either by using a Secret as described above, or through the use 348 
of an equivalent process that was established during a prior encounter.   349 

4.2.4.2 (S)  CREDENTIAL REVOCATION OR EXPIRATION 350 
1. The IdPO shall revoke Credentials and Tokens within 72 hours after being notified 351 

that a Credential is no longer valid or is compromised.   352 
2. If the IdPO issues Credentials that expire automatically within 72 hours or less then 353 

the IdPO is not required to provide an explicit mechanism to revoke the Credentials.   354 
4.2.4.3 (S)  CREDENTIAL RENEWAL OR RE-ISSUANCE 355 

Appropriate policy and process must be in place to ensure that any new Credential 356 
and/or new Authentication Secret is provided only to the actual Credential Subject 357 
should it be necessary to reissue an Authentication Secret, e.g., due to suspected 358 
compromise or the Subject having forgotten the Secret, or to reissue a Credential due to 359 
expiration.  This process must be at least as trustworthy as the process used for initial 360 
issuance of the Credential. 361 
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Prior to the IdPO allowing renewal or re-issuance of a Credential, the Subject must 362 
prove possession of an unexpired current Authentication Secret or, if the Subject cannot 363 
supply the current Authentication Secret, one of the following methods may be used: 364 
1. The Subject must supply answers to pre-registered personalized questions designed 365 

to be difficult for any other person to know; 366 
2. A short-lived single use Secret sent to the Address of Record that the Subject must 367 

submit in order to establish a new Authentication Secret. 368 
Replacing a forgotten Authentication Secret can be accomplished at any time using the 369 
above methodology.  Authentication Secrets shall not be recovered; new Secrets shall 370 
be issued.   371 
After expiration of the current Credential or Authentication Secret, or if none of the 372 
alternative mechanisms specified above are successful, renewal and re-issuance shall 373 
not be allowed.  The Subject must re-establish her or his identity with the IdPO as 374 
defined in Section 4.2 above. 375 
All  interactions conducted via a shared network shall occur over a Protected Channel 376 
such as SSL/TLS. 377 

4.2.4.4 (S)  CREDENTIAL ISSUANCE RECORDS RETENTION 378 
The IdPO shall maintain records of Credential issuance and revocation for a minimum 379 
of 180 days beyond the expiration of the Credential.  These records must include, for 380 
each Credential issuance/revocation event, the Credential unique identifier and the time 381 
of issuance/revocation. 382 

4.2.5 AUTHENTICATION PROCESS 383 
The Subject interacts with the IdP to prove that he or she is the holder of a Credential, 384 
enabling the subsequent issuance of Assertions.   385 
4.2.5.1 (S) (B)  RESIST REPLAY ATTACK 386 

The authentication process must ensure that it is impractical to achieve successful 387 
authentication by recording and replaying a previous authentication message.   388 

4.2.5.2 (S) (B)  RESIST EAVESDROPPER ATTACK 389 
The authentication protocol must resist an eavesdropper attack.  Any eavesdropper who 390 
records all the messages passing between a Subject and a Verifier or relying party must 391 
find that it is impractical to learn the Authentication Secret or to otherwise obtain 392 
information that would allow the eavesdropper to impersonate the Subject.   393 

4.2.5.3 (S) (B)  SECURE COMMUNICATION 394 
Industry standard cryptographic operations are required between Subject and IdP in 395 
order to ensure use of a Protected Channel to communicate.   396 

4.2.5.4 (S) (B)  PROOF OF POSSESSION 397 
The authentication process shall prove the Subject has possession of the Authentication 398 
Secret or Token. 399 

4.2.5.5 (S) (B)  SESSION AUTHENTICATION 400 
If the IdP uses session-maintenance methods (such as cookies) so that after an initial 401 
authentication act new Assertions can be issued without the Subject having to 402 
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re-authenticate, such methods shall use industry standard cryptographic techniques to 403 
ensure that sessions are at least as resistant to attack as initial authentication. 404 

4.2.5.6 (S) (B)  MITIGATE RISK OF CREDENTIAL COMPROMISE 405 
The IdPO must have policies, practices, or guidelines in place that prohibit the sharing 406 
of Credentials and mitigate risks of a Subject's Credential being acquired by someone 407 
else through other means.  Subjects must be informed of these policies, practices or 408 
guidelines and educated about the importance of keeping their Credentials secure. 409 

4.2.6 IDENTITY INFORMATION MANAGEMENT  410 
Subject records in the IdPO’s IdMS must be managed appropriately so that Assertions 411 
issued by the IdPO’s IdP are valid. 412 

4.2.6.1 (S) (B)  IDENTITY RECORD QUALIFICATION 413 
If Subject records in an IdMS do not all meet the same set(s) of IAP criteria, then the 414 
IdP must have a reliable mechanism for determining which IAQ(s), if any, are 415 
associated with each record. 416 

4.2.7 ASSERTION CONTENT 417 
The IdPO must have processes in place to ensure that information about a Subject’s 418 
identity conveyed in an Assertion of identity to an SP is from an authoritative source. 419 

4.2.7.1 (S) (B)  IDENTITY ATTRIBUTES 420 
The actual meaning of any attribute values identified as attributes recommended for use 421 
by InCommon Participants should be consistent with definitions in the InCommon 422 
Attribute Summary [InC-AtSum].   423 

4.2.7.2 (S) (B)  IDENTITY ASSERTION QUALIFIER (IAQ) 424 
An IdPO may be certified by InCommon to be eligible to include one or more 425 
InCommon IAQs as part of Assertions.  The IdP must not include an InCommon IAQ 426 
that it has not been certified by InCommon to assert and must not include an IAQ if 427 
that Assertion does not meet the criteria for that IAP.  The IdP must be capable of 428 
including an InCommon IAQ when the necessary criteria are met for the Subject. 429 

4.2.7.3 (S) (B)  CRYPTOGRAPHIC SECURITY 430 
Cryptographic operations are required between an IdP and any SP.  Cryptographic 431 
operations shall use industry standard cryptographic techniques. 432 
The Assertion must be either:  433 
• Digitally signed by the IdP; or   434 
• Obtained by the SP directly from the trusted entity (e.g., the IdP or Attribute 435 

Service) using a Protected Channel.  436 

4.2.8 TECHNICAL ENVIRONMENT  437 
IdMS Operations must be managed to resist various potential threats such as unauthorized 438 
intrusions and service disruptions that might result in false Assertions of Identity or other 439 
erroneous communications.   440 
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4.2.8.1 (S)  SOFTWARE MAINTENANCE 441 
IdMS Operations shall use up-to-date supported software. 442 

4.2.8.2 (S)  NETWORK SECURITY 443 
1. Appropriate measures shall be used to protect the confidentiality and integrity of 444 

network communications supporting IdMS operations.  Protected Channels should 445 
be used for communications between systems. 446 

2. All personnel with login access to IdMS Operations infrastructure elements must use 447 
access Credentials at least as strong as the strongest Credential issued by the IdPO. 448 

4.2.8.3 (S)  PHYSICAL SECURITY 449 
IdMS Operations shall employ physical access control mechanisms to restrict access to 450 
sensitive areas, including areas such as leased space in remote data centers, to 451 
authorized personnel. 452 

4.2.8.4 (S)  RELIABLE  OPERATIONS 453 
IdMS Operations shall employ techniques to minimize system failures and ensure that 454 
any failures are not likely to result in inaccurate Assertions being sent to SPs.   455 

5 DETERMINATION OF CONFORMANCE  456 

This section defines how an IdPO can determine conformance with the IAPs defined in this 457 
document and what supporting documents must be provided to InCommon when applying 458 
for certification. 459 

5.1 CONFORMANCE WITH THE BRONZE PROFILE 460 
An audit as defined in the inCommon IAAF may be done and documentation as described 461 
in the IAAF submitted at the time of application for InCommon Bronze certification.   462 
Alternatively, the Participant may execute a Representation of Conformance (RoC) 463 
attachment to the Identity Assurance Addendum to the Participation Agreement.  The RoC 464 
attachment includes a statement by the Participant that its IdPO is in conformance but does 465 
not require documentation of how that was determined.  The RoC legally binds the 466 
Participant to remain in compliance as long as the Assurance Addendum remains in force.  467 
The RoC must be submitted at the time of application for InCommon Bronze certification. 468 

5.2 CONFORMANCE WITH THE SILVER PROFILE 469 
An audit as described in the InCommon IAAF is required. Documentation as described in 470 
the IAAF must be submitted at the time of application for InCommon Silver certification. 471 

5.3 CONFORMANCE WITH BOTH THE SILVER AND BRONZE PROFILES 472 
Application for certification for both Silver and Bronze requires the audit as described 473 
above for Silver.  That audit may include the Bronze IAP as well or either option described 474 
above for Bronze may be used. 475 
 476 

 477 
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APPENDIX B: ACRONYMS  493 
 494 

Acronym Definition 

IAAF Identity Assurance Assessment Framework 

IAP Identity Assurance Profile 

IAQ Identity Assurance Qualifier 

ICAM Identity, Credential, and Access Management 

ID Identity Document 

IdM Identity Management 

IdMS Identity Management System 

IdP Identity Provider 

IdPO Identity Provider Operator 

NIST National Institute of Standards and Technology 

PIN Personal Identification Number 

PKI Public Key Infrastructure 

RA Registration Authority 

SP Service Provider 

TFPAP Trust Framework Provider Adoption Process 
 495 
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 498 
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 502 
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