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GnMon)
sFlow

sFlow = streamed counters + random packet samples
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GnMon)
sFlow

sFlow = streamed counters (standard data-plane model across all vendors)
+ random packet samples (plus forwarding and performance details)
+ packet drop headers (with standard reason codes)

From all routers, switches and servers.
Tolerant of packet loss.
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inMon

sFlow

- Generic (19)
- status
- speed
- frames
-  bytes
- discards

- errors

- Ethernet (13)
- symbol_errors

- FCS_errors

-  LAG(13)
- actorMAC

- Optical (14)
- ix/rx power

Network I/F

Host

- CPU((18)

- GPU(10)

- memory (8)

- disk I/0 (9)

- Network I/O (8)
- 1IP(19

- TCP(15)

- UDP(7)

- ICMP (25)

- VM/Container (28)
- JavaVM (22

Standard counters

Application
- Generic (25)
- HTTP (15)
- Memcache (31)

Standard counters from every server delivered
every N seconds. Plus Standard counters for
every VM + Container + JVM.

Standard counters from every physical interface of every switch
delivered every N seconds (e.g. N==20). Desynchronized.
200K+ interfaces sending to one collector is fine.
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inMon Counters are not enough

F I [ R N J
B Ow 800 / @raticsenine - e Counters tell you there is a

&« C Mt (X https://inmon.sc1l.org/inmsf/Monitor?action=counters&show=frames wN

G Traffic Sentinel problem, but not why.
| Filo | Homo | Events 'R0 T Hosts | Servicos | Signaturos | Roports | Maps | Controllor _ Search | Holp | .
Status | Interfaces | Trend | Factors | Circles | TopN | L] Cou nterS Summarlze
s;n:: Seattle > SCinet > Core > core-1 > | “edge-2:2/1/1" + | [ Show Map | [ Agent Details | Explore | perfolrm.a'nce b.y dropplng hlgh
e () e T e cardinality attributes:
10 Nov, 22:00 - 1';';;'\:‘:0?00, interval=1 min. - IP addresses

Frames per Second
=

o - URLs

EE - Memcache keys

0 ¢ Need to be able to efficiently
" disaggregate counter by
attributes in order to

i understand root cause of

22:00 22:10 22:20 22:30 22:40 22:50 .I-Zi:nﬂeﬂ *ﬂ 23:20 23:30 2340 23:50 00:00 performance problems.

W Unicasts In M Unicasts Out M Broadcasts In M Broadcasts 'u W Multicasts In M Multicasts Out

e How do you get this data
when there are millions of
transactions per second?

99-2011 InMon Corp. ALL RIGHTS RESERVED

https://inmon.scl1.org/inmsf/MonitorZaction=factors

Why the spike in traffic?

(100Gbit link carrying 14,000,000 packets/second)
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INMond  skjow also exports random samples
BFIOw . e Random sampling is lightweight

0 O O / ®rafhic sentinel

€ 5 C i | (x hups://inmon.scll.org/inmsf/MonitorZaction=trend = N e Critical path rough|y cost of
G Traffic Sentinel Welcoms, pp Lacoul H H .
Fio Tome _—bvents ILUSCM Hosts _Sevices _ Signatures __Rogorts _Maps _Controler __Search i maintaining one counter:
Sutus | Interfaces | Trend | Factors | Circios | TooN | lf(——Sklp —— ) Sample();
Filter:
SC11 > Seattle > SCinet > Core > core-1> | “edge-2:2/1/1" 2 || ShowMap || Agent Details || Explore H H H H
[ J
Chart | Top Connections : | Host| Al : | Protocol | Al : Sampllng IS eaSy to dIStrIbUte
:Jv::rof(;-fu/w 3] Time | 10.00PM : | Interval l?ommu(c? ;K Ul:: &:‘:‘«. : among modules’ thl’eadS,
Server Address Server Port Client Address Bytos In Bytes Out Bytes processes W|thout any
|- IERRKY UDP.E3 (whois++) ARonnes-681-1-107-1.w2-2.abowanadoofr (222.1) 196.16M WE7G  39.056 . .
B ARo0rs-651-1-107-1.w2-2.9b0 wanadoo fr (22.2.1) UDP.E3 (whoises) 1111 38046 98.69M 36.24G
a MLZMM UDPES (whoises) i 36.206 ‘ 0 uz;c SynChronlzatlon
O ARonnes-651-1-107-1.w2-2.abo wanadoo r (22.2.1) UOP:8 1143 0 227.20M 227.20M
@ ARonres-651-1-107-1.w2-2 abowanadoo tr (222.1) UDP.ST ERRR] 0 21803M 218.03M

¢ Minimal resources required to
capture attributes of sampled
transactions

¢ Easily identify top sources,
connections, clients, servers,
URLs etc.

2210 2220 22:30 22:40 2% 2300 (262310 2320 23:30 28:40 23:50

e Unbiased results with known
accuracy

Break out traffic by client, server and port
(graph based on samples from100Gbit link carrying 14,000,000 packets/second)
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inMon

sFlow

Scalability - link speed

® © ® ® usC-Caltech 400G Demo-C: X +

<« C' @ https://inmon.sc18.org/inmsf/Q/sc18-CalTech.js Qa v A4 ’ [+)
USC-Caltech 400G Demo - CalTech Booth

Top Sources (Dell switch on CalTech Booth)
Protocol Stack  VLAN In Source Address
MACVLANIPTCP 3199 10.10099.101

Top Sources (Arista switch on USC Booth)
Protocol Stack VLAN In Source Address,
MACVLANJP 3020  7.4.1.1
2006 | B MACVLANIPTCP 171 10.10.30.161 8006 MACVLANIP 3021
[0 MACVLAN.IPTCP 1772 [ MACVLAN.IP 3021
I MAC.VLANIPTCP 1445 B MACVLAN.IP 3021
MACVLAN.IP 3020

2 2 600G | [ MACVLAN.IP 3020
g 8 HMACVLANIP 3020
@ @ EIMACVLANIP 3021
8 8 4006
2 2
@ @
2006
o
1700 1900 2000 2100
Aggregate CPU Utilization (all servers) Aggregate Interrupts (all servers)
W %User W interrupts
%Nice 25M @ Context Switches
W %IRQ ™
I %Soft RQ H
10 §
2 1.5M
g g
& 2
A
@
500K
o
19:00 2000 2100 17:00 1800 1900 2000 2100 2200 2300

Top Interfaces (Caltech Booth) Top Interfaces (USC Booth)

gent UF In
I 140.221.140.254>57 A254.1413.5018.0rg DROP-M
2006 | B 140.221.140.254>24 A254.1413 5¢18.01g DROP_F
254>21 A254.1413.5018.0r9 DROP-A
I 140.221.140.254>25 A254.1413 5¢18.org DROP-K

1 140.221.140.254>61 A254.1413.5018.0rg caltech-dind-a_portt

UF In Agent
I 140.221.140.100>15001 A100.1413.5¢18.0r9

s00a | B 140.221249.37>1001 _ mgmt-noc-dci-400g sc18.0rg usc
1 140.221.140.100>23001 A100.1413.5c18.0r9

2 140.221140 25440 A254 1413 518,019 Asia-etn1 26 B oo
,% 140221140 254522 A254.1413.5018,org DROP-B: §
3 140.254518 A254.1413 Sc18.0rg caltechdin’-c_port2 @
3 40.221.140.25>46 A254.1413.5c18.0rg ethernet1/1136 E 000
2 2
a @

2006
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Scalability - Network Size
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GnMon)

sFlow

Solution Architecture

vV

Applications

Virtual Hosts
Containers

Virtual Network

Hosts =|\
etwor =

Embedded monitoring of all

\

sFlow REST
sFlow-RT
Telemetry Analytics

Real-time
Scaleable
Programmable

AVAVA
AVAVAVA
VAVAVAY

VAVAY

n MESOS
openstack @

kubernetes

Orchestration

&InfluxDB

i logstash Grafana
%Prometheus

DevOps

J

switches, all routers, all servers,

all applications, all the time
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inMon sFlow: Disaggregated Analytics
S core switch / router flow cache embedded on device
sFlow

| \ Flow
Records
decode —) flow cache
r» (e} o)
packets JOOOOO X
Stream counters: Move flow cache from ASIC to external software:
e Scale-out alternative to SNMP polling ¢ Reduce ASIC cost / complexity

¢ Fast response (data not sitting on switch)
¢ Centralized, network-wide visibility
¢ Increase flexibility = software defined analytics

4 )

i/f counters _?>

*k sFlow sFlow-RT
l ') AR ¢ 1
packets (JJ1OO0 N Flow
(XX decode flow cache —
s ~ . 7 JSON/REST
. L’ NetFlow
i/f COUNtErS ety s N ) IPFIX
N @ centralized software flow cache
l e Asynchronous analytics for sub-second response time
packets JULOOU Y, e Scaleable to >100,000 switch ports for single instance
multiple switches export sFlow e JavaScript/REST platform for analytics based apps
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adnMon)  Continuous Tracking of Large Flows
sFlow (™ sflow e D

sFlow does not use flow cache,

so real-time chart accurately
reports flow in progress

gogigséég

kChart: sFlow-RT real-time analyzer

4 NetFlow

NetFlow spikes caused by flow
cache active-timeout for long

running connections

4 A4 A A4 4 A4 A 4 A d A A A4 4 oA A o4 A 4 oA oA oA od oA odA o4 o4 A

@art: SolarWinds Real-Time NetFlow Analyzer @ & & 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 8 88 855838385838 J

NetFlow active timeout delays large flow detection,
limits value of signal for real-time visibility and control
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inMon

sFlow

Example: DDoS mitigation

C Define Flows to be managed setFlow( 'udp_target', {keys:'ipdestination,udpsourceport',value:'frames'});

C Define Threshold for action setThreshold('attack', {metric:'udp target', value:thresh, byFlow:true});

f setEventHandler (function(evt) {
var key = evt.flowKey;
if (controls[key]) return;

var [ip,port] = key.split(',');
var flow = {
) ) 'match’: {
Act on threshold events, in this ‘protocol ' :'=17",
example by creating BGP 'source-port':'='+port,
Flowspec rule matching DDoS ) destination’: ip
amplification attack traffic 'then': {'traffic-rate':0}
}i
controls[key] = {time:evt.timestamp, target: ip, port: port, flow:flow};

bgpAddFlow(router, flow);
logInfo( 'block target='+ip+' port='+port);
},['attack']);

ANANY,

r setIntervalHandler (function(now) {
for(var key in controls) {
if (now - controls[key].time < 1000 * 60 * block minutes) continue;

Remove actions when no var control = controls[key];
Ionger needed delete controls[key];

bgpRemoveFlow(router,control.flow);
logInfo('allow target='+control.target+' port='+control.port);

}
k })I

J

J

sFlow-RT script detects and drops DDoS UDP amplification attacks within 1 second
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DDoS Mitigation

8.0.8. ' sFlow-RT x \S \ Cy \
€ © C A [)10.0.0.162:8008/metric/ALL/ddos/html w5 =
sFlow-RT
x attack
controller disabled ends controller enabled
4K -
l control
3K implemented
attack
2 - detected liminated
attack
» starts X threshold
] \ attack ,\ / k p
starts
0 \
08:23:47 :24:29 08:25:12 08:25:55 08:26&8 08:27:21 08:28:04 08:28:47
[ ddos
Metric Top Key Agent Value
ddos 1001,10.0.0.151 10.0.0.234 0.01
Copyright © 2012-2014 InMon Corp. ALL RIGHTS RESERVED
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GnMon)

sFlow

OK, OK, so what's new?

Optical Interface Monitoring
TCP Performance Monitoring
Discarded Packet Headers
Transit Delay and Queueing

R\



inMon Optical Interface Monitoring

sFlow

struct lane {
unsigned int index; /* l-based index of lane within module, O=unknown */
unsigned int tx bias current; /* microamps */

unsigned int tx power; /* microwatts */

unsigned int tx power min; /* microwatts */

unsigned int tx power max; /* microwatts */

unsigned int tx wavelength; /* nanometers */

unsigned int rx power; /* microwatts */ . ]
unsigned int rx power min; /* microwatts */ Rocolle Data — f“w Fibors
unsigned int rx power max; /* microwatts */ E— Orver 2&w
unsigned int rx wavelength; /* nanometers */

Supply Voltage
il ] AID Converter

EEPROM Diagnostic Monitoring Interface

/* Optical SFP / QSFP metrics */ Managoment |
/* opaque = counter data; enterprise=0; format=10 */
struct sfp {

unsigned int module id;

unsigned int module num_ lanes; /* total number of lanes in module */
unsigned int module supply voltage; /* millivolts */
int module temperature; /* thousandths of a degree Celsius */

lane<> lanes;
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inMon TCP Performance Monitoring
sFlowss

sampleSequenceNo 153026
sourceld 0:2
meanSkipCount 10
samplePool 1530260
dropEvents 0

inputPort 1073741823
outputPort 2
flowBlock tag 0:2209
tcpinfo_direction sent
tcpinfo_send_mss 1448
tcpinfo_receive_mss 536
tcpinfo_unacked_pkts 0
tcpinfo_lost_pkts 0

tcpinfo_retrans_pkts 0 ‘\55“‘-.\~_‘

tcpinfo_path_mtu 1500 TCP info goes out with packet header sample
tcpinfo_rtt_us 773

tcpinfo_rtt_uS_var 137

tcpinfo_send_congestion_win 10

tcpinfo_reordering 3

tcpinfo_rtt_uS_min 0

flowBlock tag 0:1

flowSampleType HEADER

headerProtocol 1

sampledPacketSize 84

strippedBytes 4

headerLen 66

headerBytes 08-00-27-09-5C-F7-08-00-27-B8-32-6D-08-00-45-C0-00-34-60-79-40-00-01-06-03-7E-0A-00-00-88-0A-00-00-86-84-47-00-B3-50-6C-E7-E7-D8-49-29-1"
ED-15-34-00-00-01-01-08-0A-18-09-85-3A-23-8C-C6-61

dstMAC 080027095cf7

srcMAC 080027b8326d

IPSize 66

ip.tot_len 52

srcIP 10.0.0.136

dstIP 10.0.0.134
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inMon

sFlow

TCP Performance Monitoring

[ ] ® @ Kubernetes Dashboard 4 X +

c @ inmonts.nautilus.optiputer.net/inmsf/Q/k8sdash4.js

netes Dashboard 4

Top Namespaces Top Apps

Namespace Application

B rookcsystem

ook

O rook-haosu
uesd-

P haosuiab
ucsd-
ravigroup

B rooke-suncave

B alex-7-cpu-8378
rook-ceph-mds
B frontier-squid

Bits per Second
Bits per Second

Top App Pairs
Application Src-
Dst

25 rook-ceph-
Brook-cephagent o
00 | Elrook-ceph-osd  rook-ceph-osd
rook-ceph-
Drookcephosd o
O rook-ceph-rgw  rook-ceph-osd

rook-ceph-agent  tstat
B z-torch-job-syncvis - rook-ceph-rgw

Bits per Second
8

106 | B alex-7-cpu-8378  rook-ceph-rgw.
O rook-ceph-osd  rook-ceph-rgw
O rook-ceph-agent  rook-ceph-osd
Bl rook-ceph-mds ;“'g;knfs"'* A~ A
o -
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sFlow

700K

600K

500K

400K

300K

200K

100K

TCP Performance Monitoring

Pairwise source-destination measurements from packet samples

20:10 20:20
Max TCP RTT (uS)
Source AS Destination AS
m CHINANET-JS-AS- |\ reRNET2-056

AP
O WISC-MADISON-AS UCSD
O PURDUE ucsD
@ ucsD PURDUE
B ucsD WISC-MADISON-AS
B FNAL-AS ucsD
B uUcsD FNAL-AS
O UNL-AS ucsD
oucsp UNL-AS
E MERIT-AS-14 ABILENE

\{ LA A

L) YAV WAV AT AYA

NOAT AN AP OANTIT
19:50 20:00 20:10 20:20 20:30 20:40
Top Nodes by TCP Retransmissions
Host Name

~rache-11.t2.ucsd.edu
“*22goa.nrp.internet2.edu
-~ nesb.edu

250M

200M

150M

100M

50M

80

60

W frontier-squid
O tstat

Source AS
B MERIT-AS-14
O ABILENE
gucsD

g ucsp

m VISC-MADISON-
AS

B OPTIPUTER

B ucsD
O OPTIPUTER

20:00

20:10 20:20

TCP Retransmissions

Destination AS
ABILENE
MERIT-AS-14
ucsD
WISC-MADISON-
AS

ucsD

OPTIPUTER
FNAL-AS
ucsc
UCLA
UCINET-AS

20:10

20:20

Top Interfaces by Discards/sec

Interface
H 169.228.131.206>4
M 128.120.87.1>4
0 128.120.87.1>5
H 199.109.80.11>5
W 67.58.51.56>4
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dnMon)» Discarded Packet Headers

struct discarded packet {

unsigned int sequence number; /* Incremented with each discarded packet
record generated by this source id. */

sflow _data source expanded source_id; /* sFlowDataSource */

unsigned int drops; /* Number of times that the sFlow agent
detected that a discarded packet record
was dropped by the rate limit, or because
of a lack of resources. The drops counter
reports the total number of drops detected
since the agent was last reset. Note: An
agent that cannot detect drops will always
report zero. */

unsigned int inputifindex; /* If set, ifIndex of interface packet was
received on. Zero if unknown. Must identify
physical port consistent with flow sample
input interface. */

unsigned int outputifindex; /* If set, ifIndex for egress drops. Zero
otherwise. Must identify physical port
consistent with flow sample output
interface. */

drop reason reason; /* Reason for dropping packet. */

flow_record discard records<>; /* Information about the discarded packet. */
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dnMon)» Discarded Packet Headers

[ R N
BF |0| I ' o @ M < 0 @ sflow.nautilus.optiputer.net ¢ ©) [ﬁ + O

G Discard Browser

24

function,asn:ipsource:both,dns:ipsource,stack,ipde fps 'function'="ip_error’ m

function :ip :both :ipsource
[ ip_error AS26397 OPTIPUTER 67-58-51-233.csi-cephfsplugin-metrics.rook-system.svc.cluster.local.
12 [ ip_error AS26397 OPTIPUTER 67-58-51-232.csi-cephfsplugin-metrics.rook-system.svc.cluster.local.
O ip_error AS26397 OPTIPUTER 67-58-51-237.csi-rbdplugin-metrics.rook-system.svc.cluster.local.
[ ip_error AS26397 OPTIPUTER 67-58-51-234.csi-rbdplugin-metrics.rook-system.svc.cluster.local.
10 [ M ip_error AS26397 OPTIPUTER 67-58-51-227.csi-cephfsplugin-metrics.rook-system.svc.cluster.local.

ipdestination tcpdestinationport

10.244.217.251 6800
10.244.217.251 6800
10.244.217.251 6800
10.244.217.251 6800
10.244.217.251 6800

g [ ip_error AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. p  10.244.217.255 6800
3 [ ip_error AS26397 OPTIPUTER 67-58-53-155.node-exporter.monitoring.sve.cluster.local. p.tcp 67.58.51.240 6800
‘{_’ 8 [ ip_error AS26397 OPTIPUTER 169-228-132-18.csi-cephfsplugin-metrics.rook-system.svc.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
2 W ip_error AS26397 OPTIPUTER 67-58-53-161.node-exporter.monitoring.sve.cluster.local. eth.ip.ip.tcp 67.58.51.240 6800
8 | Mip_eror AS26397 OPTIPUTER 67-58-51-236.csi-rbdplugin-metrics.rook-system.svc.cluster.local. eth.ip.tcp  10.244.217.251 6800
5
[

4

2 ﬁ

. akl

T T T T
12:02:00 12:03:00 12:04:00 12:05:00 12:06:00

Copyright © 2015-2020 InMon Corp. ALL RIGHTS RESERVED
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inMon)» Transit Delay and Queueing
sFlow

Packet Switch / Router




inMon)» Transit Delay and Queueing
sFlow .....

sampleType_tag 0:1
sampleType FLOWSAMPLE
sampleSequenceNo 91159
sourceld 0:2216
meanSkipCount 400
samplePool 36463600
dropEvents 0

inputPort 2215
outputPort 2216
flowBlock_tag 0:1036
extendedType egress_queue
egress_queue_id 7
flowBlock_tag 0:1040
extendedType queue_depth

‘;:j;‘,:;jjﬁf‘;;’;ygfio;;3“i/, Queueing info goes out with packet header sample

extendedType transit_delay

transit_delay_nS 839660224

flowBlock_tag 0:1

flowSampleType HEADER

headerProtocol 1

sampledPacketSize 1446

strippedBytes 4

headerLen 128

headerBytes 98-03-9B-8F-B5-CC-98-03-9B-94-C7-D5-08-00-45-16-05-94-12-C7-00-00-FE-11-B8-43-C0-00-02-02-C6-33-64-02-30-39-D4-31-05-80-
D7-1D-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-4
2-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42-42

dstMAC 98039b8fb5cc

srcMAC 98039b94c7d5

IPSize 1428

ip.tot_len 1428

srcIP 192.0.2.2

dstIP 198.51.100.2

IPProtocol 17

IPTOS 22

IPTTL 254

IPID 50962

UDPSrcPort 12345

UDPDstPort 54321

UDPBytes 1408

endSample
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® @ HostsFlow: DataCenter Wide S X +

C 0 @& sflow.net

host
sFlow

Host sFlow

Data Center Wide Server Performance Monitoring

Home About Host sFlow Documentation Related Links

The Host sFlow agent exports physical and virtual server
performance metrics using the sFlow protocol. The agent provides
scalable, multi-vendor, multi-OS performance monitoring with
minimal impact on the systems being monitored.

NEWS

September 6, 2019 - SONIC support implemented

April 1, 2019 - Netlink psample support implemented

September 14, 2018 - Systemd traffic marking

November 27, 2017 - OpenSwitch support implemented

March 29, 2017 - Arista EOS support implemented

December 14, 2016 - Systemd service monitoring

October 14, 2016 - Linux tcp_diag support implemented (delay, loss, jitter, bandwidth)
August 20, 2016 - Dell 0S10 support implemented

March, 30, 2016 - SFP optical monitoring added

February 26, 2016 - BPF and PCAP monitoring added

September 16, 2015 - NFLOG monitoring added, supports Cumulus VX (virtual) switches
February 24, 2015 - MIB2 ip,icmp,tcp,udp + Broadcom ASIC table counters added
December 4, 2014 - CPU steal, guest and guest_nice metrics added

June 26, 2014 - Docker support implemented

June 5, 2014 - Cumulus Linux support implemented

October 2, 2013 - AlX support implemented

August 30, 2012 - NVML GPU metrics added

Participate

DOWNLOAD
NOW

Supported operating systems:
o AIX

o FreeBSD

o Linux

o Solaris

o Windows

Supported Linux containers:
o Docker
o Systemd

Supported hypervisors:
o Hyper-V

o KVM/libvirt

o Nutanix AHV

o Xen/XCP/XenServer

Supported switches:
o Arista EOS

o Cumulus Linux

o Dell 0S10

o OpenSwitch

o SONIC
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Host sFlow (sFlow.net), free
open source agent.

Exports standard sFlow metrics
for network, host.

Includes TCP QoS metrics
(latency, loss, retransmissions)
and packet-drop monitoring.

Standard sFlow data model,
shared with switches, provides
integrated view of network, host,
and application performance

Extend visibility into public/
private cloud hypervisors, virtual
machines, and containers
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sFlow
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sflow-rt.com

real-time analytics
closed-loop control

sflow.org Inmon.com

commercial products

sFlow standard
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