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Access management strategy

Y Y e ) oy Tools & processes to
- translate IAM
i | concepts into typical
campus environment
« Which people?

* What systems &
business processes?

« What policies?

Enrich identity Apply policy

=\ Y « What purposes?

« Whose authority?



Why have an access management
strategy?

e | ower cost and time to deliver a new service

e Simplify access management by using the
same group in many places

e Empower the right people to manage access
e Answer who can access what

Physics 101

Course GroupA/yv
828 <7

Email Group

Wiki Access

Lab Reservations




Access management stages:

1. Start out using a single user attribute,
affiliation, in an Enterprise Directory.
Services implement simple access policies.

Affiliation Service
student
H faculty <> Staff
a portal

guest



Access management stages

2. Maintain access groups determined from
systems of record

« Courses, departments,...

» Define service-specific access policies in the
centralized access management system

Math Faculty Group

a Math
gee m Faculty
a Resources



Access management stages

3. Distributed management
» Departmental applications
* Ad-hoc teams
» Exceptions

Math Faculty @ Math Support
Group Group

8 - Math
geg + can acoess. JREEANY
8 Resources



Access management stages

4.

Increase integration

» Direct integration with applications

* Roles & privileges to support applications more
deeply

For Math Department, e
@ while John works there

Role
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Grouper is...

Grouper is an enterprise access
management system designed for the
highly distributed management environment
and heterogeneous information technology
environment common to Universities.

® Coordinated Collaboration
® Single Point of Control

® Distributed Management



The Grouper Story

Mature, community driven project (2005 initial
release)

Internet?2

National Science Foundation (NSF) Grant No. OCI-
0330626, OCI-0721896, and OCI-1032468

Joint Information Systems Committee (JISC) (UK)

University of Chicago, University of Pennsylvania,
Duke University, University of Washington,
University of Memphis, University of Bristol (UK)

== Grouper




The Grouper Story

e Key aims
» Delegation and distributed management

* Integration with most any existing ldentity
Management infrastructure

Existing IdM
Infrastructure

~ S=Grouper..




The Grouper Story

e Grouper v2.X expanded beyond groups
* Roles & permissions

A :
ﬁ HR-Admin

 Rules

- If

removed from group A
— then

remove from group B




INTERNET.

[NER

TRUST & IDENTITY
IN EDUCATION &
RESEARCH

"We view TIER as a coordinated approach to enable trust and identity in education
and research at scale for thousands of institutions and service providers while also
satisfying diverse local use cases."

—Ron Kraemer, Vice President and CIDO, University of Notre Dame

“It's not just about federation, it's about enabling high-value collaboration across
thousands of disciplines and millions of people. Hence agreement on attribute and
authorization management, application integration, administration procedures,...”

— RL ‘Bob’ Morgan
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Grouper Concepts
[

Folders in hierarchies

Group

<+«—— Direct members

B
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Security and Delegation

i  Create groups
* Create subfolders

- c Admin <« Delegation
* Update membership
* Read membership
*View group
* Opt-in -
* Opt-out




Access management lifecycle support

e Membership start & end times (optional)
e Move or copy folders, groups, etc

e User audit

e Point in time audit

e Rules



Auditing

e “User audit” will audit who does what

e Point-In-Time auditing will keep track of
the history of the repository

* Who was in this group at a point in time (or
time range) in the past

* Who are all the people who have been in
this group

» What groups was this person in at a point
in the past (or time range)



Grouper loader

e Daemon that periodically syncs external
sources with Grouper

e Can work for groups or permissions (e.
g. org chart)

e SQL or LDAP sources

e Grouper admins can configure jobs
based on attributes



Beyond groups...
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Ad-hoc Collaboration Communities
Creates various groups in Grouper

Create/View tool sets

ﬂ For course use

&4 For non-course use

Mame: | Test Enmmunitﬂ

Example WordPress url:
https://sites.duke.edu/adhoc_test community

Example Duke Mailing list address:
adhoc-test-community@duke.edu

| Create |




Ad hoc Community created - added shilen as a Community Manager

Tool Set for Test Community

>
o

Chat Room Add
A private Jabber chat room _
Email Messaging Add
Email list using Sympa
Other Add
Placeholder to allow non-Toolkit resources fo share
activities
Quad Add
Quad is currently a Pilot project
Sakai Add
A learning management system

Add

Virtual Computer Lab Access
VCL makes it possible to run lab software without visiting
the lab in person



Groups and Roles for: Test Community

Use the links on this page to add or remove anyone with a Duke NetlD from your course tool set. You can also add
and remove guests with a Yahoo, Gmail or AOL email address. Once you add members to a group in Toolkits and
set their roles, those members and their permissions are duplicated across all applications you open up to the
community. Note that officially registered students, TAs, and instructors are automatically included in the

appropriate groups and do not need to be added by hand.

Add Person with a Duke NetlD Add a Guest Batch add users

All (1) Admin (1)
What do these roles mean?

Mame MNetlD Role Action

Shilen Patel shilen Admin Edit




Group Chat
Room
Instructor  Owner
Manager/TA | Admin
Developer | Participant
Mentor Participant
Student Participant

Visitor/Auditor Participant

Wiki

View, Modify,

Comment,
Admin

View, Modify,

Comment,
Admin

View, Modify,
Comment

View, Modify,
Comment

View, Modify,
Comment

View

WebFiles
Space

ownear

Read/Write
[Delete

Read/Write
[Delete

Read/Write

Read/Write

Read

Email

Messaging

List Owner

subscriber

subscriber

subscriber

subscriber

subscriber

WordPress Site

Admin: Can edit site
appearance, manage
users and privacy
seftings, and write posts
and pages

Admin

Editor: Can create, edit
and publish pages and
blog posts

Editor

Author: Can create and

publish posts, but not
access or edit pages

Subscriber: Can access
a private blog and write
comments

Sakai Site

Instructor

Instructor

Course
Builder

Teaching

Assistant
Student

Visitor
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Release 2.3.0 new features

e Grouper Loader improvements including scheduling
configuration to facilitate high-availability changes and,
handling unresolvable subjects

e New Web Service operations for attribute definitions,
actions, and messaging




Release 2.3.0 new features (continued)

Grouper messaging system with integration to the change
log and ESB

Ul screens for attribute definitions and inherited privileges

Export to GSH - allows export of Grouper objects to a
Grouper Shell (GSH) script

Folder privileges have been changed to be "admin" and
‘create” instead of "stem" and "create)

TIER APl "hasMember" operation implemented in the
Grouper web services module to support integration and
interoperability. Well, this is already out of date




Release 2.3.0 - provisioning

e Provisioning Service Provider Next Generation (PSPNG)
« Simplify configuration
* Increase performance
e 2.3.0 Provisioning targets
« LDAP groups
 Active Directory groups
« LDAP attributes (entitlements)

e QOther features:
* |Incremental and full refresh

« Group selection: by folder or group, or both
« Higher-level and higher-performance programming API




Grouper roadmap

e TIER packaging (continued)
e Revise building and package management (continued)
o Ul

 incorporate more rules
« wizards for configuration
« support attributes / permissions / etc

e PSPNG refinements

e Upgrade vt-ldap to Idaptive
e |mprove GSH

e TIER SCIM API

e Grouper instrumentation




Provisioning opportunities (post 2.3.0)

e Grouper messaging

e Automated integration tests
e Deprovisioning safety nets
e More targets: suggestions?



Grouper roadmap schedule

Grouper 2.4 in Q1 2017

This release is time based, not feature based, so not
exactly sure what will be in it, will know more at TechEx

We will be spending time supporting 2.3 in the near term
and then focusing on 2.4

We would like to do yearly major releases in the spring
Minor releases we are not sure

* If they don’t take a lot of time maybe quarterly

« Maybe snapshot releases that include patches?
Patches as needed




Upcoming event

|IAM online

e |AM Webinar Wed. July 13 2016 at 2pm ET (Grouper
stories)



https://www.incommon.org/iamonline/
https://www.incommon.org/iamonline/
https://www.incommon.org/iamonline/
https://www.incommon.org/iamonline/
https://www.incommon.org/iamonline/
https://www.incommon.org/iamonline/
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Grouper - Access Policy and Reference Groups @
Lafayette College
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Grouper - Grouper, Sakai, and Google @ NYU
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Grouper - Organizational hierarchy
in Grouper at Penn




Grouper @ Penn

e Used Grouper centrally at Penn

e 120k groups

e 2.7 million immediate memberships
e 10k permission assignments

e Heavily delegated



Organizational hierarchy at Penn

e Penn uses a loader job to sync organizational chart
e SQL warehouse has:
« Orgs with people
* Org rollups
e |oader job to load the orgs with people
e |oader job to load the rollups
e |ncludes / excludes
e \Wiki document



https://spaces.internet2.edu/display/Grouper/Organization+hierarchies+via+the+grouper+loader
https://spaces.internet2.edu/display/Grouper/Organization+hierarchies+via+the+grouper+loader

Example org

EXPLORE

Browse groups hierarchy ©

You can look for groups throughout the hierarchy.
(You might not be able to see some groups If yvou lack appropriate privileges.)

Browse or list groups €

Current location is:
EZRoot: [penn: 5 community: Eemployee: org: 535600 - Law

235600 - Law

Search groups Advanced groups search

Search groups




Org loader configuration

Types

grouperLoaderDbName grouper

grouperLoaderGroupQuery select olpmv.GROUP_MAME as group_name,
olpmv.GROUP_DISPLAY MAME as
group_display_name, olpmv.READERS,
olpmv.VIEWERS, olpmv.ORG_ID from
ORG_LOADER_PERSOMN_META_V olpmv

grouperLoaderGroupslike penn:community:employee:org:%_personorg

grouperLoaderQuartzCron 0466 % * 7

grouperLoaderQuery select group_name, subject_id from
org_loader_person_w

grouperLoaderScheduleType CRON

grouperLoaderType SQL_GROUP_LIST

base members List field




Old org structure in org name

penn:community:employee:org: TOPU:UNIV:UCAC:UUAC:
USCH:56XX:56YY:5600

When we had a re-org and apps broke we changed this




Orgs as groups

Folder contents Privileges More «
Filter for: | Folder, group, or attribute name Apply filter Heset
Name

# Up one folder

& 562 - Law School Parent

W 56XX - Law School Parent excludes

& 56X - Law School Parentincludes

% 56XX - Law School Parent system of record

& 56XX - Law School Parent system of record and includes




Org rollup structure

% 56YY - Law School Other Parent iz

Sysltem Of reco rd More actions =

Members of 56YY and all groups undemeath the hierarchy

Maore

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: Has direct membership v Member name | Apply filter | Reset

Hemove selected members

[ Entity name Membership
& H600 - Law Direct Actions ™
% 5601 - Law School Deans Office Direct Actions *
& 5602 - Biddle Law Library Direct Actions ™
& 5603 - Information Technology Services Direct Actions ¥

G5



Using organizational hierarchy in apps

e Create an app group
e Add the organizational group(s) to app group
e App group could be include/exclude or all other additions




0365 needs the organization for billing

e (0365 needs the sponsoring organization / division

e Person could be in more than one organization

e Use the primary org code

e Allow an org override

¢ Do not allow multiple overrides

e Admins have access to read/write various orgs or rollups




0365 overrides original solution

Admins would use Grouper Ul to manage override group
Create if not exist

Have READ/UPDATE privileges on org override groups or
by group to rollup

Problems
« Users might not have correct access
« Steps to use the Grouper Ul to inspect/assign orgs
* Don’t know if there is another org assigned
» Daily process to pick up changes




0365 overrides final solution

e Application using the Grouper WS to manage better
e Shows the overrides in a table for orgs/divs

e Tells the user there are multiple overrides for a user without
showing data they are not allowed to see

e Kicks off process to provision user to FIM
e Allows assignments to org rollups for easier management
e | everages Grouper groups/privileges




0365 overrides final solution

e Application using the Grouper WS to manage better
e Shows the overrides in a table for orgs/divs

e Tells the user there are multiple overrides for a user without
showing data they are not allowed to see

e Kicks off process to provision user to FIM
e Allows assignments to org rollups for easier management
e | everages Grouper groups/privileges




0365 privileges on org in Grouper
(test env)

The following table lists all entities with privileges in this group.

Filter for: Entity name Apply filter Feset Advanced
Update: Assign the ADMIN privilege v Update selected
Attribute  Attribute

Entity name Admin Read Update Optin OptOut read update  View
& Bryan W Hopkins v v Actions ™
& Lisa Joann Campeau Actions

| & Colleen Cawley Actions *
& Charles Gervase Harvey v Actions ™

& Chris Hyzer L v Actions ™




Manage org overrides screen

Employee organization and student division overrides

Readable employee organizations: 2793 Show organizations

Readable student divisions: 48  show divisions

Writable employee organizations: 2793 Show organizations

Writable student divisions: 48 Show divisions
0365 FAQ
Person |Ehar|es Gervase Harvey (harveycg, 10754302) (active) Staff - Isc-applications & Informa
Employee organization or student division e Employee organization | Sadent dasion
Employee organization [Sl::hnul of Arts and Sciences - 0234 - Fels Administration |

Erd

[ Action [ Pennid [Pennkey] Name [Typelorg or div]center or school] —Org or div description | Center or school description | Errors and v

10021368 mchyzer Chris Hyzer Org 1912 19 Annenberg Center Rental Sales Annenberg Center For Performing Arts

Copyright © 2016, University of Pennsylvania. All rights reserved,
Privacy information




Manage org overrides screen logic

Global context cache of objects (few minutes)

When user logs in, look in membership cache to get
memberships and privileges

Expand privileges to be indirect by org

Of the memberships in overrides, filter the ones the user
can READ

In drop down for orgs/divs, only show results that the user
can UPDATE

Make sure everything ok and give error message to right of
result
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Use case description

Personal user data stored in SQL DB
Applications across the University need to access the data
Principle of least privilege at a row and column level

User information (test data set):
— PersonID

— NetID

— First and last name

— Email address

— Phone numbers

SQL access will take place with different schemas per
application



Use case description (continued)

e Only need read-only access managed, but for this
example, let's manage READ/WRITE

den
billing

A AN

Schema: FASTDEV2

IDs (read-only)

Name (read/write)
tudent rows

Schema: FASTDEV3

Fac/staff file
sharing app

IDs (read-only)

Name (read-only)
Contact info (read/write)
Faculty/staff rows

54



Sample data

Students

Smith
Davis

Jones
Claik

js@a.edu
sd@a.edu
r@a.edu
jc@a.edu

123-4567
234-5678
345-6789
456-7890

95



mmmmmw

12345 John Smith js@a.edu 3-1234  123-4567

B4 98765 sd Sara Davis sd@a.edu 5-2345 234-5678

C5 54321 rj Ryan Jones r@a.edu 7-4567  345-6789

T7 56789 He Julia Clark jc@a.edu 9-6789  456-7890
Students

Faculty




B GBrowse groups hierarchy ©

Tou can look for groups throughout the hierarchy,
(rou might not be able to see some groups If vou lack appropriate privih

Browse or list groups §)

Current location is:
EpRoot: F3fgac: Eapps: gsecurelserData: Faschemas

Showing 1-2 of 2 itermns

23 FASTDEY?Z
23 FASTDEY3



Architecture

e One table in Oracle with personal user information

e Secure the table with Oracle FGAC (Fine grained
access control) / VPD (Virtual private database)

e Security data needs to be replicated from Grouper to
Oracle for performance reasons

o Store memberships for rows and permissions for
schemas in Grouper

o Access request workflow with Kuali Rice edoclite /
Grouper

e Note: a schema in Oracle is the connecting DB user



Setup on Grouper demo server: affiliations

o Normally these would be available in Grouper as loader jobs
e They are not on the Grouper demo server, so add

Current location is: fgac: community: g facultyAndStaff Find a groug

Advanced features

Current location is: fgac: community: g~ students

Membership list students

fgac:community:students

4 K students in the fgac use case
Sort by: ame - i
ort by e Advanced features

# & julia Clark ~

)=
M S Ryan Jones ~*
x &

; Membership list
Sara Dawvis ~ P

Sort by: MName -
%1 & 31ohn smith

x & Sara Davis ~




Setup: row level groups

o Create the application folder, and organize subfolders
e Add the community groups as members

Browse or list groups €

Current location is:
7 FRoot: E3fgac: (5 apps: [ securelUserData: 3 rowGroups

44 fgacFacultyAndsStaff ®ht location is: fgac: | | community: g facultyAndStaff
ad fgacStudents

Membership list

Sort by: MName -
=l & julia Clark *

Kl & Ryan Jones ~

® & sara Davis ”




Setup: row/column level permission definition
e Permission definition has configuration and security

Attribute definition

Folder fgac: apps: securellserData: permissions:
963bd02023bc492399993c0cB81caa219
) rowOrColumnPermissionDef

Permission

row or column permission for the Secure
User Data application

[l

Mo value

Attribute definition [Tl attribute definition attribute assignment
_| Folder [l Folder attribute assignment
¥ Group "l Group attribute assignment
L1 Member [Tl Member attribute assignment

[Vl Membership "] Membership attribute assignment

| Mmembership - immediate only [| Membership - immediate only - attribute assignment

] admin [] =]




Setup read/write action for this permission def

Attribute actions €

e Include an “all’

Akt B2 A which implies read
&l [ &5 read .
®] [0 oon write and erte
e Note: this is specific
Action inheritance graph @ tO thiS One
Action name all permiSSion

definition, and does
not affect other
permissions in
Grouper

62




Setup permission name for each set of columns

Find an attribute definition name

Enter =earch text to find an attribute definition to filter by

Enter =earch text to find an attribute name to edit

[ | permissions.columns

i:lfgan::apps:secureuserData:permissinns:cnlumns:cnlumns_all
I_—Ifgac::apps:sen::ureUserData:permissinns:cnlumns:cnlumns_cnntac’[
i_—lfga|:::apps:5et:ureLI5erData:permis5inns:cnlumns:cnlumns_ids

:Ifgan::apps:5ecureuserData:permissinns:cnlumns:cnlumns_name

Attribute name

Attribute definition fgac:apps:secureUserData:permissions:rowOrColumnPermissionDef

fgac: apps: securelserData: permissions: columns:
58e343b6a7dbed47aeBdleclld4ce5anl3s
)} columns_contact
fgac:apps:securelserData:permissions:columns:columns_contact

columns_contact

Contact information for the user [(email,
phone, etc)

|_Inheritance | Inheritance graph_J|_Attribute definition | save |




Setup column permission name inheritance

Attribute name graph

columns_name

columns_contact

columns_ids




Setup permission name for each group of rows

Enter zearch text to find an attribute definition to filter by

Enter search text to find an attribute name to edit

[ rows:rows|

i_—'lfgan::apps:secureUserData:permissinns:rnws:rnws_all
Clfgan::app5:sen:ureL.IserData:permi5sinns:rnws:rnws_fgac:Fan:ult.fAndStaﬁ

I:lfgan::app5:5e|:|_|reL.l5erData:permissiﬂns:rnws:mws_fgacﬂtudents

Attribute name

Attribute definition fgac:apps:secureUserData:permissions:rowOrColumnPermissionDef

fgac: apps: securelUserData: permissions: rows:
1ca4e93a323b441ccbb3392cf6798a3ed

)} rows_fgacStudents

fgac:apps:securelUserData:permissions:rows:rows_fgacStudents

rows_fgacStudents

represents the rows of student data

|_Inheritance | Inheritance graph || Attribute definition | Save



Setup row permission name inheritance

Attribute name graph

rows_fgacFacultyAndStaft

rows_fogacStudents




nabled f disabled:

signmenk

ignments

Entity

fgac
fgac

fgac:
fgac:
fgac:
fgac:
fgac:

rapps:
rapps:
apps:
apps:
apps:
apps:
apps:

Assign the

permissions

cecurellserData:
secureldserData:
cecurellserData:
secureldserData:
cecurellserData:
secureldserData:

securellserData:

Enabled only -

schemas:
schemas:
schemas:
schemas:
schemas:
schemas:

schemas:

FASTDEYZ
FASTDEWZ
FASTDEYZ
FASTDEWZ
FASTDEY3
FASTDEWZ
FASTDEY3

Resource

columns_ids

all
O &
v @
¥ &
¥ @
@
] @




Setup: insert sample data
Table: SECUREUSERDATA USER

2| ID | PERSONID| NETID| FIRST_NAME| LAST_NAME EMAIL | WORK_PHONE| HOME_PHONE |
b A3 12345 js \John 'Smith js@a.edu 3-1234 1123-4567

B4 98763 ' =d |Sara |Davis 'sd@a.edu| 5-2345 | 234-5678

'C5/54321 i 'Ryan Jones ri@a.edu | 7-4567 345-6789
‘T7|56789 jc  |ulia \Clark jc@a.edu |9-6789 456-7890




Setup: groups without members represent schemas

Browse groups hierarchy ©

Tou can look for groups throughout the hierarchy,
(rou might not be able to see some groups if vou lack appropriate privil

Browse or list groups §)

Current location is:
EpRoot: F3fgac: Eapps: gsecurelserData: Faschemas

Showing 1-2 of 2 itermns

23 FASTDEY?Z
23 FASTDEY3




Full sync Grouper to Oracle security tables

o o
\SQL select

WS select

e
SQL

insert/delete




Run the full sync Java program
e Code in SVN:

http://anonsvn.internet2.edu/svn/i2mi/trunk/grouper-misc/poc_secureUserData/

C:smchyzersgrouperstrunk~poc_securellserDataX*>java —cp confi:;lib~grouperClient. jars;
lib~log4dj.jar;lib~ojdbclid. jar;distusecurelserData. jar edu.internet2 . middlewvare.p
oc_securelserData.SudFullSync

Del 1 mships of group: fgacAlumni

Del 1 mships of group: fgacStudents, personid: 78766

Add mship for group: fgacStudents,. personid: 12345

Add mship for group: fgacStudents, personid: 28765

Del 1 row permiss schema: FASTDEUZ,. action: read. group: fgacAlumni

Del 1 row permiss schema: FASTDEU4, action: write, group: fgacStudents

Del 1 col permiss schema: FASTDEU4, action: read, cols: name

Del 1 col permiss schema: FASTDEU2, action: read, cols: ssn

Add row permiss schema: FASTDEUZ,. action: write, group: fgacStudents

Add »ow permiss schema: FASTDEUV2, action: read,. group: fgacStudents

Add col permisz schema: FASTDEU3, action: rwead,. cols: name

Add col permiss schema: FASTDEVU2, action: read, cols: ids

Add col permiss schema: FASTDEU3,. action: r»ead, cols: contact

Cismchyzersgrouper~trunk-poc_securelserData>




Local cache of security tables and memberships
» SECUREUSERDATA MEMBERSH|PSEEEEE =y

1'|‘H|‘F=u‘l th A
1'1‘1—41 Fai ’r'g.-'u
fgacStudents

51'1'1 acsStudents
|fgacFacultyandStaff |

| GROUP_EXTENSION | SCHEM&_NAME | ACTION

Q2518054 |fgacFacultysndStaff FASTDEY | |
|Q2s18049. T|'1=4|‘F=u'ul1"---ru'l_t::1'r FASTDEY
mFu'TDE

FASTDEY

['-._'I ['-._'I I'_|_'I | I'_|_'I

|FASTDEV2
- Fu
F--E
ontact |FAS
ne |FAS
..Fu

o m o= | 1



Oracle FGAC/VPD/RLS

e Oracle Fine Grained Access Control (FGAC) aka: Virtual Private Database
(VPD)

— A way to apply a virtual (hidden to the user) “where clause” to limit rows (Row Level
Security (RLS))

— A way to null-out columns in a way that is hidden to the user
— Based on schema, or if trusted schema, data in the context

o Note: this part does not have to be FGAC, you could use a
view with functions, or something else...

— With Oracle, FGAC is supposed to perform better than a view with
functions



Application schemas accessing FGAC’ed data
chemaxX

aCCCSSCS

c Query on

dale FGAC'ed

Filtered reSN table/view

SchemaY a
FGAC Run a PL/SQL function

that appends a predicate to the query
based on the schema or data in context.
Can restrict insert/update/deletes. Predicate
joins to SUD security tables from Grouper

* 74




Oracle FGAC (continued)

e For performance, cache security in the connection context
(similar to ThreadLocal)
— Only cache for a certain amount of time (5 minutes?)
— Can cache on connect trigger, or on demand

» “on demand” might be better if users connect to the DB for things
unrelated to the FGAC

— Cache who the user is, when cache was created, if can read/write all
rows, which column sets can read/write



Oracle FGAC queries from owner schema: all data
e Note: there is a short circuit, if owner schema, allow access

select * from FASTDEV1 SECUREUSERDATA TSER

yata Grid
uutu:- Trace ;:=‘7: DBMS Output (disabled) | Query Viewer |5 Expl

|ID | PERSONID| NETID | FIRST_NAME| LAST_NAME| EMAIL | WORK_PHONE|HOME_PHONE
|A3[12345  |js John Smith \js@a.edu |3 - |123-4567

|Sara Davis 1-5678

Ryan \Jones
Julia \Clark
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Oracle FGAC queries from student billing
application: sees students and no contact info

select *® from FASTDEV1 SECUTREUSERDATA USEER

Auto Trace :;;7?: DBMS Output (disabled) | Query Viewer |El‘-.*.~ Exf

<My

F'EF?FEIH]I} NETID| FIRST_NAME LAST_ HAI"-"IE EMA]]_ WORK_ F"HDHE HOME_ F"HCIHE

A3|12345 John |Smith

B4|98765 |s Sara Davis

77



Oracle FGAC queries from student billing
application: can update name, not ids

Y. S I L . S

update FAGTDEVL GECUREUSERDATA USER seot personid = ab

ages E_Ej Data Grid I Auto Trace 5;’ DBMS Outp

0 rows updated

lupdate FASTDEV1 .SECUREUSERDATA_USER set first_name = 'James]' where id = "A3'

I
(disabled Query Viewer @ Script Output

1 row updated




Oracle FGAC queries from faculty/staff file sharing
application: sees fac/staff and all columns

s=lect #*® from FASTDEV] SECUREUSERDATA USEER

1ata I'Erl_-:l
= Messages -El.:ut.—: Grid | Auto Trace |g DBMS Output (disabled) | -

o

'ID | PERSONID| NETID| FIRST_MNAME| LF'LST_T"JF\.MEi EMAIL
9876 sd  |Sar Davis ;sd@a.edui

r] R Jones ri@a.edu |
ljc | Juli Clark jc@a.edu |9-¢
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Real-time row membership notification demo
o Start the real time XMPP listener:

Cowmchyzerswgroupers<trunkspoc_securelserDatarjava —cp conf;libs*;distssecurelserD
ata.jar edu.internetZ . .middlewvare.poc_securelzerData.SudRealT ime

e Less than 1 minute after Grouper change, XMPP message
goes from Grouper to SUD real time logic

e Note, it is configured to only send/receive relevant messages

(1:01:00 Ak PennGroups: <sudChangeloghlessage = <changeType =rowGroupChange </
changeType = <rowGroupExtension >fgacstudents < frowGroupExdension = <rowsubjectd 54321 < /rowsubjectld = </ |

sudChangeloghessage s

o See the listener process the message

Cosmchyzeprsgrouper~trunk«poc_securelserData>java —cp conf;:;libsx*;dist~securelserD
ata.jar edu.internetZ . .middleware.poc_securelserData.SwudRealT ime
— Add m=zhip for group: fgacStudents,. personid: 54321



Real-time row membership notification demo

e See that Ryan is now a student, select users from fastdev2
(student application)

|
1 10 20 =0 T
1 select * from FASTDEV1 SECUREUSERDATA TUSER:

-
L I

4 Messages Data Grid | auto Trace | &8 DEMS Output (disabled) | B Query viewer |E5E

4 E3 -:_=,-_ EE@ = 3 - -]

1|2 1D | PERSONID | METID | FIRST_MAME | LAST_MAME | EMAIL | WWORK_PHOME | HOME _PHOMNE |

||#|p4|o8765  |sd  |Sara Dawis | |
4312345 js \John Srmith

CS 54321 j o |Ryan Jones
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Create new folder

New folder

Create in this folder:

Folder name:

Folder 1D:

Description:

oo™

Root

Enter a folder name or search for a folder where you are allowed to create new folders.

Enter ‘Root’ for the top level folder

test

Mame is the label that identifies this folder, and might change.

test @ Edit the ID

IO is the unique identifier for this folder. It should be short and simple, and might have character restrictions. The [0 shoul
rarely change, if ever.

Description containg notes about the felder, which could include: what the folder represents, why it was created, etc.

Cancel



. Root | Editfolder J

More actions™
More -

Folder contents Privileges More ~

¥}

Filter for: | Folder, group, or attribute name Apply filter Reset

Name ~

i affiliations
@ courses
e etc

= loader

8 psp

M test

Show: 50 ;I Showing 1-6 of 6 - First | Prev | Next | Last




New group

Create in this folder: test

Enter a folder name or search for a folder where you are allowed to create new groups.

Group name: test_group

Name is the label that identifies this group, and might change.

Group ID: test_group | Edit the ID

ID is the unique identifier for this group. It should be short and simple, and might have character restrictions. The ID should
rarely change, if ever.

Description: A test group|

N

Description contains notes about the group, which could include: what the group represents, why it was created, etc.

Show advanced properties v

Cancel




Home > Root > test > tes

&

% test_group

[ + Add members J

More actions ™

Member name or ID:  |Bob Anderson

Enter an entity name or ID, or search for an entity.

Assign these privileges: © Default privileges ) Custom privileges

Add | or import a list of members .

A test group

More -

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: All members j Member name

Remove selected members
Entity name « Membership

Show: 50 j

Apply filter Reset

Showing 1-0 of 0 - First | Prev | Next | Last



Home > Root > test > tec

% test_group T

More actions ™

Member name or ID: | pffiliations:student
Enter an entity name or ID, or search for an entity.

Assign these privileges: © Default privileges ' Custom privileges

2+[e| | or import a list of members .

A test group

More -

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: Al members j Member name Apply filter Reset

Remove selected members

Entity name « Membership
& Bob Anderson Direct Actions ¥
Show: 50 j Showing 1-1 of 1 - First | Prev | Next | Last

oK



Home > Root > test

g-.% test_g rou p |+ Add members |

More actions ™

Member name or ID:
Enter an entity name or ID, or search for an entity.

Assign these privileges: © Default privileges Custom privileges

| or import a list of members .

A test group

More -~

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: Has direct membership j Mer Apply filter Reset

Remove selected members

Entity name « Membership
B & Ann Gasper Direct, Indirect Actions ¥
B & Bob Anderson Direct Actions ¥
= i student Direct Actions ¥
Show: 50 j Showing 1-3 of 3 - First | Prev | Next | Last

@O0



Home > Root > test > test_group

% test_group

Trace membership for Ann Gasper

Ann Gasper is a member of the test_group group by the following paths:

Ann Gasperis a of

@ test:test_group

Ann Gasperis a of

@ affiliations:student system of record

@ which is a of

@ affiliations:student system of record and includes
@ which is a minus student excludes of

@ affiliations:student

® which is a of

® test:test_group




O

Home > Root > test

% test_group

Member name or ID:  Ann Brown
Enter an entity name or ID, or search for an entity.

Assign these privileges: “JMEMBER —|ADMIN @UPDATE @READ VIEW — OPTIN

—OPTOUT —ATTRIBUTE READ [ ATTRIBUTE UPDATE

“e[s| | or import a list of members .

A test group

More -

Members Privileges More ™

The following table lists all entities with privileges in this group.

Filter for: | Entity name Apply filter Reset Advanced

Update: Assign the ADMIN privilege j Update selected

Attribute Attribute

L -+ Add members J

More actions ¥

Entity name « Admin Read Update Optin OptOut read update View
"] & Bob Anderson v Actions ¥
Show: 50 j Showing 1-1 of 1 - First | Prev | Next | Last



Home > Root > test > tesi

% test_group |+ Add members

More actions »
A test group

More -

Members Privileges More ~

The following table lists all entities with privileges in this group.

Filter for: Entity name Apply filter Reset Advanced

Update: Assign the ADMIN privilege ;I Update selected

Attribute Attribute

| Entity name « Admin Read Update Optin OptOut read update View
7] & Ann Brown v v Actions ¥
| & Bob Anderson v Actions ¥

Show: 50 j Showing 1-2 of 2 - First | Prev | Next | Last




EXPLORE

Edit group ©

Current location is:
L 7Root: [ test: §aall_the_anns

Name |5 the_anns m
ib all_the_anns

Description
Assign privileges to everyone [ | Read | | View | | Optin [ | Optout | Attribute read
Select group types | | addIncludeExclude & grouperloader = | requireInGroups

Back to group summary




Edit attributes

Current location is:
[7Root: [test: g3all_the_anns

grouperLoader

grouperLoaderAndGroups I [2=]
grouperLoaderDbName g gyper

grouperLoaderGroupQuery

grouperLoaderGroupTypes

grouperLoaderQuartzCron ggx*=*=x»

grouperLoaderQuery ;s subject id from SIS_.COURSES where givenName = "Ann"
grouperLoaderScheduleType croN

grouperLoaderType sqL_SIMPLE

Save attributes and finish Save attributes and add members

select SIS_COURSES.uid as subject_id from SIS_COURSES
where givenName = "Ann"




Current location is:
[ 7Root: [ test: g3 all_the_anns

ID
ID Path

Ie-.

all_the_anns

test:all_the_anns

all_the_anns

test:all_the_anns

grouper

Q0 ** %7

select
SIS_COQOURSES.uid
as subject_id
from
SIS_COURSES
where givenName
= "Ann"

CRON
SQL_SIMPLE



Home > Root > test

& all_the_anns mee

More actions ™
More

Add to my favorites

Members Privileges More ~ Join group

Copy group

The following table lists all entities which are members of this group.  pejete group

_I o  Edit group
Member na Edit composite

Filter for: All members

Move group
Remove selected members

Export members

Entity name « Membership Import members

; Remove all members
& Ann Anderson Direct

& Ann Anderson Direct View audit log

Run loader process to sync group |
T oot

Schedule loader process
& Ann Brown Direct

Admin Ul
& Ann Clark Direct T

& Ann Doe Direct Actions ¥




New group

Create in this folder:

Group name:

Group ID:

Description:

Show advanced properties v

test
Enter a folder name or search for a folder where you are allowed to create new groups.

. employee_Anns

Name is the label that identifies this group, and might change.

employee_Anns (7] Edit the ID

ID is the unique identifier for this group. It should be short and simple, and might have character restrictions. The ID should

rarely change, if ever.

Description contains notes about the group, which could include: what the group represents, why it was created, etc.

Cancel




Home > Root > test > employee_Anns

% employee_Anns [+ Addmermbers |

More actions ™

More -
Add to my favorites
Members Privileges More ~ Join group
: : - . . Copy group
The following table lists all entities which are members of this group. ST
Edit group
Filter for: All members j Member name Ap
Move group

Remove selected members

Export members

Entity name « Membership Import members

Showing 1-0¢

Remove all members
Show: 50 j

View audit log

Admin Ul




Home > Root > test > employee_Anns

% employee Anns

Edit group composite

Composite: ' No

O Yes

First factor group:  affiliations:staff
Enter a group name or ID, or search for the first factor.

Operation: and (intersection) j
There are three composite operations: intersection, complement, and union.
Intersection means members of the overall group must be in both factor groups. Intersection is used for example when
requiring members to be active employees.
Complement means members are in the first group but not in the second group. Complement is used for exclude lists.

Union is not needed, you can just add the groups as members of the overall group.

Second factor group: test:all_the_anns
Enter a group name or ID, or search for the second factor.

Cancel




Home > Root > test > employee

%% employee_Anns D

More actions >
More -

Members Privileges More ~

The following table lists all entities which are members of this group.

Note: this group is a composite owner: & employee_Anns is a composite intersection of % staff and %' all_the_anns

Filter for: | All members j Member name Apply filter Reset

Remove selected members

Entity name Membership
& Ann Langenberg Indirect Actions ¥
& Ann Smith Indirect Actions ¥

Show: | 50 j Showing 1-2 of 2 - First | Prev | Next | Last




Apereo 2016 Grouper Sessions

Exploring Internet2 Grouper & NIST RBAC/ABAC
Time: May 25, 2016, 10:45 AM - 11:30 AM
Location: KC 907

Misagh Moayyed - Software Engineer, Unicon

Bill Thompson - Lafayette College

Scriptable Grouper - Lafayette College's Big Fish Story
Title: Scriptable Grouper - Lafayette College's Big Fish Story
Time: May 24, 2016, 3:00 PM - 3:45 PM

Location: KC 907

Carl Waldbieser - Lafayette College



Thanks!
Further information:

Infosheets, mail lists, wiki, downloads, etc:
www.internet2.edu/grouper

Grouper demo server:
https://grouperdemo.internet2.edu/



http://www.internet2.edu/grouper
http://www.internet2.edu/grouper
http://www.internet2.edu/grouper
https://grouperdemo.internet2.edu/
https://grouperdemo.internet2.edu/

