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TIER Folder and Group Design

• etc: - Grouper configuration, administrative access control groups, and loader jobs

• basis: - groups used exclusively by the IAM team to build reference groups

• ref: - reference groups, institutional meaningful cohorts - “truth”

• bundle: - sets of reference groups used in policy for many services

• app: - enterprise applications access control policy - specific policy for a service

• org: - delegated authority, ad-hoc groups, org “owned” apps or reference groups

• test: - test folder for system verification
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TIER Folder and Group Design

Basis Groups - Systems of record codes (hidden away from access policy)
• basis:hris:{employee_codes}
• basis:sis:{student_codes}

Reference Groups - Institutionally meaningful cohorts – “truth” (aka subject attributes)
• ref:role: - institutional scope roles (e.g. president, provost, chaplain...) 
• ref:employee: - types of employees (faculty, staff, part-time, full-time...)
• ref:student: - types of students

Access Policy Groups - digital policy based on subject attributes
• app:vpn:vpn_allow - allow policy for vpn access

Bundle Groups - Sets of reference groups (cohorts) used to drive access policy
• bundle:employee_services - cohorts that get employee-like access
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Thanks!
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