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Home > Root > app > vpn > vpn_allow

% vpn_allow

Trace membership for thompsow

thompsow is a member of the vpn_allow group by the following paths:

thompsow is a of
© ref:deptiits:di < Reference group - aka subject attribute

@ whichis a of

@ app:vpn:vpn_roles:netadmins_allow <——— Subject attribute to application role mapping

@ which is a EuERICREHed Minus netadmins_deny of

® app:vpn:vpn_roles:netadmins - Application specific role
® which is a of
@ app:vpn:vpn_allow <« Access policy group
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thompsow is a of

@ ref:employee:admin_ft

@ which is a of

@ ref:employee:employee

@ which is a of

@ bundle:employee_services:employee_services_include <— Subject attribute to service bundle mapping

Reference group - aka subject attribute

Reference group - aka subject attribute

@ which is a ELIEICREL minus employee_services_exclude of

@ bundle:employee_services:employee services < |nstitution wide service bundle

® which is a of

® app:vpn:vpn_roles:facstaff allow

@ which is a Iyl iR med minus facstaff _deny of

Application specific role

Subiject to role mapping

® app:vpn:vpn_roles:facstaff

© which s (EEEYERERTE of

@ app:vpn:vpn_allow

Access policy group L4
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Home > Root > app > vpn

:.-g v p n_ a I I o W |+ Add members J

More actions ~

VPN net inclusions.

More

Members Privileges More ~

The following table lists all entities which are members of this group.

Filter for: Has direct membership s Member name Apply filter Reset

Remove selected members

“VPN access is granted to all
faculty, staff, network

/ administrators, service Actione ™
managers, and...exceptions” Actions

Entity name »
& ad_hoc_vpn_access

& facstaff

& netadmins ——— Actions ¥
& Service Managers Direct Actions ¥

Showing 1-4 of 4 - First | Prev | Next | Last



Home > Root > app > vpn > ref > VPN Access

% ad_hoc_vpn_access

More

More actions ¥

Members Privileges More ~

The following table lists all entities which are members of this group.

<«

Filter for: Has direct membership Apply filter Reset

Remove selected members Managed exceptions.
Delegated to appropriate people.

Entity name »

= consultant_service_mgrs Actions ¥
& resources_require_vpn Direct Actions ¥
& ThelLaf Editors Direct Actions ¥
& vpn_cozzubbm Direct Actions ¥
= fechikk FOLDER bi

& vpn n jons ¥
VPN _lecTIRATT app : vpn : ref : VPN Access el getions
& vpn_hendrihe Direct jons ¥
W vpn_ Student researchers under Heidi P. actious
a Hendrickson, Assistant Professor of . -

& vpn_keeslerr Direct Actions ¥

Chemistry
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TIER Account Provisioning via Grouper and midPoint

f midPoint User

5

midPoint Resource

%

# S
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midPoint Role
name = "Jack" name = "targetServiceAccount"
/ \ givenName = "Jack" ...and other role attributes
Grouper Account Policy Group familyName = "Sparrow"
name = "targetServiceAccount" ..and other subject attributes
inducement | account construction
targetServiceAccount_allow _,‘ assignment
[ name = "Jack" ] — g m
imply
[ targetServiceAccount_deny ] [ linkRef ]—\I'n midPoint Shadow (Account)
I

j name = "Jack"

name = "targetService"
..and other resource attributes

[

resourceRef

\

Resource
Target Service

!

Account
uid="Jack"
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Lafayette College TIER Campus Success IAM Architecture
2017-08-25

midPoint
institutional identity provisioning
account lifecycle, identifier
management
Grouper
Subject
Source
What labels go
on which people?
(reference groups)

H

Grouper
urcLl
Configure policy via
group math and rules Grouper 2 <
(account and access governance, policy, audit,
e membership groups) compliance Keeps application accounts and
IAM Admin group memberships in sync and
consistent with policy
Reference groups represent the current

Account and membership groups state of membership for all subjects as
represent authorization policy. Effective known to the enterprise. They are used to
membership configured via group math configure access management policy and
or rules generates change notifications. provide the means for automated

provisioning of groups and accounts as
well as audit and compliance.
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