Audit log and the Ul

* Groups and Stems

— actions carried out on the selected object

e Subjects
— actions carried out by a subject
— membership changes on a subject
— privilege changes on a subject
* Schema
— creation, update or deletion of group types

)
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Find the object of interest

Group summary ©

Current location is:

E3Root: fZadmin: §isudoers

Name sudoers

Path admin:sudoers

Description People who can sudo on ANY unix system

ID sudoers

ID Path Admin:sudoers

UUID 82c02251das94585b9624579750893C30

Types f
— teaching academic-staff List feld
clerical-staff fis? fieid
faculty code
hase

members List fisld

Show entities with  JRelg RSN Ty 1 [=Ta ]

Delete Add to Group workspace Edit group Edit attributes Manage members Add members

Move group Copy qroup Auditlog Yiew entity details

View actions performed on this group |
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Results

Showing 1-

Date

01 Qct 2009 135:

01 Oct 2009 13:

01 Qct 2009 135:

01 Oct 2009 13:

01 Oct 2009 135:

01 Oct 2009 13:

01 Oct 2009 135:

01 Oct 2009 13:

01 Qct 2009 135:

01 Oct 2009 13:

01 Qct 2009 135:

11

10:

10:

11:

11:

11:

11:

12:

1z

20

20

25

03

05

53

53

58

59

38

41

(05

3z

47

View the results

of 11 iterns

Actor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsor

Fiona Windsar

Barry Bush

Engine

grouperdI

grouperd]

grouperdI

grouperd]

grouperil

grouperd]

grouperil

grouperd]

grouperdI

groupertdl

grouperdI

Summary

Created group
44 admin:sudoers

Deleted group privilege
read from EvervEntity for
44 admin:sudoers

Updated group
44 admin:sudoers

Assigned group type
tegching to 38 admin:sudoers
Assigned privilege

read to EvervEntity for

44 admin:sudoers

Updated group
44 admin:sudoers

Assigned membership
Barry Collins was added as an immediate member to the members Vst of
44 admin:sudoers

Assigned membership

Barry Masterson was added as an fmmediate member to the members fist of
44 admin:sudoers

Assigned privilege

updste to Lan Tarbuck for

48 admin:sudoers

Assigned privilege

update to Barry Bush for

44 admin:sudoers

Assigned membership
Fiona Collins was added as an fmmediate member to the members fist of
48 admin:sudoers
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Filter and sort results

Search audit log entries Show /hide search form

Actions performed on sudoers

Filter by date [ .~ o] 09242009 {and

Sort | In the order they occurred %

Show extended results

Search audit log entries Show /hide search form

Actions performed on sudoers

Filter by date

singe 1w ||09/24/2009 {and
an
before

Sort they occurred [w

Show extended results [\ oo

Search audit log entries show /hide search form

Actions performed on sudoers

Filter by date ...~ o] n9/24/2008 {and

Sort {In the order they occurrediv
Most recent first

Show extended results

In the order they oco
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Showing 1-11 of 11 iterns

Date

01 Cct
2009
13:10:03

01 Cct
2009
13:10:05

01 Cct
2009
13:11:53

01 oct
2009
13:11:53

01 Cct
z0o9
13:11:58

01 Oct
2009
13:11:59

01 Cct
20049
13:12:38

01 Oct
2009
13:12:41

Actor

Fiona
windsor

Fiana
Windsor

Fiona
Windsar

Fiana
Windsor

Fiona
windsor

Fiona
windsar

Fiana
Wfindsor

Fiona
windsar

Engine

grouperl]I

grouperiJI

grouperlJI

grouperidI

grouperll

grouperlJI

grouperiJI

grouperlJI

Extended information

Summary

Created group
42 admin:sudoers

Deleted group
privilege
regd from
EweryEntity for

a2 admin:sudoers

Updated group
a2 admin:sudoers

Assigned group
type

teaching to &4
admin:sudoers

Assigned privilege
read to EveryEntity
for

a2 admin:sudoers

Updated group
a2 admin:sudoers

Assigned
membership
Barry Collins was
added as an
fmmediate member
to the members list
of

a2 admin:sudoers

Assigned
membership

Barry Masterson was
added az an

Server
username

isgwb

isgwh

isgwb

isgwb

isgwb

isgwb

isgwh

isgwb

bedf401z2604046f1b91bdcE2350d9256

7be74ab540d348b68767 7f2fde95969c

30e02829f9af41cabl 721645457666

590e015111214378b59838c9eb75afda

cdbed4E80130049d8892a97489f4981ccl

d13431chbeld84c7dEc061dSefede?3ed

722636f9f5c34200ab1b7f922ba4 2fae

addaz460f45f4126bf9522d025de7303

Raw description

Added group: Admin:sudaoers

Deleted privilege: group: Admin:sudoers,
subject: giisa.Grouperdll, privilege: read

Updated group: Admin:sudoers, Fields changed:
none

Assigned group type: Admin:sudoers, typeld:
0de37eb?%abedbdbazac?3a4841cdedf, to group:
Admin:sudoers, groupld:
82c02251da6c9465b9624579750893030

Added privilege: group: Admin:sudoers, subject:
g:isa.Grouperdll, privilege: read

Updated group: Admin:sudoers, Fields changed:
description. description: FROM: 'null’, TO: 'People
who can sudo on ANY unix system’

Added membership: group: Admin:sudoers,
subject: jdbc.baco, field: members

Added membership: group: Admin:sudoers,
subject: jdbc.barma, field: members
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Entity summary

Welcorme Fiona Windsaor ™ Lo Rl Act as admin % | Change

SEARCH

Entity details ©

Mame Fiona Windsaor

Login ID fiwi

Entity type person
ID fiwi

Add to Entity workspace Action audit Membership audit Privilege audit New entity search

Back to list of entities

rMemberships and privileges for this entity €

O show all groups where this entity is a member (DIRECT or INDIRECT)
O show all GROUPS where this entity has the privilege | ADMIN  + | B

) show all FOLDERS where this entity has the privilege | Create Group | )
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Group types

Group types

Explore Wiew all group type definitions
Search
Folder workspace base internal

Group workspace

Entity workspace Field Type Required Mullable Read privilege Write privilege
Group types members | list false true read update
Hel .
op Audit log

mailingList

Field Type Required Nullable Read privilege Write privilege
alias attribute  false true read update
allowaAttachments atiribute false true read update
aApprovers list false true read update
mailers list false true read update
moderated attribute  false true read update
Audit log
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Limitations

 Bulk XML imports do not generate individual
audit entries

* Indirect membership / privilege changes are
not recorded in the audit log

* Cannot provide links and full information for
groups / stems which have been deleted or

moved
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