PennGroups countdown two step enrollment

Notes

This is our current "required to opt in" group: https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Group.view
Group&groupld=71626933689b4262h35a6a376991be3f

The job to populate the group currently runs hourly, and you will have to wait another hour for data to propagate to shib idp

Assign a countdown

Go to a group in the two-step folder structure (or create one)

Note, do testing in this folder: https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Stem.viewStem&stemNam
e=penn:isc:ait:apps:twoFactor:groups:testCountdown

................................................................................................................................................................................... -
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penn:isc: ait:apps:twoFact or: groups: test Count down

Go to lite Ul (its easier after we upgrade penngroups)
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https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Group.viewGroup&groupId=71626933689b4262b35a6a376991be3f
https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Group.viewGroup&groupId=71626933689b4262b35a6a376991be3f
https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Stem.viewStem&stemName=penn:isc:ait:apps:twoFactor:groups:testCountdown
https://grouper.apps.upenn.edu/grouper/grouperUi/app/UiV2Main.index?operation=UiV2Stem.viewStem&stemName=penn:isc:ait:apps:twoFactor:groups:testCountdown

Manage attributes and permissions

YLl

UsIVERSITY of PEXNSTLVANIA

Main menu Welcome Chris Hyzer (mchyzer, 10021368} (active} S

Grouper ©

Grouper operations

« Admin UI
« Mew LI
« Groups / roles / local entities

» Membership update
« Manage attributes and permissions

View or assign attributes:

& Penn

UsIvERSITY of PEXNSYLVANIA

Main menu Welcome Chris Hyzer (mchyzer, 10021368} (;

Attribute management

« Create or edit attributes

« Create or edit attribute names
« View or assign attributes

* \iew or assign permissions




View or assign attributes ©

Filter or assign attributes

Owner type: * | Group

Attribute definition: | |

Attribute name: ||__'| pennisc:ait:apps:twoFactor:atiributes:twoFactorRequireDate |

Owner group: |§'a penn:isc:ait:apps:twoF actor:groups:testCountdown:required_03232012 |

Enabled / disabled: Enabled only -

[ Fiter | Assion

Attribute assignments

Owner group Attribute name Enabled? Assignment values Attribute definition Assignment UUID
] [7 * required_08212018 twoFactorRequireDate enabled twoFactorRequireDateDef 92744...
Assign value

Add value to attribute assignment @

Owner group penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08172018
Attribute name penn:isc:ait:apps:twoFactor: attributes:twoFactorRequireDate
Attribute definition penn:isc:ait:apps:twoFactor:attributes:twoFactorRequireDateDef
Attribute assignment UUID 8d6755784e674182951ff3b7d4868c03
Value to add |2018/08/17

[ Cancel [l Submit |



View or assign attributes ©

Filter or assign attributes

Owner type: ~ | Group M

Attribute definition:

Attribute name:

Owner group: |
Enabled / disabled: Enabled only ¥

|_'] penn:isc ait:apps:twoFactor: atiributes: twoFactorRequireDate

Attribute assignments

Owner group Attribute name Enabled? Assignment values Attribute definition Assignment UUID
%] [} * required_08172018 twoFactorRequireDate enabled xl [ 2018/08/17 twoFactorRequireDateDef 8d675...

#| [} * required_08212018 twoFactorRequireDate enabled ®] [ 2018/08/21 twoFactorRequireDateDef 92744...

%] [ * required_08232018 twoFactorRequireDate enabled =] 3 2018/08/23 twoFactorRequireDateDef 52079...

Group structure

Create a folder for these groups: penn:isc:ait:apps:twoFactor:groups:twoFactorCountdown

Create 10 groups...

Group extension meaning
twoFactorCountdown_0 required for two-step
twoFactorCountdown_1  required for two-step in 1 day
twoFactorCountdown_2  required for two-step in 1 days
twoFactorCountdown_n  required for two-step in n days

twoFactorCountdown_9  required for two-step in 9 days



Home : Root : penn :isc > ait > apps » twoFactor : groups

B twoFactorCountdown

More -
Folder contents Privileges More ~
Filter for: | Folder. group, or attribute name Apply filter Reset
Name =

~ Up one folder

& twoFactorCountdown_0
& twoFactorCountdown_1
& twoFactorCountdown_2
& twoFactorCountdown_3
% twoFactorCountdown_4
& twoFactorCountdown_5
& twoFactorCountdown_6
& twoFactorCountdown_7
& twoFactorCountdown_2

& twoFactorCountdown_9

Release these groups to the IdP by allowing the shibdev service principal to READ on the folder inherited priv

Add the twoFactorCountdown_0 group to the two-step required group, so any members are required for two-step.

Attribute

Make a single assign attribute with single value string which is yyyy/mm/dd for the day that the group is required in two-step



Home > Root > penn > isc > ait > apps > twoFactor  atinbutes

Attribute definition

£ twoFactorRequireDateDef ore actons

enter in a date in the form yyyy/mm/dd (must be that exact form) to require enrollment

Type: Attribute

Value type: String

Assign to: Group / Role / Local entity

Multi-assignable: Mo

Multi-valued: Na

1D path: pennisc.aitapps:twoF actor:attributes. twoF actorRequireDateDef
1D: twoFactorRequireDateDef

Created: FriAug 17 2:12:14 PM EDT 2018

Creator: & Chris Hyzer

Last edited: FriAug 17 2:45:54 PM EDT 2018

Last edited by:
Privileges assigned to everyone:
ID index: 10102

uuiD: 71ad44f0d0f54 187 3d64d5be25ebc47d

l aee -



Attribute name

£¥; twoFactorRequireDate

Description:

Attribute definition:

Folder:

ID of attribute name:

Name of attribute name:

Path:

1D path:

Created:

Last edited:

ID index:

UuID:

Actions -

yyyw/mmidd

Description containg notes about the atfribute name, which could include: what the attibute name represents, why it was created,

eic.

& twoFactorRequireDateDef

The attribute definition holds the settings and security for aftribute. Each attribute definition can have multiple atiribute names.

B atiributes
Folder is the namespace where this attribute name resides.

twoFactorRequireDate

1D is the unique identifier you set for this atiribute name. The ID must be unique within this folder, and should rarely change. It can

be used by other systems to refer to this attribute name. The ID field cannot contain spaces or special characters.

twoFactorRequireDate
MNarme is the [abel that identifies thiz affribute name, and might change.

penn:isc:ait-apps:.twoFactorattributes:twoFactorRequireDateDef
Path is the name of all folders and the attribute name, and might change.

penniisc.aitapps twoFactoratinbutes: twoFactorRequireDateDef
1D path is the 1D of all folders and the atfribute name, and should rarely change.

Fri Aug 17 2:47:05 PM EDT 2018
When this attribute nams was created

Fri Aug 17 2:48:08 PM EDT 2018
WWhen this attribute name was last edited (this does not include assignments)

13815
1D index is a8 unique seguential integer assigned to each atiribute name. This cannot be changed and is nok re-used.

T91eTcd0caad449e85c4990a1498baea
Universal unique identifier (opaque) for this object. This cannot be changed and is not re-used.

Allow super admins of two-step to be able to assign that attribute



Home : Root > penn :isc : ait > apps

@8 twoFactor

Folder for Penn Two-Step. LSP admins need to be in the twoFactorAdminsLsps group:
https:/igrouper.apps.upenn.edufgrouperigrouperUifapp/Uinv2Main.index?
operation=UN2Group.viewGroup&groupld=58facfe37199e4f2d8cd3febc 94356¢ 29 Any admin can edit any
includes/excludes group. There should be an excludes group for each school and center. Search for it in the upper
right with: penn:isc:ait-apps:twoFactor To create a new excludes group, put it in the folder:
penn:isc:aitapps:twoFactor:groups Add that excludes group to:

penn:isc:ait apps:twoFactor-groups:requiredToOptinTo TwoStep_excludes
https:/igrouper.apps.upenn.edufgrouperigrouperUifapp/UivV2Main.index?

operation=UN2Group_ viewGroup&groupld=7755c8d7046548a0b5d1704a4 114ab6f

More actions «

Maore -~

Folder contents Privileges More

The following table lists privileges assigned to objects in folder

Mate: you cannot edit an entry. You must create a new entry and delete the old one.

Remove selected inherited privileges

Assigned to
] Folder Entity Object type this folder Levels Privileges
o I twoFactor & twoFactorSuperAdmins Altribute Direct All Update, Read
] I twoFactor & twoFactorSuperAdmins Group Direct All Attribute update, Attribute read

Views and loader

We need to do a lot of views and a loader job to make this easy to troubleshoot. Lets start with all groups with attributes in the right format



.....................................................................................................................................................................................

/* Formatted on 8/17/2018 3:08:54 PM (QP5 vb5.252.13127.32847) */
CREATE OR REPLACE FORCE VI EW TWD_STEP_COUNTDOWN_GROUPS_V
( group_id,

GROUP_NANME,

VALUE_STRI NG
)

BEQUEATH DEFI NER
AS

SELECT group_id, group_nane, value_String

FROM GROUPER_AVAL_ASN_GROUP_V
WHERE attri bute_def _nane_nane =

"penn:isc:ait:apps:twoFactor: attributes:twoFact or Requi reDat €'
AND enabled = 'T
AND REGEXP_LIKE (value_string, '\did\id\d/\d\d/\d\d$');

.....................................................................................................................................................................................

/* Formatted on 8/17/2018 3:21:16 PM (QP5 v5.252. 13127. 32847) */
CREATE OR REPLACE FORCE VI EW TWO STEP_COUNTDOWN DATE V

(
GROUP_I D,
GROUP_NAME,
DATE_REQUI RED
)

BEQUEATH DEFI NER
AS
SELECT GROUP_I D, group_name, TO DATE (value_String, 'yyyy/nmdd')
FROM TWO_STEP_COUNTDOWN_GROUPS_V;

TWO_STEP_COUNTDOWNM_DATE_V: Created: 8/17/2018 3:12:23PM LastDDL: 8/17/2018 3:21:35PM Status: Valid
| Columns I Script | Data |Grants I Synonyms I Deps (Uses) | Deps (Used by) I Triggers I Errors | Audiﬁngl

T @ o aprpmEd=avxe-Fg
= GROUP_ID GROUP_NAME DATE_REQUIRED
b |Dacd42a760d74ae1826a7312d39f45b5 | penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08172018|8/17/2018

c8bfoafd52124ceaddc0dels504554cd |penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08212018|8/21/2018
e4f025f74eecd4dcicda3ci4ceBldace |pennisciait:apps:twoFactor:groups:testCountdown:required_08232018|8/23/2018

Make a view of people with expire dates (can have dupes). Include if they are enrolled



/* Formatted on 8/ 17/2018 3:24:47 PM (QP5 v5.252. 13127. 32847) */
CREATE OR REPLACE FORCE VI EW TWO_STEP_COUNTDOMN MEML_V
(

GROUP_I D,

GROUP_NAME,

SUBJECT I D,

DATE_REQUI RED,

ALREADY_ REQUI RED_TO ENROLL

BEQUEATH DEFI NER
AS

SELECT GWL.V. GROUP_I D,
gm v. group_narne,
GWLV. SUBJECT_I D,
TSCDV. DATE_REQUI RED,
-- note we cache sone nenberships in this table to make
-- subselects faster

DECCDE (
( SELECT 1
FROM penn_nenber shi ps_| w gml v2
WHERE gm v2. group_nane =

"penn:isc:ait:apps:twoFactor: groups: requiredUsersStaff:twoFactorStaff'
AND gm v2. nenber _id gm v. nenber _id
AND gm v2.1ist_nanme = 'nenbers'),

1, 'T,
TE)
AS already required to _enroll
FROM gr ouper _nenberships |w v gnv, TWO STEP_ COUNTDOWN date V tscdv
VWHERE GWLV. GROUP_I D = TSCDV. GROUP_I D
AND GMLV. LI ST_NAME = ' nmenbers'
AND GWLV. SUBJECT_SOURCE = ' pennperson';

TWO_STEP_COUNTDOWN_MEM1_V: Created: 8/17/2018 3:23:44PM Last DDL: 8/17/2018 3:23:44PM Status: Valid

| Columns I Script | Data |Granis | Synonyms | Deps (Uses) | Deps (Used by) | Triggers | Errors | Auditingl

T s B 4P Pl % =avxoI-Fa

=|GROUP_ID GROUP_NAME SUBIE... DATE_REQUIRED | ALREADY_REQUIRED_TO_ENRO_*

b | e4f925f74eecd4dcicdadc74ceBldace | penn:isciait:apps:twoFactor:groups:testCountdown:required_08232018|10015257 |8/23/2018 F
cBbf9afd52124ceaddc0de06504554c9 |penn:isciait:apps:twoFactor:groups:testCountdown:required_08212018|10021368  |8/21/2018
e4f925f74eecd4dclcdaic74ceBldace |penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08232018|20299056 |8/23/2018
c8bfoafd52124cead9c0de06504554c9 |penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08212018|20299056 | 8/21/2018
Dacd42a760d74ae1826a7312d39f45b5 | penn:isc:ait:apps:twoFactor:groups:testCountdown:required_08172018|38276961 |8/17/2018

M| m|m|H

Now make a view with one row per person for the 9 days, including the group names, this is what will be loaded



.....................................................................................................................................................................................

/* Formatted on 8/17/2018 3:33:05 PM (QP5 v5.252. 13127. 32847) */
CREATE OR REPLACE FORCE VI EW TWO_STEP_COUNTDOMN_MEMR_V

(
SUBJECT I D,
DATE_REQUI RED,
DAYS_TI L_REQUI RED
)
BEQUEATH DEFI NER
AS
SELECT DI STI NCT
SUBJECT I D,

DATE_REQUI RED,
ROUND (tscnv. DATE REQUI RED - SYSDATE) AS DAYS Tl L_REQUI RED
FROM TWO_STEP_COUNTDOWN_MEML_V t scnv

VHERE t scnmv. ALREADY_REQUI RED TO ENROLL = 'F

AND t scnv. DATE_REQUI RED =

(SELECT M N (tscmv2. date_required)
FROM TWO_STEP_COUNTDOWN_MEML_V tscm/2
WHERE tscnv.subject id = tscmv2. subject _id);

TWO_STEP_COUNTDOWN_MEMZ2_V: Created: 8/17/2018 3:32:53PM Last DDL: 8/17/2018 3:32:53PM Status: Valid
Columns | Script | Data |Grants | SYMOnyms I Deps (Uses) | Deps (Used by) | Triggers | Errors I .ﬁ.udiﬁng|
7 - Hs 8 4 4 b Pl #=avxoY -4

= | SUBJECT_ID DATE_REQUIRED | DAYS_TIL_REQUIRED

P |38276961 |B/17/2018 -1
20299056 |8/21/2018 3
10015257 |8/23/2018 ]

Now make the loader view



.....................................................................................................................................................................................

/* Formatted on 8/17/2018 3:40:55 PM (QP5 v5.252.13127. 32847) */
CREATE OR REPLACE FORCE VI EW TWO_STEP_COUNTDOWN_LCQADER V

(
SUBJECT_I D,
GROUP_NANME,
DATE_REQUI RED
)
BEQUEATH DEFI NER
AS
SELECT subj ect i d,
(
"penn:isc:ait:apps:twoFactor: groups: t woFact or Count down: t woFact or Count down_"'

|| CASE
WHEN t cnv. DAYS_TI L_REQUI RED <= 0 THEN ' 0’

ELSE TO CHAR (tcnv. DAYS_TI L_REQUI RED)
END)
AS group_nane,
date_required
FROM TWO_STEP_COUNTDOMN_MEMZ2_V t cnv
WHERE t cnv. DAYS Tl L_REQUI RED <= 9;

TWO_STEP_COUNTDOWM_LOADER_V: Created: 8/17/2018 3:40:43 PM LastDDL: 8/17/2013 3:40:43 PM Status: Valid
Columns | Script | Data |Grants | SYNONYms | Deps (Uses) | Deps (Used by) | Triggers | Errors | Audiﬁng|

T B dar M= avxoe-FG

=| SUBJECT_ID| GROUP_NAME DATE_REQUIRED

b 38276961  penn:isc:ait:apps:twoFactor:groups:twoFactorCountdown:twoFactorCountdown_0|8/17/2018
20299056 | penn:isc:ait:apps:twoFactor:groups:twoFactorCountdown:twoFactorCountdown_3|8,/21/2018
10015257 | penn:isc:ait:apps:twoFactor:groups:twoFactorCountdown:twoFactorCountdown_5|8/23/2018

Add loader and schedule/run it



Loader settings

This group has loader configuration

Source type
Loader type

Database name

SQL query

Schedule type
Schedule
Priority

Require members in other groupis)

Group query (metadata on groups)

Groups like sql part

sdf

Loader actions ~

SQL
pull the members from a SQL database. Can be SQL or LDAP

SQL_GROUP_LIST
the SQL query lcads the members of multiple groups. Can be SGQL_SIMPLE or SQL_GROUP_LIST

grouper
jdbc:oraclethin:@{DESCRIPTION = (ADDRESS = (PROTOCOL = TCPYHOST = omcdbpr-clstr.ssoint)(PORT = 1521)) (CONMNECT_DATA =
(SERVER = DEDICATED) (SERVICE_MNAME = pcom_sve1.world) ) )

server |0 that is configured in the grouper-lcader properties that identifies the connection informaticn to the database server. Mote: "grouper”
means use the Grouper registry database connection.

select group_name, subject_id, 'pennperson’ as subject_source_id from TWO_STEP_COUNTDOWMN_LOADER_V

query for memberships. Since this is SQL_GROUP_LIST, the required GROUP_MNAME column holds the group system name of the
membership. the SUBJECT_ID or SUBJECT_IDENTIFIER ar SUBJECT_ID_OR_IDEMTIFIER column is required, and the
SUBJECT_SOURCE_ID column is optional {but recommended for better performance). SUBJECT_|D has the best performance, and
SUBJECT_IDENTIFIER and SUBJECT_ID_OR_IDENTIFIER are slower since they require subject AP lockups. If the data has group names
as members, it must be ina SUBJECT_IDENTIFER column.

CRON
Cron setting runs on a certain schedule. Can be CRON (recommended) or START_TO_START_INTERWVAL

DD#*A?
Ewvery hour

this job has the default and middle priority of 5 (higher numbers have a higher priority)

query (optional) for SOL_GROUP_LIST which should return cols: group_name, group_display_name (optional), group_description (optional).
This should retum all groups managed by this job. The name and display name are the full folder path. If there is a column named any of the
following: readers, viewers, admins, updaters, opting, optouts, group_attr_readers, group_attr_updaters, then the data in the column {comma
separated subjectld's or subjectidentifers which can include group names) will be assigned to that group's privilege list. Note you can use
inherited privileges on a folder instead.

sql like string {e.g. schoclorgs:%org%_systemOfRecord), and the loader should be able to guery group names to see which names are
managed by this loader job. So if a group falls off the loader resuliset (or is moved), this will help the loader remove the members from this
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