Configuration - Two-Factor Countdown

Summary

LSPs requested a notification web page for users as they are added to required Two-Step cohorts with information messages regarding when the
user will be required, how to enroll, and any additional information the user may need.

Requirements

The web page should come from the idp.pennkey.upenn.edu server and not from the weblogin.pennkey.upenn.edu server because we are
deprecating that domain in the near future and do not want to waste this effort.

The web page should match look and feel of the existing weblogin authentication pages.
The web page should not be too annoying about the warning message or occur too frequently.
The web page should notify the user how many days until two-step enforcement becomes mandatory.

The web page should provide links to enroll in two-step, additional info about two-step, and the ability to proceed.

Implementation

Summary

The proposed solution to this problem is to utilize Shibboleth Identity Provider v3.3.3 intercepts feature combined with PennGroups entitlements to
show a distinct two-step warning screen to users.

If a request is submitted to increase this function to 10+ days, incrementing the token 'idp.login.twoStepGroupMax' in
idp.home/messages/messages.properties will achieve this effect.

Additions to the edit-webapp directory require rebuilding the idp.war file.

Deployment

Deployment steps Two-Factor-Countdown

Result

Your PennKey will be required to use Two-Step Verification in 2 days!

Two-Step Verification provides an added layer of security for your PennKey. When you log in, you will be prompted to verify your identity—the second step—using a device, such as a mobile phone or key fab, in your possession.

Enroll in Two-Step Verification now.

Learn more about Two-Step Verification.
This login will proceed without the additional security of Two-Step Verification in 20 seconds or you can continue immediately,

If you have any questions or concerns, please contact the IT support staff at your school or center.
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Intercept

Files

conf/intercept/profile-intercept.xml

conff/intercept/two-factor-countdown-config.xml (New file)
views/intercept/two-factor-countdown.vm (New file)
flows/intercept/two-factor-countdown/two-factor-countdown-flow.xml (New file/directory)
flows/intercept/two-factor-countdown/two-factor-countdown-beans.xml (New file/directory)
messages/messages.properties

conf/relying-party.xml

edit-webapp/css/countdown.css

edit-webapp/images/portal_penn_banner.gif

Profile-intercept.xml

Add new bean id="intercept/two-factor-countdown"

.....................................................................................................................................................................................

<bean i d="shi bbol et h. Avai | abl el nt er cept Fl ows"
par ent =" shi bbol et h. Def aul tI ntercept Fl ows" | azy-init="true">
<property nane="sourcelist">
<list merge="true">
<bean id="i ntercept/cont ext - check"
par ent =" shi bbol et h. I nt ercept Fl ow' />

<bean id="intercept/expiring-password"
par ent =" shi bbol et h. I ntercept Fl ow' />

<bean id="intercept/termns-of-use"
par ent =" shi bbol et h. consent . Ter nsOf UseFl ow' />

<bean id="intercept/attribute-rel ease"
par ent =" shi bbol et h. consent . Attri but eRel easeFl ow' />

<bean id="intercept/two-factor-countdown"
par ent =" shi bbol et h. I ntercept Fl ow' />
</list>
</ property>
</ bean>

Two-factor-countdown-config.xml



<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://ww. spri ngfranework. org/ schema/ beans”
xm ns: context="http://ww.springfranmework. org/ scherma/ cont ext"
xmns:util="http://ww.springframework.org/schema/util"
xm ns: p="http://ww. springfranework. org/ scherma/ p"
xm ns: c="http://ww. springfranework. org/schenma/c"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://ww. spri ngframework. org/ schema/ beans
http://ww. springframework. or g/ schema/ beans/ spri ng- beans. xsd
htt p: //ww. spri ngfranewor k. or g/ schena/ cont ext
htt p://ww. springfranmewor k. or g/ schema/ cont ext/ spri ng- cont ext. xsd
http://ww. springframework. org/schema/util
http://ww. springframework. org/schema/util/spring-util.xsd"

default-init-method="initialize"
def aul t - destr oy- net hod="dest roy" >

<l--
Condition to evaluate to deternine if they need to see two-factor
count down i ntercept.
-->
<bean i d="shi bbol et h. t wo- f act or - count down. Condi ti on"
par ent =" shi bbol et h. Condi ti ons. NOT" >
<constructor-arg>
<bean
cl ass="net. shi bbol eth.idp.profile.logic. RegexAttributePredi cate"
p:useUnfilteredAttributes="true"
p: attributel d="eduPersonEntitlenent"

p: pattern=""~urn: mace: upenn\. edu: penn:isc: ait:apps:twFactor: groups:twFact
or Count down: t woFact or Count down_\ d*$" >

</ bean>
</ constructor-arg>
</ bean>
<!-- Nane of cookie to track when user was |last notified. -->

<bean i d="shi bbol et h. t wo- f act or - count down. Not i f yCooki eNane"
class="java.lang. String" c: _0="shib_idp two_factor_countdown" />

<l-- Interval (mlliseconds) between notifications, default is 8 hours.
-->

<bean i d="shi bbol et h. t wo- f act or - count down. Noti fyl nterval "
cl ass="j ava.l ang. Long" c: _0="28800000" />

</ beans>

Two-factor-countdown.vm

H#



## Vel ocity Tenplate for two step countdown view

#i#
## Vel ocity context will contain the follow ng properties
## fl owexecutionU |l - the formaction |location

## fl owRequest Context - the Spring Wb Fl ow Request Cont ext

## fl owkxecuti onKey - the SW execution key (this is built into the
fl owExecutionUrl)

## profil eRequest Context - root of context tree

## encoder - HTM.Encoder cl ass

## request - HttpServl et Request

## response - HtpServl et Response

## environment - Spring Environnent object for property resolution

##

##

#it

##

##

## Vel ocity code to build the h3 text used below. This tenplate only
execut es when
‘penn:isc:ait:apps:twoFactor: groups:twoFact or Count down: t woFact or Count down_
N entitlenment is present.

## Variables intialized with fail-safe values in case we get to this
tenpl ate by accident.

## attributeContext is an object that stores the attributes for this
request context.

## getUnfilteredl dPAttri butes nmethod used to get a hashmap of all resolved
attributes before SP filtering occurs fromthe $attri buteContext.

## get Val ues nethod returns List<lIdPAttribute>

## get Di spl ayVal ue nethod returns the IdPAttribute in string format,
shortcut for getValue().toString().

## springMessageText val ues found in

{idp. hone}/ nessages/ nessages. properties

#set ($whenText = "soon")
#set ($entitlementsMap =
$attri buteContext.getUnfilteredl dPAttributes().get(' eduPersonEntitlenent')
. get Val ues())
#set ($match = fal se)
#set ($groupName = "#springMessage('idp.|ogin.twoStepG oupNane')")
#set ($gr oupMax 9)
#set ($grouphax =
$gr oupMax. par sel nt ("#spri ngMessage('idp. | ogin.twoStepG oupMax')"))

#foreach ($i in [1..%groupMax])
#i f ($mat ch) #{ br eak} #end
#set ($testVal = "$groupNanesi")
#f oreach ($val ue in $entitl ement sMap)
#if ($val ue. getDi splayVal ue() == $testVval)
#set ($match = true)
#set ($whenText = "in $i #if ($i == 1) day#{el se}
days#end")
#end
#end



#end

<! DOCTYPE ht m >
<ht m >
<head>
<meta charset="utf-8">
<met a name="vi ewport"
cont ent ="wi dt h=devi ce-wi dth,initial-scal e=1. 0">
<title>#spri ngMessageText("root.title", "Penn WebLogi n")</title>
<link rel ="styl esheet" type="text/css"
hr ef =" $r equest . get Cont ext Pat h()/ css/ count down. css" >
<meta http-equiv="refresh"
cont ent =" 20; ur| =$f | owExecuti onUrl & event | d_proceed=1">
</ head>

<body>
<!-- banner -->
<di v id="banner">
<a href="http://ww. upenn. edu/" >

<i ny
src="$request . get Cont ext Pat h() #spri ngMessage("i dp. | ogo.smal | ")"
al t ="#springMessageText ("i dp.l ogo.snall.alt-text", "Penn: University of
Pennsyl vani a")" border="0" w dt h="220" hei ght="82" />
</ a>

</ di v>
<div id="content">

<h3>#spri ngMessageText ("i dp. | ogi n. t woSt epRequi r edSoon", " Your
Pennkey will be required to use Two-Step Verification ")${whenText}!</h3>
<p><strong>#spri ngMessageText ("i dp. | ogi n. t woSt epDescri pti on"
"Two-Step Verification provides an added |ayer of security for your
PennKey. Wen you log in, you will be pronpted to verify your
i dentity&mdash;the second step&nrdash; using a device, such as a nmobile phone
or key fob, in your possession.")</strong></p>

<p>
<strong><a

hr ef =" #spri ngMessageText ("i dp. | ogi n. t woSt epEnr ol | Li nk",

"https://twostep. apps. upenn. edu/")"

target="_bl ank" >#spri ngMessageText ("i dp.| ogi n. t woSt epEnrol | Text", "Enroll
in Two-Step Verification Now ")</a></strong>

</ p>

<p>

<strong><a
hr ef =" #spri ngMessageText ("i dp. | ogi n. t woSt epl nf oLi nk",
"https://wwv. i sc. upenn. edu/ howt o/ t wo-step-faq")"

target ="_bl ank" >#spri ngMessageText ("i dp. | ogi n. t woSt epl nfoText", "Learn nore
about Two-Step Verification.")</a></strong>

</ p>

<p>

#spri ngMessageText ("i dp. | ogi n. t woSt epResponsePr oceed"
"This login will proceed wi thout the additional security of Two-Step



Verification in 20 seconds or you can ")

<strong><a
hr ef =" $f | owExecuti onUr | & event| d _proceed=1">#spri ngMessageText ("i dp. | ogi n.
proceedButtonText", "continue i mediately.")</a></strong>

</ p>
<p>

#spri ngMessageText ("i dp. | ogi n. t woSt epGet Hel p*, "If you have
any questions or concerns, please contact the ")

<strong><a
hr ef =" #spri ngMessageText ("i dp. | ogi n. Get Hel pLi nk",
"https://wwv. i sc. upenn. edu/ get-it-help")"

target =" _bl ank" >#spri ngMessageText ("i dp. | ogi n. Get Hel pText", "IT support
staff at your school or center")</a> </strong>
</ p>
</ div>
</ body>
</htm >

Two-factor-countdown-flow.xml

<flow xm ns="http://ww. springfranework. or g/ scherma/ webf | ow"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocation="http://ww. springframework. or g/ schema/ webf | ow
http://ww. spri ngfranmewor k. or g/ schenma/ webf | ow spri ng- webf | ow. xsd"

parent ="i ntercept.abstract">

<l-- Rudinentary inpedinment to direct execution of subflow -->
<i nput nane="cal | edAsSubfl ow' type="bool ean" required="true" />

<l-- If the condition is true, we don't need to notify, otherw se check
cookie to see if we do. -->
<deci si on-state i d="CheckCont ext">
<if

t est =" TwoFact or Count downPr edi cat e. appl y(opensam Profi | eRequest Cont ext )"
t hen="Shoul dUnset Cooki e¢" el se="CheckCooki e" />
</ deci si on- st at e>

<deci si on-state i d="Shoul dunset Cooki e" >

<if
t est =" TwoFact or Count downCooki eManager . get Cooki eVal ue( TwoFact or Count downCoo
ki eName, null) !'= null"

t hen="Unset Cooki e" el se="proceed" />
</ deci si on- st at e>

<action-state id="Unset Cookie">
<eval uate
expr essi on="TwoFact or Count downCooki eManager . unset Cooki e( TwoFact or Count down
Cooki eNane) " />
<transition to="proceed" />



</ acti on-state>

<deci si on-state id="CheckCookie">
<if test="T(java.lang.System).currentTineMIlis() -
T(j ava. | ang. Long) . par seLong( TwoFact or Count downCooki eManager . get Cooki eVal ue
( TwoFact or Count downCooki eNanme, '0')) > TwoFact or Count downNoti fyl nterval "
t hen="Di spl ayTwoFact or Count downVi ew' el se="proceed" />
</ deci si on- st at e>

<vi ew st at e i d="Di spl ayTwoFact or Count downVi ew"
vi ew="#{f| owRequest Cont ext . acti veFl ow. i d}">
<on-render >

<eval uate
expr essi on="TwoFact or Count downCooki eManager . addCooki e( TwoFact or Count downCo
oki eNane,
T(java.lang. Long).toString(T(java.lang. Systen).currentTineMIlis()))" />

<eval uat e expressi on="environnment"
resul t ="vi ewScope. envi ronnent" />

<eval uate
expressi on="T(net.shi bboleth.utilities.java. support.codec. HTM_Encoder)"
resul t ="vi ewScope. encoder" />

<eval uate
expressi on="f| owRequest Cont ext . get Ext er nal Cont ext (). get Nati veRequest ()"
resul t ="vi ewScope. request™ />

<eval uat e
expressi on="f| owRequest Cont ext . get Ext er nal Cont ext (). get Nati veResponse()"
resul t ="vi ewScope. r esponse" />

<eval uat e expressi on="opensani Profi | eRequest Cont ext "
resul t ="vi ewScope. profil eRequest Context™ />

<eval uat e
expr essi on="opensani Profil eRequest Cont ext . get Subcont ext (T( net. shi bbol et h.
dp. profile. context.Relyi ngPartyContext),
true). get Subcont ext (T(net. shi bboleth.idp.attribute.context. AttributeContex
t))" result="request Scope.attri buteContext" />

</ on-render >

<transition to="proceed" />
</vi ew st at e>

<end-state id="proceed" />



<bean-i nport resource="two-factor-countdown-beans. xm" />

</fl ow>

Two-factor-countdown.beans.xml

<?xm version="1.0" encodi ng="UTF-8"?>
<beans xm ns="http://ww. springframework. org/ schema/ beans"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: cont ext ="htt p://ww. spri ngframewor k. or g/ schena/ cont ext "
xm ns: c="http://ww. springfranmework. org/ schenma/ c"
xm ns: p="http://ww. springfranework. or g/ schena/ p"
xmns:util="http://ww. springfranework. org/schema/util"
Xsi : schemaLocati on="htt p://ww. spri ngf ramewor k. or g/ schena/ beans
htt p: // ww. spri ngfranmewor k. or g/ schenma/ beans/ spri ng- beans. xsd
htt p: // www. spri ngf ranewor k. or g/ schena/ cont ext
http://ww. springframework. or g/ schema/ cont ext/ spri ng-cont ext. xsd
http://ww. springfranmework. org/ schenma/ uti
http://ww. springfranework. org/schema/util/spring-util.xsd"

default-init-method="initialize"
def aul t - destr oy- net hod="dest roy" >

<bean
cl ass="org. spri ngf ramewor k. cont ext . support. PropertySour cesPl acehol der Confi
gurer”

p: pl acehol der Prefi x="%" p: pl acehol der Suffix="}" />

<bean

cl ass="net . shi bbol et h. ext. spring. config.|dentifiabl eBeanPost Processor" />
<bean

cl ass="net. shi bbol eth.idp.profile.inpl.ProfileActi onBeanPost Processor" />

<i mport
resource="../../../conf/intercept/two-factor-countdown-intercept-config.xm
Ill />

<l-- Sinmplifies flow definition expressions. -->

<al i as nane="shi bbol et h. t wo-f act or - count down. Condi ti on"
al i as="TwoFact or Count downPr edi cate"/ >

<al i as name="shi bbol et h. Per si st ent Cooki eManager "
al i as="TwoFact or Count downCooki eManager" />

<al i as name="shi bbol et h. t wo- f act or - count down. Not i f yCooki eNane"
al i as=" TwoFact or Count downCooki eNane" />

<al i as name="shi bbol et h. t wo-f act or- count down. Noti fyl nterval "
al i as="TwoFact or Count downNot i fylnterval " />

</ beans>



Messages.properties

# You can define nessage properties here to override nessages defined in
# systen messages/ or to add your own nessages.

i dp. footer = Copyright 2018 - University of Pennsylvania

root.footer = Copyright 2018 - University of Pennsylvania

i dp.logo = /images/portal penn-banner | g.gif

idp.logo.alt-text = University of Pennsylvania crest and | ogo

root.title = Penn WebLogin

# Two- St ep Count down nessages

i dp. | ogi n. twoSt epGroupNanme =

urn: mace: upenn. edu: penn: i sc: ait: apps: twoFact or: groups: t woFact or Count down: t
woFact or Count down__

i dp.login.twoStepG oupMax = 9

i dp. | ogi n. twoSt epRequi redSoon = Your PennKey will be required to use

Two- Step Verification

i dp.login.twoStepEnroll Text = Enroll in Two-Step Verification now

i dp.login.twoStepEnrol |l Link = https://twostep. apps. upenn. edu/

i dp.login.twoStepl nfoText = Learn nore about Two-Step Verification

i dp.login.twoSteplnfoLink = https://ww.isc.upenn. edu/ howto/two-step-faq
i dp. | ogin.twoSt epDescription = Two-Step Verification provides an added

| ayer of security for your PennKey. Wen you log in, you will be pronpted
to verify your identity&nash;the second step&rdash; using a device, such as
a nmobil e phone or key phone, in your possession.

i dp. | ogi n. t woSt epResponseProceed = This login will proceed w thout the
additional security of Two-Step Verification in 20 seconds or you can

i dp. | ogi n. proceedButtonText = continue imediately.

i dp.login.twoStepGetHelp = If you have any questions or concerns, please
contact the

i dp. | ogi n. twoSt epGet Hel pLi nk https://ww.isc.upenn. edu/get-it-help

i dp. | ogi n.twoSt epGet Hel pText I T support staff at your school or center

i dp.logo.small = /images/portal penn-banner.gif

idp.logo.small.alt-text = Penn: University of Pennsylvania

Relying-party.xml

<bean parent="SAM.2. SSO' p: encryptAssertions="fal se"
p: encrypt Nanel Ds="f al se" p:si gnResponses="true"
p: post Aut hent i cati onFl ows="t wo- f act or - count down"/ >

countdown.css



.....................................................................................................................................................................................

body {
font-famly: Tahomm, Arial, Helvetica, sans-serif;
font-size: 0.80em
background- col or: #f Of Oea;
col or: #000;
mar gi n: 0;
paddi ng: O;

}
a {
text-decoration: underline;
}
h3 {
font-size: 1.40em
font-wei ght: bol d;
col or: #95001A;
}
#banner {
background-image: url (../imges/portal banner4-bg.qgif);
}
#content {

mar gi n-top: 2. 6em
margin-left: 2em
mar gi n-right: 2em
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