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From old data collection model to new
infrastructure

Old data collection model

Modern data collection model

From a scientist to a scientist Citizen science Internet of Things

Quality Data What is data quality?
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App #1: Motivation and functiona

The application:

evaluates both an overall security
of the Android device and the
influence of each system
parameter separately.

presents a detailed explanation

why a particular aspect is
important from the security
perspective.

allows to  simulate  various

parameter’s values and to show
their influence on an overall
security level.

https://goo.gl/EzVb9b
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App #1: Security Evaluation Ul
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App #2: Detector of unverified apps
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com.android.smoketest
COM.ANDROID.SMOKETEST Ye03foXThgjf7muGSohbC/qlr4E=

SYSTEM SECURITY EVALUATION APl Demos

Ye03foXThqjf7muGS9hbC/qlr4E=
ES FILE EXPLORER

TrustLibTest

API DEMOS 52J1VbIbxUEQWSLUZZG+GhKNDOg=
TRUSTLIBTEST EICAR Anti Virus Test
EICAR ANTI VIRUS TEST VERIFIED | |8 L il

com.android.gesture.builder

COM.ANDROID.GESTURE.BUILDER ;
Ye03foXThqjf7muGS9hbC/qlr4E=

COM.ANDROID.SMOKETEST.TESTS
com.android.smoketest.tests

UNVERIFIED APP FINDER . Ye03foXThqjf7muGS9hbC/qlr4E=
https://goo.gl/qR2A1i

52J1VblbxUEQWSLUZZG+ghKNDOg=
Signature of unverified apps are
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App #3: Permission-based Security
Evaluation (Under development)
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Products availability

» Ready for TTP:
» Application and library for Android system security evaluation
» Detector of unverified applications for Android OS
» Upcoming products:
» Detector of potentially harmful applications for Android OS
» Long term goal:
» Generic framework for data quality and security evaluation
» Future directions:

» Cloud service for logging, comparing security scores,
extending security evaluation

» Integrating the permission analysis of the installed
applications, collusion detection, security evaluation, and
potentially vulnerable application detection into one
service



