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Problem?
Public key cryptography
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X.509 Public Kevy Infrastructure (PKI) Protocol

Now, how can we obtain the CA'’s public key?




X.509 Public Key Infrastructure (PKI) Protocol
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Role of X.509 in SSL/TLS

Authentication

Confidentiality
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SSL/TLS Verification

# GENERAL ¥ Ak VULNERABlLlTlES v & C
# GENERAL v

Vulnerabilities > Detail #GENERAL~> vy
* VULNERABIL
IES v

NW ~~mputer Security Resource C
- ==+. Natahase
NVD com
puter Security Resource C
enter

Nation,
% VULNERABILITIES + al Vulnerability Database

& VULNERABILITY METRICS

Vulnerabilities > Detail
# PRODUCTS ~

&l VULNERABIL|
[
CONFIGURATIONS (CCE)

A& CVE-2016-2047 Detail

Vulnerabilities > Detail

yx CVE-2015-5655 Deta
I CVE-2016

Description

sioriosdoc | @ Modified C
Oomputer j
Security Resource Cente
r

# GENERAL -
' at
ional Vulnerability Database

A VULNER,
ABILITI
- ES 5T
GENERAL v Vulnerabilities > Detail & VULNERABILITY METRI
cs+ 4
PRODUCTS v

2 vuLl
NERABILITIES » &5 vy
# GENERAL ¥

Vulnerabilities > Detail

I CVE-20
-2016-
6-5655 Detail  yx GVE-2/ DeScription

AK
& CVE-2016-5672 Detail

Vulnerabilities > Deta

O Modified
T| _
ftive i ; i ' rity Resource Center

nerability patabase

4 GENERAL~v ¥ VULNERABILITIES ~ &t VULNERAB # GENER
AL
X Vi
ULNERABILITIES v 13 vy 2% VULNERABILITIES ¥ & VULNERABILITY METRICS™ & PRODUCTS ™ & CONFIGURATIONS (CCE)
LNi _

Vulnerabilities > Detail
Vulnerabil
lities > Detajl
ail
Vulnerabilities > Detail

3¢ CVE-2016-1563 Detail 13
I CVE-2016-3664 Detajj M CVE-201 6-5669 Detail

Description ;
P Description c ‘D -
urrent Descrip ion

NetApp Clustered Data ONTAP 8.3.1 does not properly verify X.50¢  Trend Micro Mopbi
e information via a crafted cert man_;n‘the_ms:l”e Security for iOS before 3
e attackers to .2.1188 do
spoof €s not verify t

Source: MITRE ~ Last Modified: 04/07/2016 Source: this serv
* MITRE  Last Modifieq er and obtain sensitive
- 05/23/2016

d 0xb999d4d955359eb3 X.509

039.00040 use & hardcode
he-middle attacks

cs DM—TXRX-mO-STR devices with firmware before 1.3 :
OpenSSL Test Certification Authority, which makes it easier for remote attackers to conduct man-in-t

by |everaging the certificate's trust relationship-

Crestron Electroni
certificate from an
against HTTPS sessions
Last Modified: 08/03/2016 View £

to spoof servers and obtain sensitiv

Source: MITRE

Abstract an existing implementation in order to test potentially af- e;

. . fected libraries. two peers,

We present FLEXTLS, a tool for rapidly prototyping . . level keys:

. L ST , In this paper, We present FLEXTLS, a tool for instru- | ey,

and testing implementations of the Transport Layer Secu- . ! ely identi-
menting arbitrary sequences of TLS messages. FLEXTLS

der to write proofs of concept ream, so it

rity (TLS) protocol. FLEXTLS is built upon MITLS, a el i
. . o .

verified implementation of TLS, and hence protocol sce- was origna y' create 1‘“ or ) ) s Triple He S

e 1 < ean benefit from robust li- of complex transport layer attacks :such as Triple and- it arrives.

shake or the early CCS attack against OpenSSL 9. It S renego-

et anfomatic execution for man-

EAP and



X.509 Compliance Checking




X.509 RFC 5280
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Noncompliance in X.509
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Differential testing
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Partitioning the universe

. et . Acceptin Rejecting
To construct accepting and rejecting universes

T, I,
g

i

Fuzzing

CCV
g

e Acceptin Rejecting

execufion
engine
Symbolic ir-
executio m >
n




SymcCert

Chau et al., [EEE Symposium on Security and Privacy, 2017.
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Testing implementations by providing a symbolic ' tations
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SymcCert
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SymcCert

e RESULTS

Library - version

Released

Found Instances
of Noncompliance

axTLS - 1.4.3
axTLS - 1.5.3

Jul 2011
Apr 2015

* CyaSSL - 2.7.0
wolfSSL - 3.6.6

Jun 2013
Aug 2015

tropicSSL - (Github)
* PolarSSL - 1.2.8
mbedTLS - 2.14

Mar 2013
Jun 2013
Jan 2016

* MatrixSSL - 3.4.2
MatrixSSL - 3.7.2

Feb 2013
Apr 2015




SymcCert

e EXEMPLARY FINDING (EXTENSION PROCESSING IN CYASSL)

switch (oid) {

case AUTH_INFO_OID:

DecodeAuthInfo (&input[idx], length, cert);
break;
case ALT NAMES OID:
DecodeAltNames (&1nput [1dx], length, cert);
case AUTH KEY OID:
DecodeAuthKeyId (&input [1idx], length, cert);
break;

}




SymcCert

e EXEMPLARY FINDING
e CORRECT UTCTIME YEAR RANGE:

. y = 2000 + 10 * (c[0] - ’0’) + (c[1] - ’0’); c += 2;
MatrixSSL 3.7.2 /* Years from ’96 through ’99 are in the 1900’s */
if (y >=209) { y -= 100; }

g to->year += 100 * (to->year < 90);
fropicSS .
|OL to->year += 1900;

if (tm.tm_year <= 50) { /* 1951-2050 thing */
tm.tm_year += 100;
}

axTLS 1.4.3
axTLS 1.5.3



SymcCert

* EXEMPLARY FINDING
o LAX OID EXTKEYUSAGE MATCHING (MATRIXSSL 3.7.2, WOLFSSL 3.6.6)

Object

ExtiKeyUsage ——> Identifier

abcdefgh eg,136155737

1.3.6.1.5.5.7.3.1 s a+b+c+d+e%g+h=77




SymcCert

e DISCUSSION

Capable of finding more in-depth bugs
Accepting and rejecting universes with high coverage

Leverages the open source nature of the

implementations

Unable to handle traditional (Large-scale) libraries




Future work

Reference
implementation

A substitution for existing Act as an oracle Complete Formally verified
implementation SSL/TLS ecosystem







