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PAccMan Refresher



PAccMan Refresher

• Early, focus was on use cases -- defining the 
Privilege and Access Management problem 
space

• https://spaces.internet2.edu/display/
macepaccman/Use+Cases



PAccMan Refresher
• More recently, focus has been on:

• Comparison/Contrast of existing privilege and 
access management solutions (Grouper, perMIT, 
Oracle/Sun, KIM, etc.) and terminology

• https://spaces.internet2.edu/display/
macepaccman/Selected+Use+Cases

• API considerations for Privilege/Access 
Management

• https://spaces.internet2.edu/display/
macepaccman/Permissions+API+suggestion
+based+on+Grouper+permissions



Why Glossary: A not-quite 
allegory



Glossary
Once upon a time, a very 

wise man...



Glossary
...traveled to a foreign 

country, and had a 
revelation...



Glossary
In France, “oeuf” means 

“egg”...



Glossary
...and “chapeau” means 

“hat”...



Glossary
“It’s like those French have 

a different word for 
everything!”



Glossary
Realizing the wisdom of his 

words...



Glossary
Realizing the wisdom of his 
words...and the dangers of 

such confusion...



Glossary

• Discussed as an AI for the group during 
ACAMP 2009

• Work started before ACAMP, continued after...

• https://spaces.internet2.edu/display/
macepaccman/MACE-paccman-glossary



Glossary

• Started as a way to normalize terminology 
during concalls, etc.

• Took on a life of its own for a while

• Psycholinguistics -- the words we use shape 
the way we think

• Led us to begin comparison/contrast of 
privilege/access management across industry



Glossary



Comparative Taxonomy



A quick example... 

• Drug Restocking Approval -- Nurse Wilson notices during a routine 
inventory review that the Oncology ward's drug cabinet is running low 
on a particular anti-emetic drug. She logs into the hospitalʼs online 
ordering system to submit a restocking request.  The anti-emetic is a 
scheduled substance, so her request to the Pharmacy for restocking 
requires approval by both her supervisor and an attending physician in 
Oncology. The Pharmacy system detects the approval requirement and 
routes the request to the head Oncology nurse, then to the on-call 
Oncologist for approval before filling the order.



A quick example... 

• Sun IDM Terminology -- Nurse Wilson notices during a routine 
inventory review that the Oncology ward's drug cabinet is running low 
on a particular anti-emetic drug. She authenticates with an account to 
the resource “online ordering system” which has the entitlement “submit 
restocking request”.  The anti-emetic is a scheduled substance, so she 
lacks the capability “approve restocking request” - policy requires that 
two other accounts engage in an approval workflow. The Pharmacy 
system detects the approval requirement and routes the request to the 
head Oncology nurse, then to the on-call Oncologist for approval before 
filling the order.



A quick example... 

• KIM Terminology -- Nurse Wilson notices during a routine inventory 
review that the Oncology ward's drug cabinet is running low on a 
particular anti-emetic drug. She logs into the hospitalʼs online ordering 
system as a principal whose permission includes submitting restocking 
requests.  The anti-emetic is a scheduled substance, so her request to 
the Pharmacy for restocking requires approval by principals whose 
roles include the responsibility for approving general requests from 
nurses and for authorizing release of scheduled substances . The 
Pharmacy system detects the approval requirement and routes the 
request to the head Oncology nurse, then to the on-call Oncologist for 
approval before filling the order.



A quick example...

• Sun’s IDM (RIP?) refers to authentication, 
accounts, resources, policies, workflows

• Kuali refers to logging in, principals, roles, 
responsibilities

• Here, the two may be less like French and 
English and more like English and American, 
but, if you’ve ever ordered crackers at a British 
pub...





A somewhat more involved 
example...

• Old and New Payroll Clerks -- Gina, an administrative assistant in the 
Department of Chemistry, vacates her position in the department to 
take a new position in the Office of the Comptroller. Gina has been the 
department's payroll clerk for a number of years. The department chair 
chooses his executive assistant, Marcus, to take over as payroll clerk 
for the department. As payroll clerk, Marcus will need access to 
sensitive payroll information about non-exempt employees in the 
department, but will not need access to faculty salary information or 
student records. The department chair logs into an access 
management system and designates Marcus as the new payroll clerk 
for the Department of Chemistry. In so doing, he grants Marcus a 
collection of rights within various financial applications appropriate for a 
departmental payroll clerk in his department, and Gina (who is still 
employed by the university and still recognized by the authorization 
system as a user) has her payroll clerk privileges for the Chemistry 
department revoked. 



A somewhat more involved 
example...

• perMIT Approach -- Gina, whoʼs listed in a collection of perMIT 
ASPECs with qualifiers limiting their scope to the Chemistry department 
and its associated cost and payroll codes that enumerate the functions 
her job requires her to perform financial systems, vacates her position 
in the department to take a new position in the Office of the Comptroller. 
The department chair (whoʼs listed in an ASPEC with the function 
“Financial Primary Authorizer” and the qualifier “Chemistry 
Department”) chooses his executive assistant, Marcus, to take over as 
payroll clerk for the department.  The department chair logs into perMIT 
and copies the ASPECs held by Gina to Marcus, assigning Marcus the 
same ASPECs Gina has had.  perMIT later notifies the chair of Ginaʼs 
official relocation and presents him with a list of her existing ASPECs.  
He deletes those already copied to Marcus, and reassigns others 
through the perMIT UI to other staff.



A somewhat more involved 
example...

• Rice approach -- Gina, an active member of an instance of the 
“Financial Assistants” KIM group with group type “Departmental” and 
DepartmentCode “Chemistry”, which has been added to the role 
“Payroll Clerk”, vacates her position in the department to take a new 
position in the Office of the Comptroller. The department chair, who is a 
member of the DeptChair group, which is in turn a member of the 
Business Officer group assigned to the role (among others) “Payroll 
Supervisor” chooses his executive assistant, Marcus, to take over as 
payroll clerk for the department. The department chair logs into a Kuali 
management system and using the permissions afforded the Payroll 
Supervisor role, sets the “Active to” date for Ginaʼs membership in the 
Financial Assistants” group to her effective termination date, and adds 
Marcus as a member (with that date as the membershipʼs “Active From” 
date) of the group, revoking Ginaʼs permissions and adding the 
appropriate permissions and roles to Marcusʼ principal entity.



A somewhat more involved 
example...

• perMIT speaks of ASPECs with functions and 
qualifiers, and of copying and reassigning 
ASPECs to modulate privileges

• KIM and Rice speak of groups assigned to 
roles with memberships bounded by activity 
dates, and adding principals to or removing 
them from groups (or roles) to modulate 
permissions



Ongoing efforts 

• We have responders for Grouper, Oracle 
IDM, Sun IDM, KIM, perMIT, Sakai

• May still need responders for Kuali Student, 
Spring Security Framework, Moodle

• Reorganizing use cases, map into XACML 
descriptions (and other “languages”)

• Defining APIs, demonstrating solutions in 
different models (Grouper, perMIT, others)



Fun URLs to Explore (and 
Edit, too!)

• Main Site:  https://spaces.internet2.edu/display/macepaccman

• Use Cases:  https://spaces.internet2.edu/display/macepaccman/Use+Cases

• Glossary: https://spaces.internet2.edu/display/macepaccman/MACE-
paccman-glossary

• Comparative Taxonomy: https://spaces.internet2.edu/display/
macepaccman/MACE-paccman+comparative+taxonomy

• Comparative Solutions: https://spaces.internet2.edu/display/macepaccman/
Selected+Use+Cases

• API proposal: htps://spaces.internet2.edu/display/macepaccman/
Permissions+API+suggestion+based+on+Grouper+permissions
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