
• Sensitive networks are under constant threat 
from malware infections

• Malware can be used to open a backdoor and 
exfiltrate sensitive data 

• Most networks still rely on signatures or 
blacklists, missing >65% of new threats

• We need a behavior-based approach that can 
adapt to each specific network and detect 
never-before-seen malware

• Turns attackers’ malware distribution 
strategies into an advantage for defenders

• Complements signatures and blacklists 
• Completely open-source
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• Looking for partners to improve AMICO and 
make it widely adopted

• Pilot deployments in other large networks
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Malware Benign	EXEs
File content changes frequently is	very	stable

Domain	names change frequently are	very	stable
IPs change somewhat	frequently are	relatively	stable

Intuition:	malware	distribution	is	highly	“agile”

Statistical	Feature:
• Past	file	downloads	info
• Domain	features
• Server	IP	features
• URL	features,	etc.
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