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Era of “Smartness”
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Are connectéd ceiling fans the ;’%F“ :
ultimate smart-home splurge? B W

You can upgrade your home's ceiling fans to app-enabled models
packed with powerful sensors — but they won't come cheap.

4-in-1 Smart Connect™
with motion & climate Cradle 'n Swing
sensors...automatically adjust as you Virtual Reality Headset “ .. Baby, that’s genius.”
come and go, or as the temp. rises. :




Internet of Things (loTs) Charactristics

* Unique requirements for loT security
» Long, complex life cycles
= Never intended to be connected
= Machine-to-Machine interactions

= Mass J)roduced iIn same configuration
(“Hardware Homogeneity”)

» Changing environment for security assurance
= Increasingly globalized supply chain
* |ncreasingly stringent time-to-market
* |[ncreasingly connected world

How can we protect diverse, connected, and highly
complex modern computtltng l?ygtems against malicious
attacks™



loTs: Security and Trust Threats and Attacks
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Internet of things needs to be
redefined as securely connecting
devices, exchanging trusted data

and delivering value through

analytics and smart decisions



Cyber security: Where and Why it is important

Cloud and distributed system Network Security

security

-

}

Supply Chain Security

'
S

Biometrics and Security Nanoscale Security



Hardware Security

Cyber security traditionally meant software,
network and data security considering hardware as
root of trust. This assumption is no longer true with

evolving semiconductor business landscape .



IP Vendors Distributed Across the Globe
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Long and globally distributed supply chain of hardware
IPs makes SoC design increasingly vulnerable to diverse

trust/integrity issues.



Security Attacks on Hardware
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Research Projects

» Hardware-Oriented Security and Trust (HOST)

= Physical Unclonable Functions
= Authentication and Encryption

= Differential power analysis countermeasures

= Hardware Trojan Detection
= Obfuscation of chip functionality
= Secure Automotive ECU Design

» Embedded Systems
» TrustZone based hardware isolation
* FPGA-based embedded systems
= Hardware acceleration

THE INTERNET OF EVERYTHING

r
a

1 TOLD YOU YO PIKK W
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Security Research: PUFs

HELP entropy is path delays of existing functional units.

On-chip bitstring generation provides real-time
|denuﬂcaUOn

Clkl Input Challenge is 2-vector sequence |4 | ' PNDifvf e
N g == - | | Challenge selection 7

: . module v
| implementation .| Clockstrobe | N & Block v
i Mot ABS Module / = RAM |¢—p{ Modulus module
| | sbox-mixedcol Clk, v § (BRAM) v
: : AilneDEN <+ BitGen. module
Y Capture row FFs E 49{-2— - v
i u gl e —“Ji | = | path : | Bitstring + helper data
) Output Response are path delays - delays SIOHEemIE
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Trust Research: Tamper Detection

Devise a water-marking mechanism by profiling path

delays
In-field chips compared with the time 0 to detect tamper
Gks Clock | digital Fine Phase Shift
Vodue | FPS0-240)
SYS FPS-100 mttE ,
armﬁg’r‘ﬂppin DQ—r |
fi Vo
phase|  Clks | L 1|23
1 = e o o O e e e e P L B P PP O T
;:itgs Clk, _E z:5:z:z:z:z:z:s:z:z:z:z:z:z}:.zz:z:s:s:s:s:s:s:s:s:s:s:s:s:s:z:z:z:s:
Path delays can be stored during provisioning

and used to verify that design has npt be changed
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Mod 20 modPND,

Privacy Preserved Authentication In

Distributed Environment

A privacy-preserving, mutual authentication protocol

using dual helper data

Verifier
Database

Dual Helper Data  |v/erifier <+

Algorithm

Token

Token HelpD ¢ Verifier HelpD *
[t[1[1o[t]1[o[olofo[t ol o[t Ta[1]o] [L[1[ojo[1[0[ojo[t]o[1]o[t]o[t]0[1]1]

10 o

15 I 5 10 15
\—p bitwise AND’ed HelpD4-/
4 11]1]ofo]1]o[o]o]o]o]1]o]1]0[1]0[1]0]
5 10 15

Verifier RespBS

Token RespBS

] 5 10 15 13| I[0[IO[T0[I[Io[oo] |?|1|1|1|0|1|1|0|0|0|1|0|1|0|0|0|0|0|
: I 5 |
Index of modPND,, for chip C; / A ¥ NAAR Ad AAG
Verifier Verifier
0[1[1]0[I]T[1]0]0[0] strongBs (O[110[1[1/0[0]  gironeps

Token data point would need to change by at least
2*margin+1 to cause bit flip error, e.g., with margin = 2,
from 7 to 12.

Token StrongBSk’

(a) (b) (©)

» Sponsored bv NSF

2 (yes in this example)

Token
(O pX{OlX[1[T]0JR[0f g s

Enrollment
Challenge
—>
[
LT I —— --Z[EViCE”D
Regeneration I
€ : Challenge H
€-mmmmmmm- 4---- Device D
[
[

Filter and match

Token Verifier/Control
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Security based hardware isolation and

Access Control

Techniques to mitigate malwares such as Rootkits and

Bootkits

Malware HOST Machine

Mass Storage Hard drlve

W' . Sponsored bv NSF

Device

Controller

\Stagl

Q; Hardware Block -

\Smg4 ‘

TRUST RTOS || Non-Trust OS

Stage2

Stage3

Stage5

ARM TrustZone®

(single processor)
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loT Security Issues

* Provisioning keys and key
management life cycle

= Security assessment of TUoE . \
equipment connected via .L“_ TE—’ . E==
gateways, that were never Sz Ezl
intended to be connected. e [ B Ei“
« Device identification for device- “& . @
to-device communication
= Availability and system Requires holistic view of
resilience. device to gateway to cloud

and the communication

= Scalability between them



Questions
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