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AMICO	– Accurate	Behavior-Based	
Detection	of	Malware	Downloads

Presented	by	

Roberto	Perdisci
perdisci@cs.uga.edu
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https://github.com/perdisci/amico
Open	Source	Software
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Passive	Malware	Download	Detection
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Key	Observation:	Malware	Distribution	Operations	are	“Agile”
Malware Benign	EXEs

File content changes frequently is	very	stable

Domain	names change frequently are	very	stable

IPs change somewhat	frequently are	relatively	stable
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Malware	distribution	
behavior

Users’	file	download
behavior

Who	downloaded	what?	
From	where? +

AMICO’s	Behavior-Based	Detection	Approach
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AMICO	- System	Overview

“Measuring	and	Detecting	Malware	Downloads	in	Live	Network	Traffic”
P.	Vadrevu,	B.	Rahbarinia,	R.	Perdisci,	K.	Li,	M.	Antonakakis.	ESORICS	2013
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AMICO	- System	Overview

• Efficient	passive	TCP	flow	reconstruction
• Identify	HTTP	flows	that	carry	a	software	download	(EXE,	APK,	DMG,	JAR)
• Store	executable	files	and	metadata	(e.g.,	domains,	IPs,	URL,	etc.)
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AMICO	- System	Overview

• Machine	Learning	module
• Automatically	learns	from	past	malicious/benign	downloads
• Detects	malicious	downloads	based	on	provenance	info
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Real-World	Pilot	Deployment
UGA
Campus

Intel	10G	Eth	X520

SysLog
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Recent	Stats	(UGA	Pilot)
(March	1	2017	– April	15	2017)

• Detected	1,183	malicious	downloads
(AMICO	Score	>	0.7)

– Clients:	844	distinct	IPs
– Downloads:	1,078	DMG,	87	EXE,	17	APK,	1	JAR
– Files:	96	DMG,	58	EXE,	10	APK,	1	JAR
– False	Alerts:	9	downloads	(7	EXE,	1	DMG,	1	APK)
– Still	Unknown	to	VT:	55 downloads	
– 18	confirmed	“Zero	Days”	(previously	unknown	to	VT)	
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SysLog Example
• Apr	14	09:24:56	netbox2	start_amico.py:	
• file	download	-- timestamp:	2017-04-14	09:23:46
• client_ip:	172.21.x.x,	server_ip:	45.79.194.109
• server_port:	80,	host:	downloads.tweakbit.com
• url:	/go/src_ep_cnet_optimizer_PCR_3steps_970x66_v1/en/pc-repair/stub/pc-repair-

setup.exe
• referrer:	None
• sha1:	dff9f365b4d7b2e330e7c41bfbd1e9697438bb77
• md5:	1d20c15cf31e40fad73383d05321d149
• file_size:	356864
• av_labels:	None
• corrupt:	False
• file_type:	EXE
• amico_score:	MALWARE#0.792
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SysLog Example
• Apr	14	09:24:56	netbox2	start_amico.py:	
• file	download	-- timestamp:	2017-04-14	09:23:46
• client_ip:	172.21.x.x,	server_ip:	45.79.194.109
• server_port:	80,	host:	downloads.tweakbit.com
• url:	/go/src_ep_cnet_optimizer_PCR_3steps_970x66_v1/en/pc-repair/stub/pc-repair-

setup.exe
• referrer:	None
• sha1:	dff9f365b4d7b2e330e7c41bfbd1e9697438bb77
• md5:	1d20c15cf31e40fad73383d05321d149
• file_size:	356864
• av_labels:	None
• corrupt:	False
• file_type:	EXE
• amico_score:	MALWARE#0.792
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appeared	in	VT	one	day	later
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Example	System	Configuration
• Dell	PowerEdge	R730	Rack	Server
• 2	x	Intel®	Xeon®	2.1GHz,	8C/16T
• 32GB	RAM
• 4x2TB	HDD
• 1Gbps	NIC	(e.g.,	Broadcom)
• 1	x	Intel	10G	Eth	X520 DP	SPF+
• Linux	OS	(e.g.,	Ubuntu Server	16.04)
• PF_RING	+	10G	Intel	ZC	driver (free for EDU)	

• Recommanded num.	of	CPU	cores =	Your Gbps of	traffic X		2
– E.g.,	if	you	have	6Gbps	of	traffic,	use	12	CPU	cores

• Operational	Skills:	Linux	sys/network	admin	skills	needed	for	deployment
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<	$6,000
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Current	Deployments	
• UGA	– entire	campus	network

– Deployed	since	2014
• UAB	– entire	campus	network

– Upcoming	– scheduled	for	15	May	2017
• GaTech – entire	campus	network

– In	progress,	used	to	assist	DARPA	research

• Pilot	preparation	experience	with	UAB
– Email-based	communication	to	prepare	the	environment	

• Suggested	HW	box	specs/configuration
• Guidelines	for	obtaining/installing	PF_RING+ZC	drivers

– On-site	deployment	(scheduled	in	May)
• Finalize	AMICO	deployment	and	system	tuning

– Remote	assistance	throughout	the	first	phases	of	pilot	(2-3	months)
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https://github.com/perdisci/amico

perdisci@cs.uga.edu

Funded	by	the	NSF	Advanced	Cyber-Infrastructure	and
DHS	Transition	to	Practice	programs
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“Kyle	&	Stan”	Malware	Campaign
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“Install-cdn”	Malware	Campaign
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