EAGER: Cybersecurity Transition To Practice (TTP)
Acceleration

Challenge:

» Accelerate Transition To Practice (TTP)
of NSF funded later stage cybersecurity
research into operational Research &
Education (R&E) environments through
applied research pilot deployments

Solution:

* [dentify & assess inventory of NSF
cybersecurity research assets ready
for applied research pilot phase

* Interview researchers & practitioners
for needs/learnings/best practices

* Leverage Internet2 community (315+
universities, 40+ regional networks)
to enable “matchmaking” between
researchers and academia IT/NW
operations for pilots/testing

* Deploy webinars, portal, in person
events for researcher/IT matchmaking

* |dentify cybersecurity needs/gaps
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Scientific Impact:

Research Assets:
 NDN
* BGP

* CipherLocker

Award Number: 1650445
Internet2
Pl: Florence Hudson, SVP/Chief Innovation Officer

* Increase awareness of cybersecurity
research & capabilities

* Accelerate cybersecurity transition
to practice in the near to mid term
to make cyberspace safer

* [dentify cybersecurity needs to
inform future NSF solicitations

Broader Impact:

* Enable partnership for NSF TTP
with other Federal agency
programs, including DHS, SBIR,
etc. to accelerate and streamline
the TTP pipeline

* Enable a more diverse research
and education pipeline partnering
with Society of Women Engineers
and others



Collaborative Innovation Community is the combination of three
member-led innovation working groups, focused on areas related to our
top two priorities of advanced networking plus trust & identity.

E2E Trust & Security (E2ET&S):

= TIPPSS for loT — Trust, Identity, Privacy, Protection, Safety, Security
= NSF EAGER Cybersecurity Transition to Practice Acceleration

= SDP (Software Defined Perimeter), Network Segmentation for loT

End-to-End
Trust & Security.

Internet of Things (loT):

= loT Sandbox

fithings. = Smart Campuses and Cities
" = Smart Grid Testbed

Distributed Big Data & Analytics (DBDA):
= Health & Life Sciences / Genomics
= Smart Campuses and Cities

= NSF Big Data Hub Collaboration

Distributed

Big Data &
Analytics < 0
Key:

. Advanced Networking plus Trust & Identity i by
Advanced Networking focus on
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Internet2 Collaborative Innovation Community Working Group includes
320+ individuals representing 130 member institutions

ecwu

J

Q.

R M
%
o 3 (]
WISCONSIN
o
fn :
Nebiaska e o ® = . @ " ¢
. Lincoln @ @O T pyRDUE © Pir O L 2 @
] [ ] ® . @ vrnn &
v @ 0, |, [Souimoagee Pl
Lcnane aen a« - ’ ( \ + UNIVERSITY OF HARTFORD
.. .e Lortight 0 M "‘ S <
Berkeley & (N @ FPenn
m Wivi 3 UMBC
. * o AN
o @ Ny o% A ® @ (]
AL POLY . e m
L] < ¢ @ CLEMSON L3 >
o USCShuhRundutn °® ° i
RS . "
L J .
R sex\
o (Y 3
ST EDWARDS
Industry Members AN i T e
BRICE @ : . G
= aruba il
===%= m Splunk c1sco ; b
ORACLE @ = INTEGRATION @"”‘“‘“"
R s .
BROCADE®  *1° Contink B Microsoft

INSTITUTE FOR DISEASE MODELING

@)| Phybridge

ciena
obbvie @

INTERNET.

POWE

As'of February 19, 2017

@ Internet of Things
End-to-End Trust & Security
. Distributed Big Data and Analytics

GRUMMAN

VWFLR
National R&E Networks

4“3@ ﬁ CESNET - ° l-'!ll
";*EA,M@ GEANT> Additional Organizations
@niNETD  SV/ITCH Himss > SR
NORDUnet

ASRENC

EOMMUNITY

gtema 68 y renc @

V'J ESnet QIEEE lerJ

WCE__ A

®usigiie



Cybersecurity TTP Acceleration Project Plan

Start Date August 2016
mn 20 [« [sa [e@ [7@ s |

Project team in place -

2 Develop NSF Research Asset Inventory -
3 Interview NSF, researchers, practitioners,
universities, industry, labs, DHS, other agencies

4 Develop researcher/practitioner match-making
showcase -online, events

5 Develop TTP R&D showcase and technical
workshops

6 Deploy workshops

7 Design, develop NSF TTP Portal

8 Develop materials for NSF TTP Portal

9 Deploy NSF TTP Portal

10 Assess TTP program and develop
recommendations
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SME Interview insights regarding TTP acceleration

Cybersecurity Researchers

« Key needs for TTP identified: Funding from NSF and others, early user feedback

» User feedback from pilot deployments critical to accelerate TTP

» Opportunity for acceleration of the TTP process at multiple steps

» Researchers like opportunity to leverage NSF TTP, DHS TTP, I-CORPS multiple agency support

« NSF TTP dollars sometimes perceived as small & cumbersome to capture, prefer working with venture firms
« TTP not necessarily a priority for some researchers — looking to solve complex problems, not start a business

Practitioners for Pilot Deployments

* Practitioners need to know operational requirements for pilot use of TTP assets

« All size universities and regional networks interested in potential to test out / pilot cyber research early
« Smaller universities requested to participate in TTP as they have simpler approval processes

« Some universities unwilling to deploy unproven, non-production tested cybersecurity code

Agencies
* Interested in cross-agency collaboration opportunities for NSF and DHS to accelerate cyber TTP
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TTP matchmaking webinars, workshops, showcases

1. On-going recruitment of cybersecurity TTP researchers and R&E practitioners for matchmaking

2. Ongoing TTP matchmaking webinars/workshops/showcases for researchers and R&E practitioners
— Kickoff with 5 research assets highlighted for R&E community: Sept. 27, 2016, Internet2 TechEx, Miami
— 2 cyber researchers presented to 8 universities, 5 regional NWs on Internet2 webinar — Nov. 18, 2016

— Considering regional, Internet2 TechEXx, other pertinent events (e.g., ITANA (IT Architects iN Academia))
3. Potential TTP coaching webinars and workshops for researcher matchmaking success

— Knowing when you are ready to transition to an applied research environment for user input
— Other potential topics: clarify value proposition, user handbook, operational requirements, user support

— ldentify coaching mentors and how best to provide it

cino@lInternet2.edu
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