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D These topics are discussed in the "Grouper Client" training series.

Grouper Client

Build new grouper client

Grouper Client JDBC API

Grouper client script from Excel CSV
Grouper discovery client

Grouper Client is a client for Grouper LDAP and Web Services. See architectural diagram.

It is a command line client and Java API

It is self contained in one jar which will not conflict with any other jars you are using

It is an example of how to use Grouper, a way to quickly try out proof of concepts, and can be used in production

Grouper client is aimed at the department user, who probably did not install Grouper, but who is using an installation at their institution

If LDAP and web services are too low level an API for you at some point in your development cycle, Grouper Client is for you

Another advantage is the web services client (REST) is forwards compatible, so if Grouper Web Services passes back new XML elements going
forward, it will still work with this client.

® You can use this to easily see the HTTP/XML requests and responses to grouper-ws. Note, the headers are not detected, they are assumed to
be correct.

As of Grouper v. 2.1, there is also a Failover Client and a Discovery Client.

Here is a detailed diagram showing the Grouper Client:
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FAQ

® How can | return pennnames/pennkeys from the web service? (note: pennname/pennkey is the subjectidentifier at Penn, this is a text
based login, not the numeric subjectid)

First your web service's sources.xml needs to return the subject attribute. | had to make a column in my jdbc source of PENNNAME (Oracle jdbc
metadata makes this always UPPER)

You can specify to return pennnames as the subject attributes, and you can use them in your output template:

C \tenp>java -jar grouperCient.jar --operation=getMenbersW --groupNanmes=test:testGoup --
subj ect At tri but eNanes=PENNNAME - - out put Tenpl at e=${wsSubj ect . attri but eVal ues[ 0] } $newl i ne$
bwh

nchyzer

BTW: you can show this on the Ul in the custom/media.properties entry: subject.attributes.order.pennperson=name,description,subjectType,id, PENNNAME
® How can | query based on pennkey from the web service? (again pennkey is Penn's subject identifier)

First you need to understand that in the grouper.client.properties file you can mask "subjectld" and "subjectldentifier" with terms used at your
institution. So you have custom commands. For Penn we can do:

You can use the built in pennkey support in Penn's grouper client (needs custom configuration over the generic Grouper download):

C \tenp>java -jar grouperCient.jar --operation=hasMenberW --groupName=test:testG oup --pennKeys=nthyzer, bwh
I ndex 0: success: T: code: IS MEMBER 10099999: true
Index 1: success: T: code: IS MEMBER 10099998: true

This is due to our grouper.client.properties settings:



#note: you will see docunentation in the grouper.client.exanple.properties
grouperClient.alias.subjectlds = pennlds
grouperClient.alias.subjectldentifiers = pennkKeys
grouperCient.alias.subjectld = pennld
grouperClient.alias.subjectldentifier = pennKey
grouperClient.alias.Subjectld = Pennld
grouperClient.alias.Subjectldentifier = PennKey

If you didn't have this customization, you can simply look by subject identifier:

C: \tenp>java -jar grouperClient.jar --operation=hasMenberW --groupNane=test:testGoup --
subj ectl denti fi ers=nchyzer, bwh

I ndex 0: success: T: code: |S MEMBER 10099999: true

Index 1: success: T: code: IS MEMBER 10099998: true

* How can | make a group which has a manual membership list and requires users to be faculty student or staff?

First off, you need permission to view the facultyStudentStaff group, if it is not public. Note, the composite arguments shouldnt be necessary, but until it is
fixed, use them and it will work. This makes a group, a system of record group (where the manual entries go), and the overall group is a composite
intersection of the manual group and the facultyStudentStaff group. Note you need to enable "requireGroups" in your grouper.properties

C \tenp>java -jar grouperCient.jar --operation=groupSaveWs --nane=test:isc:astt:chris:nmyGoup --

incl udeG oupDetail =true --description="test group with requiring active facultyStudentStaff" --

di spl ayExt ensi on="M test group" --attributeNaneO=requireAl sol nGroups --attributeVal ueO=penn: sonewhere:
facul tyStudent Staff --typeNanes=requirel nG oups --conpositeType=I NTERSECTI ON - -1 eft GroupNane=test:isc:astt:
chris: nyGoup_systentf Record --right G oupNane=penn: somewher e: f acul t ySt udent St af f

Success: T: code: SUCCESS | NSERTED: test:isc:astt:chris:nyG oup

Using (from end-user's perspective)

To use grouper client, you need java 1.5+, the grouperClient.jar, and the grouper.client.properties file (either in your classpath, or in the same directory as
grouperClient.jar

To use command line, just type this to see usage:

java -jar grouperCient.jar

The usage will be specific to your institution... but here is a sample usage:
Grouper dient USAGE

This program runs queries against grouper |dap and web services

The systemexit code will be O for success, and not O for failure

Qutput data is printed to stdout, error nessages are printed to stderr or logs (configured in grouper.client.
properties)

Grouper client webpage: https://wi ki.internet2.edu/confluence/display/ G ouper WJ G ouper +Cl i ent

Argunents are in the format: --argNane=argVal ue
Exanpl e argunent: --operation=encryptPassword
Exanpl e argunent (OS dependent): --operation="value w th whitespace"

Optional arguments below are in [brackets]

HHH R R R R
## M sc operations

Encrypt passwords for storing passwords in external encrypted files:
java -jar grouperClient.jar --operation=encryptPassword [--dontMask=true|fal se]

Usage (this nmessage):
java -jar grouperCient.jar

Send file to web service (readOnly is a designation for the always available client):
java -jar grouperCient.jar --operation=sendFile --url Suffix=groups/aStem aG oup/ menbers
[fileNane=t heFil eNane] [fileContents=theFileContents] [--contentType=text/xm] [--I|abel ForLog=addMenber] [--



i ndent Qut put =f al se] [--saveResul tsToFile=fileNane] [--readOnly=true] [--debug=true] [--
cl i ent Ver si on=soneVer si on]

e.g. java -jar grouperClient.jar --operation=sendFile --fileName="C:/addMenber.xm " --url Suffix=groups/aStem
aG oup/ nenber s

## LDAP operations

NOTE: CHANGE THI'S OR REMOVE I N grouper.client.usage.txt FOR YOUR SCHOOCOL'S LDAP QUERI ES
pennnane to pennid usage:

java -jar grouperClient.jar --operation=pennnameToPennid --pennnaneToDecode=pennnane [--
saveResul t sToFi | e=fil eNane] [--output Tenpl at e=sonePattern] [--debug=true]

e.g.: java -jar grouperCient.jar --operation=pennnanmeToPenni d --pennnaneToDecode=jsnith

out put: pennid: 12341234

NOTE: CHANGE THI' S OR REMOVE | N grouper. client.usage.txt FOR YOUR SCHOOOL'S LDAP QUERI ES
pennid to pennnane usage:

java -jar grouperCient.jar --operation=penni dToPennkey --penni dToDecode=pennid [--
saveResul t sToFi | e=fi |l eNanme] [--outputTenpl ate=sonePattern] [--debug=true]

e.g.: java -jar grouperCient.jar --operation=penni dToPennkey --penni dToDecode=12341234

out put: pennnanme: jsmith

NOTE: CHANGE THI S OR REMOVE | N grouper. client.usage.txt FOR YOUR SCHOOOL'S LDAP QUERI ES
hasMenber | dap usage:

java -jar grouperClient.jar --operation=hasMenberLdap --groupNane=a: b: ¢ --pennnanmeToCheck=pennkey [ --
saveResul t sToFi | e=fil eNane] [--output Tenpl at e=sonePattern] [--debug=true]

e.g.: java -jar grouperClient.jar --operation=hasMenberLdap --groupNane=penn: nyf ol der: nygroup --
pennnanmeToCheck=j smith

out put: hasMenber Ldap: true

NOTE: CHANGE THI' S OR REMOVE | N grouper.client.usage.txt FOR YOUR SCHOOOL'S LDAP QUERI ES
get Menbers | dap usage:

java -jar grouperClient.jar --operation=getMenbersLdap --groupNane=a:b:c [--saveResul tsToFile=fileNane] [--
out put Tenpl at e=sonePattern] [--debug=true]

e.g.: java -jar grouperCient.jar --operation=getMenbersLdap --groupNane=penn: nyf ol der: mygroup

output: groupList: jsmith, tsmith, msnith

note: extremely large group lists mght not display fully (e.g. over 1000 nenbers)
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## Web Servi ce operations

addMenber W web service usage (note: you can replace all menbers of a group al so):
java -jar grouperClient.jar --operation=addMenberW [--groupNane=a:b:c] [--groupUui d=123abc] [--
subj ect | ds=subj | dO, subj I d1] [--subjectldentifiers=subjldentO, subjldentl] [--subjectSources=source0, sourcel] [--
subj ectldsFile=fileName] [--subjectldentifiersFile=fileNane] [--subjectSourcesFile=fileNanme] [--
def aul t Subj ect Sour ce=subj ect Sourcel d] [--fiel dName=fi el dNaneToAdd] [--txType=NONE| READ_WRI TE_NEW [--
i ncl udeGroupDetail =true|fal se] [--includeSubjectDetail=true|false] [--subjectAttributeNames=nane0, nanel] [--
repl aceAl | Exi sting=true|false] [--disabledTi ne=yyyy/ mm dd hh: m:ss] [--enabl edTi me=yyyy/ midd hh:m:ss] [--
addExt er nal Subj ect | f Not Found=t rue| f al se] [--act AsSubj ect!|d=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranNameO=nane0]
[ - - paranval ueO=val uel] [--paranmNaneX=xt hParanNane] [-- paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]
e.g.: java -jar grouperCient.jar --operation=addMenberW --groupNane=aStem aG oup --subj ect|ds=12345, 23456
output line: Index O: success: T: code: SUCCESS: 12345

get Menber sW& web service usage:
java -jar grouperClient.jar --operation=getMenbersW [--groupNanes=a:b:c,a:b:d] [--groupUuids=1234, abcd] [--
fi el dNanme=fi el dNameToAdd] [--menberFilter=All]|Ilmedi ate| Nonl medi at e| Ef f ecti ve| Conposite] [--
sour cel ds=sour cel d1, sourcel d2] [--includeG oupDetail =true|false] [--includeSubjectDetail =true|false] [--
subj ect At tri but eNanes=nane0, nanel] [--actAsSubject!|d=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranmNanmeO=nane0]
[ - - par anval ueO=val uel] [--paramNaneX=xt hParanNane] [-- paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVersi on] [--pointlnTi meFronryyyy/ mm dd hh: m:ss] [--pointlnTi neTo=yyyy/ midd hh: m:ss]
e.g.: java -jar grouperCient.jar --operation=getMenbersW --groupNanes=aStem aG& oup, aSt em aG oup2
output line: Grouplndex 0: success: T: code: SUCCESS: group: aStem aG oup: subjectlndex: 0: 12345

del et eMenber W web service usage:
java -jar grouperClient.jar --operation=del eteMenberW [--groupNane=a:b:c] [--groupUuid=abc123] [--
subj ect | ds=subj I dO, subj 1 d1] [--subjectldentifiers=subjldentO, subjldentl] [--subjectSources=source0, sourcel] [--
subj ectldsFil e=fil eName] [--subjectldentifiersFile=fileNane] [--subjectSourcesFile=fileNanme] [--
def aul t Subj ect Sour ce=subj ect Sourcel d] [--fiel dName=fi el dNaneToAdd] [--txType=NONE| READ_WRI TE_NEW [--



i ncl udeGroupDetail =true|fal se] [--includeSubjectDetail=true|false] [--subjectAttributeNames=nane0, nanel] [--

act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--

saveResul t sToFi | e=fil eNanme] [--outputTenpl at e=sonePattern] [--paranNaneO=nane0O] [--paranVal ueO=val uel] [--

par amNaneX=xt hPar anNane] [ -- par anVval ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=soneVersion]
e.g.: java -jar grouperClient.jar --operation=del eteMenberW --groupNane=aStem aG oup --subject|ds=12345, 23456
output line: Index O0: success: T: code: SUCCESS: 12345

hasMermber W& web service usage:
java -jar grouperCient.jar --operation=hasMenberW [--groupNane=a:b:c] [groupUui d=123abc] [--
subj ect | ds=subj I dO, subj 1 d1] [--subjectldentifiers=subjldentO, subjldentl] [--subjectSources=source0, sourcel] [--
subj ectldsFil e=fil eName] [--subjectldentifiersFile=fileNane] [--subjectSourcesFile=fileNanme] [--
def aul t Subj ect Sour ce=subj ect Sourcel d] [--fiel dName=fi el dNameToAdd] [--nenberFilter=GcMenberFilter] [--
includeG oupDetail =true|fal se] [--includeSubjectDetail =true|false] [--subjectAttributeNames=nane0, nanel] [--
act AsSubj ect I d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
saveResul t sToFi | e=fil eNane] [--outputTenpl at e=sonePattern] [--paranNaneO=nane0] [--paranVal ueO=val uel] [--
par amNaneX=xt hPar anNane] [ - - par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=sonmeVersion] [--
poi nt I nTi meFronryyyy/ mm dd hh: mi:ss] [--pointlnTi meTo=yyyy/ nm dd hh: m :ss]
e.g.: java -jar grouperCient.jar --operation=hasMenberW --groupNane=aStem aG oup --subj ect|ds=12345, 23456
output line: Index O: success: T: code: |S MEMBER 12345: true

get G oupsWs web service usage:

java -jar grouperClient.jar --operation=getGoupsW [--subjectlds=subjldO,subjldl] [--
subj ect I denti fi ers=subj | dentO, subjldentl] [--subjectSources=source0, sourcel] [--subjectldsFile=fileNanme] [--
subj ectldentifiersFile=fileNane] [--subjectSourcesFile=fileNanme] [--defaultSubjectSource=subjectSourceld] [--
nenber Fi | ter=GcMenberFilter] [--includeG oupDetail =true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranmNameO=nane0]
[ - - paranVal ueO=val uel] [--paranNameX=xt hParanmNane] [--paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVersi on] [--scope=sone:folder:] [--stenNane=stenNaneToSearchin] [--
st enui d=st emui dToSear chln] [--stenScope=ONE_LEVEL| ALL_I N_SUBTREE] [--enabl ed=A| T| F] [--pageSi ze=100] [--
pageNunber =1] [--sortString=di spl ayNane] [--ascendi ng=true|false] [--fieldNane=nenbers] [--pointlnTi neFronryyyy
/mm dd hh:mi:ss] [--point]lnTi meTo=yyyy/ i dd hh: m:ss]

e.g.: java -jar grouperClient.jar --operation=getG oupsW --subjectlds=12345, 23456

out put line: Subjectlndex 0: success: T: code: SUCCESS: subject: 12345: grouplndex: 0: aStem aG oup2

groupSaveWs web service usage:
java -jar grouperCient.jar --operation=groupSaveW --nane=a:b:c [--includeG oupDetail=true] [--
t xType=NONE| READ_WRI TE_NEW [ - - saveMbde=I NSERT_OR_UPDATE]| | NSERT| UPDATE] [ --gr oupLookupName=a: b:c] [--
gr oupLookupUui d=sd87f - dsf 87- sdf 89-df 78f] [--description=theDescription] [--
di spl ayExt ensi on=t heDi spl ayExt ensi on] [--createParent StenslfNot Exi st=true|false] [--
typeO Group=group| rol e|entity] [--attributeNaneO=sonmeNane] [--attributeVal ueO=soneVal ue] [--
attri but eNameX=xt hNane] [--attributeVal ueX=xt hVal ue] [--conpositeType=COVPLEMENT| | NTERSECTI ONJUNION] [--
| ef t G oupNane=conpositeLeft] [--rightG oupName=conpositeRight] [--groupDetail ParamNaneO=paranmNane] [--
groupDet ai | Par anVal ueO=par anVal ue] [--groupDet ai | Par anNaneX=xt hNanme] [--groupDet ai | Par amNameX=xt hVval ue] [--
typeNanmes=nanesOf G oupTypes] [--actAsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranmNameO=nane0]
[ - - par anval ueO=val uel] [--paranmNaneX=xt hPar anNane] [-- paranVal ueX=xt hPar anVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]
e.g.: java -jar grouperClient.jar --operation=groupSaveW --nane=aStem aG oup
out put: Success: T: code: SUCCESS | NSERTED: aStem aGr oup

st enBaveWs web service usage:

java -jar grouperClient.jar --operation=stenSaveW --nanme=groupNane [--txType=NONE| READ WRI TE_NEW [ --
saveMbde=| NSERT_OR_UPDATE| | NSERT| UPDATE] [ - - st enlLookupNane=t heNanme] [ --stenlLookupUui d=t heUuid] [--
descri ption=theDescription] [--displayExtension=theD spl ayExtension] [--createParentStenslfNotExist=true|false]
[--act AsSubj ectl d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
saveResul tsToFi | e=fil eName] [--output Tenpl at e=sonePattern] [--paranNaneO=nane0] [--paranval ueO=val uel] [--
par amNaneX=xt hPar anNane] [ -- par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=soneVersion]

e.g.: java -jar grouperClient.jar --operation=stenBSaveW --name=aStem someStem

output: Success: T: code: SUCCESS_| NSERTED: aStem soneStem

groupDel et eV web service usage:
java -jar grouperCient.jar --operation=groupDel eteW --groupNanes=groupNane0, gr oupNanel [--
t XType=NONE| READ_WRI TE_NEW [--includeG oupDetail =true|fal se] [--actAsSubjectld=subjlid] [--
act AsSubj ect I dentifier=subjldent] [--actAsSubjectSource=source] [--saveResultsToFile=fileNane] [--
out put Tenpl at e=sonePattern] [--paranNanmeO=nane0] [-- paranVal ueO=val uel] [-- paranNameX=xt hParanNane] [--
par anmVal ueX=xt hPar anval ue] [--debug=true] [--clientVersion=soneVersion]
e.g.: java -jar grouperClient.jar --operation=groupDel eteW --groupNanes=aStem aG oup0, aSt em aG oupl
output line: Index O: success: T:. code: SUCCESS: aStem aG oupO

st enDel et eV web service usage:



java -jar grouperCient.jar --operation=stenDel eteW --stemNanes=a:b,a:c [--txType=NONE| READ_WRI TE_NEW [--
act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
saveResul t sToFi | e=fil eNanme] [--outputTenpl at e=sonePattern] [--paranNaneO=nane0O] [--paranVal ueO=val uel] [--
par amNaneX=xt hPar anNane] [ -- par anVval ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=soneVersion]

e.g.: java -jar grouperClient.jar --operation=stenDel eteW --stenNanes=aStem aStenD, aStem aSt entl

output line: Index O0: success: T: code: SUCCESS: aStem aStenD

get G ouper Privil egesLiteWw web service usage
java -jar grouperCient.jar --operation=getG ouperPrivilegesLiteW [--groupNane=a:b:c] [--stenNanme=a:b] [--
privil egeNane=admi n| vi ew r ead| opti n| opt out | updat e| stenj create|etc] [--privil egeType=access| nam ng|etc] [--
subj ect | d=subj I dO] [--subjectldentifier=subjldent0] [--subjectSource=source0] [--includeG oupDetail =true|false]
[--includeSubjectDetail =true|fal se] [--subjectAttributeNames=nane0, nanel] [--actAsSubjectld=subjld] [--
act AsSubj ect I dentifier=subjldent] [--actAsSubjectSource=source] [--saveResultsToFile=fileNane] [--
out put Tenpl at e=sonePattern] [--paranNanmeO=nane0] [-- paranVal ueO=val uel] [--paranNaneX=xt hParanmNane] [--
par amVal ueX=xt hPar anval ue] [--debug=true] [--clientVersion=soneVersion]
e.g.: java -jar grouperClient.jar --operation=getG ouperPrivilegesLiteW --groupName=aStem aG oup --
subj ect | d=t est. subj ect. 0
output line: Index 0: success: T: code: SUCCESS: group: aStem aG oup: subject: test.subject.O: access: admn

assi gnG ouper Privil eges\W web service usage

java -jar grouperCient.jar --operation=assi gnG ouperPrivilegesW --
privil egeNanmes=adm n| vi ey r ead| opti n| opt out | updat e| stem| create| etc (comma separated) --allowed=true|false [--
groupNane=a: b: c] [--stenNanme=a:b] [--privilegeType=access|nam ng|etc] [--subjectlds=subjldo,subjldl] [--
subj ectl denti fi ers=subjldentO, subjldentl] [--subjectSources=source0, sourcel] [--txType=NONE| READ WRI TE_NEW [--
repl aceAl | Exi sting=true|false] [--includeG oupDetail=true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranmNameO=nane0]
[ - - paranVal ueO=val uel] [--paranNameX=xt hParanmNane] [--paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]

e.g.: java -jar grouperClient.jar --operation=assi gnG ouperPrivilegesW --groupNane=aStem aG oup --
subj ect | ds=t est. subj ect. 0, test.subject.l1 --privil egeNanes=admni n, update --all owed=true

output: Index: 0, success: T, code: SUCCESS_ALLOWED, group: aStem aG oup, subject: test.subject.0, access:
adnin

assi gnG ouper Privil egesLiteW web service usage

java -jar grouperClient.jar --operation=assi gnG ouperPrivilegesLiteW --
privil egeNane=admi n| vi ew r ead| opti n| opt out | updat e| stenj create|etc --allowed=true|fal se [--groupNane=a:b:c] [--
stemNane=a: b] [--privil egeType=access| nami ng|etc] [--subjectld=subjld0] [--subjectldentifier=subjldentO] [--
subj ect Sour ce=source0Q] [--includeG oupDetail=true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fil eNane] [--outputTenpl ate=sonePattern] [--paranNanmeO=nane0]
[ - - par anval ueO=val uel] [--paranmNaneX=xt hPar anNane] [-- paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]

e.g.: java -jar grouperCient.jar --operation=assi gnG ouperPrivilegesLiteW --groupNane=aStem aG oup --
subj ectl d=test.subject.0 --privil egeName=adni n --all owed=true

out put: Success: T: code: SUCCESS _ALLOWED: group: aStem aG oup: subject: test.subject.0: access: admn

findG oupsW web service usage

java -jar grouperCient.jar --operation=findG oups\W --
quer yFi | ter Type=AND| M NUS| OR| FI ND_BY_APPROXI MATE_ATTRI BUTE| FI ND_BY_EXACT_ATTRI BUTE| FI ND_BY_GROUP_NAVME_APPROXI VAT
E| FI ND_BY_GROUP_NAME_EXACT| FI ND_BY_GROUP_UUI D| FI ND_BY_STEM NAME| FI ND_BY_TYPE| etc [--groupName=a: b:c] [--
groupUui d=12as-1234gj th] [--groupNanes=a:b, b:c] [--groupUuids=12ab, 23cd] [--stenNane=aStem someSten] |[--
st enui d=sf ds-sds234] [--stenNaneScope=ONE_LEVEL| ALL_I N_SUBTREE] [--groupTypeNane=soneNane] |[--
groupAttri but eNane=someNane] [--groupAttributeVal ue=soneVal ue] [--includeG oupDetail=true|false] [--
sortString=T|F] [--ascending=T|F] [--pageNunber=2] [--pageSize=50] [--type"f Groups=group,role,entity] [--
act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
out put Tenpl at e=sonePattern] [--paranNanmeO=nane0] [-- paranVal ueO=val uel] [--paranNaneX=xt hParanmNane] [--
par anmVal ueX=xt hPar anval ue] [--debug=true] [--clientVersion=soneVersion]

e.g.: java -jar grouperClient.jar --operation=findG oupsW --queryFilterType=FI ND_BY_GROUP_NAME_APPROXI VATE - -
gr oupNane=aSt em aG oup

output: Index 0: nane: aStem aGoup, displayNane: A stem A G oup

Note: to specify group math, use queryFilterType of AND| ORl M NUS, and then specify attribute for the left
group with a O after attribute name, and 1 for the right group.

e.g.: java -jar grouperCient.jar --operation=findG oupsW --queryFilterType=OR --queryFilterTypeO=OR --
quer yFi | t er Type0O0=FI ND_BY_GROUP_NANE_APPROXI MATE - - gr oupNane00=aSt em aGr oup - -
quer yFi |l t er Type0O1=FI ND_BY_GROUP_NAME_APPROXI MATE - - gr oupNane0l1=aSt em aG oup - -
queryFi | ter Typel=FI ND_BY_GROUP_NAME_APPROXI MATE - - gr oupNanel=aSt em aG oup

Note: it is not clear which attributes go with which filter types, the rules are in the Java cl ass:
WsQuer yFi | ter Type



or use trial and error

findStenmsW web service usage

java -jar grouperCient.jar --operation=findStensW --
st emQuer yFi | t er Type=AND| M NUS| OR| FI ND_BY_APPROXI MATE_ATTRI BUTE| FI ND_BY_PARENT_STEM NAME| FI ND_BY_STEM NAVE| FI ND_B
Y_STEM NANVE_APPROXI MATE| FI ND_BY_STEM UUI D et ¢ [--stenName=a: b: c] [--stenmlui d=12as-1234gjth] [--stemNanes=a: b, b:
c] [--stemlui ds=12ab, 23cd] [--parent St enNane=aSt em soneSten] [-- parent St enNanmeScope=ONE_LEVEL| ALL_| N_SUBTREE]
[--stemAttri but eName=soneNane] [--stemAttributeVal ue=someValue] [--sortString=T|F] [--ascending=T|F] [--
pageNunber =2] [--pageSi ze=50] [--actAsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=sour ce] [--output Tenpl at e=sonePattern] [--paranNaneO=nane0] [--paranVal ueO=val uel] [--
par amNaneX=xt hPar amNane] [ - - par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=sonmeVersion]

e.g.: java -jar grouperCient.jar --operation=findG oups\W --
st enmQuer yFi | t er Type=FI ND_BY_STEM NAME_APPROXI MATE - - st enNanme=aSt em aG oup

output: Index 0: nane: aStem aStenD, displayName: A stem A Stem 0

Note: to specify group math, use stenfueryFilterType of AND| ORl M NUS, and then specify attribute for the left
stemwith a 0 after attribute nane, and 1 for the right stem

e.g.: java -jar grouperClient.jar --operation=findStensW --stemQueryFilterType=OR --stenmQueryFilterType0O=0R
--stemueryFi | t er Type0OO=FI ND_BY_STEM NAME - - st enName00=aSt em - - st emQuer yFi | t er Type0O1=FI ND_BY_STEM NAME - -
st enNane0l1=aSt em - - st emQuer yFi | t er Typel=FI ND_BY_STEM NAME - - st enNanel=aSt em

Note: it is not clear which attributes go with which filter types, the rules are in the Java cl ass:
WSt emQuer yFi | t er Type
or use trial and error

menber ChangeSubj ect W web service usage (note: you need to be in the sysAdm nG oup or actAs soneone who is)
java -jar grouperCient.jar --operation=menberChangeSubj ectW [--oldSubjectld=oldld] [--
ol dSubj ect I dentifier=ol dldent] [--ol dSubject Sour ce=ol dSourceld] [--newSubjectld=newid] [--
newSubj ect I denti fi er=newl dent] [--newSubj ect Source=newSourceld] [--del eted dMenber=false] [--
act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
out put Tenpl at e=sonePattern] [--paranNanmeO=nane0] [-- paranVal ueO=val uel] [-- paranNameX=xt hParanNane] [--
par anVal ueX=xt hPar anval ue] [--debug=true] [--clientVersi on=soneVersion]
e.g.: java -jar grouperClient.jar --operation=menberChangeSubject\W --ol dSubject|d=test.subject.0 --
newSubj ect | d=t est. subj ect.1 --act AsSubj ect| d=G ouper Syst em
out put: Success: T: code: SUCCESS: ol dSubject: test.subject.0, newSubject: test.subject.1

get Menber shi psW web servi ce usage:
java -jar grouperClient.jar --operation=getMenbershi ps\W [--groupNames=a: b:c,a:b:d] [--groupUui ds=1234, abcd]
[--subjectlds=subjldO, subjldl] [--subjectldentifiers=subjldentO,subjldentl] [--subjectSources=source0, sourcel]
[--fiel dNane=fi el dNaneToAdd] [--nenberFilter=All| Il nedi ate| Nonl nmedi at e| Ef fecti ve| Conposite] [--
sour cel ds=sour cel d1, sourcel d2] [--nenbershi plds=abc, bcd] [--scope=school : fol der: sonewhere] [--stenNanme=a: b: c]
[--stenUui d=abc] [--stenScope=ONE_LEVEL| ALL_I N_SUBTREE] [--enabl ed=A| T|F] [--includeG oupDetail=true|false] [--
i ncl udeSubj ect Det ai | =true| fal se] [--subjectAttributeNames=nane0, nanel] [--actAsSubjectld=subjlid] [--
act AsSubj ect I dentifier=subjldent] [--actAsSubjectSource=source] [--saveResultsToFile=fileNane] [--
out put Tenpl at e=sonePattern] [--paranNameO=nane0] [-- paranVal ueO=val uel] [--paranNameX=xt hParanNane] [--
par anVal ueX=xt hPar anval ue] [--debug=true] [--clientVersion=soneVersion]
e.g.: java -jar grouperCient.jar --operation=getMenbershi psW --groupNanes=aSt em aG oup, aSt em aG oup2
output line: Index 0: group: aStem aG oup, subject: 12345, |ist: nenbers, type: Immediate, enabled: T
Not e: subj ect Sources are the sources for the subjects specified. sourcelds are if you arent specifying
subj ectlds, and you just want all person nenberships for exanple.

get Subj ect sW& web service usage:

java -jar grouperCient.jar --operation=getSubjectsW [--searchString=soneone] [--subjectlds=subjldo, subjldl]
[--subjectldentifiers=subjldentO, subjldentl] [--subjectSources=source0, sourcel] [--fiel dNanme=fiel dNameToAdd] [--
nmenber Fi |l ter=AlI | | mredi at e|] Nonl mredi at e| Ef f ecti ve| Conposite] [--sourcel ds=sourcel dl, sourceld2] [--
includeG oupDetail =true|fal se] [--includeSubjectDetail =true|false] [--subjectAttributeNanmes=nane0, nanel] [--
act AsSubj ect I d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--groupName=a: b: c]
[--groupUui d=1234] [--saveResul tsToFile=fil eNane] [--outputTenpl ate=sonePattern] [--paranmNaneO=nane0] [--
par anVal ueO=val uel] [--paranmNameX=xt hParanmNane] [ -- paranVal ueX=xt hParanval ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]

e.g.: java -jar grouperCient.jar --operation=getSubjectsW --subjectlds=subjldoO,subjldl

output line: Index O: success: T, code: SUCCESS, subject: 12345

Not e: subj ect Sources are the sources for the subjects specified. sourcelds are if you arent specifying
subj ectlds, and you want to filter the searchString

get Attri but eAssi gnnent sWw web service usage:
java -jar grouperClient.jar --operation=getAttributeAssignnentsW --
attribut eAssi gnType=gr oup| menber | st en] any_nen] i nm nenj attr_def| any_nem asgn| attr_def _asgn| group_asgn|i nrm nem asg
n| mem asgn| stem asgn [--i ncl udeAssi gnment sOnAssi gnment s=true|fal se] [--attributeDef Nanmes=a:b,b:c] [--
attri but eDef Uui ds=1a, 2b] [--attri buteDef NaneNanmes=a: b, b:c] [--attributeDef NameUui ds=1a, 2b] [--
owner At t ri but eDef Nanes=a: b, b: c] [--ownerAttributeDef Uui ds=1a, 2b] [--owner GroupNanes=a: b:c,a: b:d] [--



owner G oupUui ds=1234, abcd] [--owner OSubj ect | d=subj | d0] [--owner0Subjectldentifier=subjldent0] [--
owner OSubj ect Sour ce=sour ce0] [ --owner Menber shi pUui ds=abc, bcd] [--owner St emNanmes=a: b, b: c] [--owner St emui ds=1a,
2b] [--owner Menber shi pAnyOSubj ect|d=12] [--owner Menber shi pAnyOSubj ect I dentifier=ab] [--
owner Menber shi pAny0Sour cel d=xyz] [--owner Menber shi pAnyOG oupNane=3c] [ -- owner Menber shi pAny0OG oupUui d=1a] |[--
attri but eAssi gnUui ds=al, b2] [--attributeDefVal ueType=floating|integer|nmenberlid|string|tinmestanp] [--
theVal ue=123] [--incl udeAssi gnment sFromAssi gnment s=T| F] [--attributeDef Type==attr|domain|type|limt|perni [--
assi gnAssi gnOaner Att ri but eAssi gnUui ds=al, b2] [--assi gnAssi gnOmner NanesOf Attri buteDefs=a: b, b:c] [--
assi gnAssi gnOaner Uui dsOf At t ri but eDef s=1a, 2b] [--assi gnAssi gnOmner NanesOf At t ri but eDef Nanmes=a: b, b:c] [--
assi gnAssi gnOaner Uui dsOf At t ri but eDef Names=1a, 2b] [--assi gnAssi gnOaner Acti ons=read] [--enabl ed=A|T|F] [--
actions=read,wite] [--includeG oupDetail=true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubject!|d=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranNameO=nane0]
[ - - par anval ueO=val uel] [--paranmNaneX=xt hPar anNane] [-- paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]

e.g.: java -jar grouperClient.jar --operation=getAttributeAssi gnmentsW --attributeAssi gnType=group --
attri but eDef Nanes=t est:test Attri but eAssi gnDef NaneDef

output line: Index: O: attributeAssignType: group, owner: test:groupTestAttrAssign, attributeDef NameNane:
test:testAttributeAssi gnDef Name, action: assign, values: 15,55, enabled: T, id:
a9c83eeb78c04ae5bef cea36272d318c

assi gnAttributesW web service usage:
java -jar grouperClient.jar --operation=assignAttributesW --
attribut eAssi gnType=gr oup| menber | st en] any_neni i mm nmenj attr_def | group_asgn| mem asgn| st em asgn| any_nmem asgn| i nm_ne
m asgn| attr_def_asgn --attributeAssignOperation=assign_attr|add_attr|renove_attr|replace_attrs [--
attribut eDef NameNanes=a: b, b: c] [--attributeDef NameUui ds=1a, 2b] [--owner Attri buteDef Names=a: b, b:c] [--
owner At t ri but eDef Uui ds=1a, 2b] [--owner GroupNanmes=a: b: c, a: b: d] [--owner G oupUui ds=1234, abcd] [--
owner OSubj ect | d=subj 1 d0] [--ownerOSubj ectldentifier=subjldent0] [--owner0SubjectSource=source0] [--
owner Menber shi pUui ds=abc, bcd] [--owner StemNanes=a: b, b: c] [--owner St emui ds=1a, 2b] [--
owner Menber shi pAnyOSubj ect | d=12] [ -- owner Menber shi pAnyOSubj ect I dentifier=ab] [--
owner Menber shi pAnyOSour cel d=xyz] [--owner Menber shi pAnyOG oupNane=3c] [ -- owner Menber shi pAny0G oupUui d=1a] |[--
owner Att ri but eAssi gnUui ds=al, b2] [--
attri but eAssi gnVal ueOper ati on=assi gn_val ue| add_val ue| renpve_val ue| repl ace_val ues] [--val uesOld=al] [--
val uesOFor nat t ed=hey] [--val uesOSystenrthere] [--attributeAssignUuids=a:b,b:c] [--actions=read,wite] [--
assi gnnent Di sabl edTi ne=2010/ 03/ 05_17: 05: 13. 123] [--assi gnnment Enabl edTi me=2010/ 03/ 05_17: 05: 13. 123] [--
assi gnnent Not es=soneNot es] [--del egat abl e=TRUE| FALSE| GRANT] [--attri but eDef NamesToRepl ace=a: b, b:c] [--
attri but eDef Uui dsToRepl ace=1a, 2b] [--actionsToRepl ace=read,wite] [--attributeDef TypesToRepl ace=attr,permlimt,
donmi n,type] [--includeG oupDetail=true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubject!|d=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranNameO=nane0]
[ - - par anval ueO=val uel] [--paranmNaneX=xt hParanNane] [--paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]
e.g.: java -jar grouperClient.jar --operation=assignAttributesW --attributeAssignType=group --
attribut eAssi gnOperation=assign_attr --attributeDef NaneNanes=test:testAttributeAssi gnDef NaneDef --
owner G oupNanes=a: b: ¢
output line: Index: 0: attributeAssignType: group, owner: test:groupTestAttrAssign, attributeDefNanmeNane:
test:testAttributeAssi gnDef Name, action: assign, values: 15,55 enabled: T, id:
a9c83eeb78c04ae5Sbef cea36272d318c, changed: T, deleted: F, val uesChanged: F

assi gnAttribut esBatchWw web service usage (X is the assignnent entry starting fromand incrementing fromO0):
java -jar grouperCient.jar --operation=assignAttributesBatchW --
entry_X attributeAssi gnType=group| menber | st enj any_nen] i nm_nmenj attr_def| group_asgn| mem asgn| st em asgn| any_nem asg
n| i mm_nmem asgn| attr_def _asgn --entry_X attributeAssi gnOperati on=assign_attr|add_attr|renove_attr [--
entry_X nameOf Attri but eDef Nane=a: b] [--entry_X uui dOf Attri but eDef Nane=1a] [--entry_X owner NaneOf Attri but eDef =a:
b] [--entry_X ownerUui dOF AttributeDef=1a] [--entry_X owner G oupNanme=a: b:c] [--entry_X owner GroupUui d=1234] |[--
entry_X owner Subj ect | d=subj I dO] [--entry_X owner Subj ectldentifier=subjldent0] [--
entry_X owner Subj ect Sour ce=source0] [--entry_X owner Menber shi pUui d=abc] [--entry_X owner StenNanme=a: b] [--
entry_X_ owner St enlui d=1a] [--entry_X_owner Menber shi pAnySubj ect | d=12] [--
entry_X owner Menber shi pAnySubj ect I denti fier=ab] [--entry_X owner Menber shi pAnySour cel d=xyz] [--
entry_X owner Menber shi pAnyG oupNane=a: b: c] [--entry_X_ owner Menber shi pAnyG oupUui d=1a] [--
entry_X ownerAttri but eAssi gnUui d=al] [--entry_X ownerAttributeAssignBatchl ndex=0] [--
entry_X attributeAssi gnVal ueOper ati on=assi gn_val ue| add_val ue| renove_val ue| repl ace_val ues] [--
entry_X val uesOl d=al] [--entry_X val uesOFornatted=hey] [--entry_X_ val uesOSystenrthere] [--
entry_X attributeAssignUuid=a:b] [--entry_X action=read] [--entry_X_ assi gnnent Di sabl edTi me=2010/ 03/ 05_17: 05:
13.123] [--entry_X_assi gnment Enabl edTi me=2010/ 03/ 05_17: 05: 13. 123] [--entry_X assi gnnent Not es=soneNotes] [--
entry_X del egat abl e=TRUE| FALSE| GRANT] [--incl udeG oupDetail =true|false] [--includeSubjectDetail=true|false] [--
subj ect Att ri but eNanes=nane0, nanel] [--act AsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--paranmNameO=nane0]
[ - - paranVal ueO=val uel] [--paranNameX=xt hParanmNane] [--paranVal ueX=xt hParanVal ue] [--debug=true] [--
cl i ent Ver si on=soneVer si on]
e.g.: java -jar grouperClient.jar --operation=assignAttributesBatchW --entry_0_attributeAssi gnType=group --
entry_O_attributeAssi gnOperation=assign_attr --entry_O0_nameO Attri but eDef Name=t est :



testAttri but eAssi gnDef NaneDef --entry_0O_owner GroupNanme=a: b:c --entry_1_attri buteAssi gnType=group --
entry_1 attributeAssignOperation=assign_attr --entry_1 nameO Attri but eDef Name=t est:
testAttribut eAssi gnDef NaneDef2 --entry_1_owner G oupNane=a: b: c

output line: Index: 0, result: O0: attributeAssignType: group, owner: test:groupTestAttrAssign,
attri but eDef NameNane: test:testAttributeAssignDef Name, action: assign, values: 15,5,5, enabled: T, id:
a9c83eeb78c04aebbef cea36272d318c, changed: T, deleted: F, val uesChanged: F

get Per m ssi onAssi gnnent s\W web service usage:

java -jar grouperCient.jar --operation=getPermn ssionAssignmentsW [--includeAttributeAssignnents=true|false]
[--includeAssi gnment sOnAssi gnnent s=true| fal se] [--includeAttributeDef Nanes=true|false] [--
i ncl udePer m ssi onAssignDetail =true|fal se] [--attributeDefNanes=a:b, b:c] [--attributeDefUuids=1a,2b] [--
attri but eDef NameNanes=a: b, b: c] [--attributeDef NameUui ds=1a, 2b] [--rol eNanmes=a: b:c,a:b:d] [--rol eUui ds=1234,
abcd] [--subjectOSubjectld=subj1d0] [--subjectOSubjectldentifier=subjldent0] [--subjectOSubjectSource=source0]
[--enabl ed=A| T| F] [--actions=read,wite] [--includeG oupDetail=true|false] [--includeSubjectDetail =true|false]
[--subjectAttributeNanes=nane0, nanel] [--actAsSubjectld=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=source] [--pointlnTi meFronryyyy/ mm dd hh: m:ss] [--pointlnTineTo=yyyy/midd hh:m:ss] [--
i medi at eOnl y=T| F] [--perm ssionType=rol e_subject|role] [--
per i ssi onProcessor =FI LTER_REDUNDANT_PERM SSI ONS| FI LTER_REDUNDANT_PERM SSI ONS_AND_PROCESS_LI| M TS| FI LTER_REDUNDAN
T_PERM SSI ONS_AND_ROLES| FI LTER_REDUNDANT_PERM SSI ONS_AND_ROLES_AND_PROCESS_LI M TS| PROCESS LIM TS] [--

I'i m t EnvVar NameO=nane0] [--1im tEnvVarVal ueO=val ue0] [--
I'i m t EnvVar TypeO=i nt eger | deci mal | dat e| ti mest anp| t ext | bool ean| nul | | enptyString] [--limtEnvVar NaneX=xt hNanme] |[--
I'i mi t EnvVar Val ueX=xt hVal ue] [--|im tEnvVar TypeX=xt hType] [--includeLim ts=T|F] [--saveResultsToFile=fileNang]

[ - - out put Tenpl at e=sonePattern] [--paranmNaneO=nane0] [-- paranVal ueO=val uel] [--paranNaneX=xthParanmNane] [--
par anVal ueX=xt hPar anval ue] [--debug=true] [--clientVersi on=soneVersion]

e.g.: java -jar grouperCient.jar --operation=getPermn ssionAssignnentsW --permn ssionType=rol e_subject --
attri but eDef Nanes=t est:test Attri but eAssi gnDef NaneDef

output line: Index: 0: perm ssionType: role_subject, role: test:soneRole, subject: 123456,
attri but eDef NameNane: test:testPermnission, action: assign, allowedOverall: T, enabled: T

assi gnPer ni ssi ons\W web service usage:
java -jar grouperClient.jar --operation=assignPernissionsW --pernissionType=role|role_subject --
per m ssi onAssi gnQper at i on=assi gn_per m ssi on| renove_per m ssi on| repl ace_perm ssi ons [ --perm ssi onDef NaneNanmes=a: b,
b:c] [-permn ssionDef NameUui ds=1a, 2b] [--rol eNames=a: b:c,a:b:d] [--rol eUui ds=1234, abcd] [--
subj ect Rol e0Subj ect 1 d=12] [--subj ect Rol eOSubj ect | dentifier=ab] [--subjectRol eOSourcel d=xyz] [--
subj ect Rol eORol eNane=3c] [--subj ect Rol eORol eUui d=1a] [--attributeAssignUuids=a:b,b:c] [--actions=read,wite] [--
di sal | oned=true|fal se] [--assignnentD sabl edTi ne=2010/ 03/ 05_17: 05: 13. 123] [--assi gnnent Enabl edTi ne=2010/ 03
/05_17:05: 13. 123] [--assignnent Not es=soneNot es] [--del egat abl e=TRUE| FALSE| GRANT] [--
i ncl udeG oupDetai | =true| fal se] [--includeSubjectDetail =true|false] [--subjectAttributeNames=nane0, nanel] [--
act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
saveResul t sToFi | e=fi |l eNanme] [--outputTenpl at e=sonmePattern] [--attributeDef NanesToRepl ace=a: b, b:c] [--
attri but eDef Uui dsToRepl ace=1a, 2b] [--actionsToRepl ace=read, wite] [--paramNanmeO=nane0] [-- paranVal ueO=val uel]
[ - - par anNaneX=xt hPar anNane] [ - - par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=sonmeVersion]
e.g.: java -jar grouperCient.jar --operation=assignPerm ssionsW --perm ssionType=role --
per m ssi onAssi gnOper at i on=assi gn_per ni ssi on --permni ssi onDef NameNanes=t est: test Attri but eAssi gnDef NaneDef - -
rol eNanmes=a: b: c
output line: Index: O: perm ssionType: role, owner: a:b:c, perm ssionDefNameNanme: test:
testAttribut eAssi gnDef Nane, action: assign, disallowed: T, enabled: T, attributeAssignld:
a9c83eeb78c04ae5Sbef cea36272d318c, changed: T, deleted: F

attri but eDef NameSaveWs web service usage:

java -jar grouperClient.jar --operation=attributeDefNameSaveWs --name=a:b:c [--
saveMbde=I NSERT_OR_UPDATE]| | NSERT| UPDATE] [--attri buteDef NaneLookupNane=a: b:c] [--
at tri but eDef NameLookupUui d=sd87f - dsf 87- sdf 89-df 78f] [--descripti on=theDescription] [--
di spl ayExt ensi on=t heDi spl ayExt ensi on] [--createParent StenslfNot Exi st=true|false] [--uuidOfAttributeDef=sd87f-
dsf 87-sdf 89-df 78f] [--nameCf Attri buteDef=a: b:c] [--act AsSubjectld=subjld] [--actAsSubjectldentifier=subjldent]
[--act AsSubj ect Sour ce=source] [--saveResul tsToFile=fileNane] [--outputTenpl ate=sonePattern] [--
par amNameO=nane0] [-- paranVal ueO=val uel] [--paranNaneX=xt hParanmNane] [-- paranVal uexX=xt hParanval ue] [--
debug=true] [--clientVersion=soneVersion]

e.g.: java -jar grouperClient.jar --operation=attributeDef NameSave --name=aStem aG oup

output: Success: T: code: SUCCESS_| NSERTED: aStem aG oup

at tri but eDef NameDel et eWs web service usage:

java -jar grouperCient.jar --operation=attributeDefNaneDel eteW --
at tri but eDef NameNanes=at t ri but eDef NanmeNane0, att ri but eDef NameNanmel [ --txType=NONE| READ WRI TE_NEW [--
act AsSubj ect I d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
saveResul t sToFi | e=fil eNane] [--outputTenpl at e=sonePattern] [--paranNaneO=nane0] [--paranVal ueO=val uel] [--
par amNaneX=xt hPar amNane] [ - - par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=sonmeVersion]

e.g.: java -jar grouperClient.jar --operation=attributeDefNameDel ete --attributeDef NameNanmes=aSt em
anAttri but eDef Nanme0, aSt em anAt t ri but eDef Nanel

output line: Index O: success: T: code: SUCCESS: aStem anAttri buteDef Name0



assi gnAttri but eDef Nanel nheritanceW web service usage:

java -jar grouperCient.jar --operation=assignAttributeDefNanel nheritanceW --
attri but eDef NameNane=at t ri but eDef NameNanmeO --rel at edAttri but eDef NaneNanes=r el at edNaneO, r el at edNanel - -
assign=T| F [--repl aceAl | Exi sting=T| F] [--txType=NONE| READ_ WRI TE_NEW [--act AsSubj ect|d=subjld] [--
act AsSubj ect I denti fier=subjldent] [--actAsSubjectSource=source] [--saveResultsToFile=fileNane] [--
out put Tenpl at e=sonePattern] [--paranNanmeO=nane0] [--paranVal ueO=val uel] [--paranNaneX=xt hParanmNane] [--
par amVal ueX=xt hPar anval ue] [--debug=true] [--clientVersion=soneVersion]

e.g.: java -jar grouperClient.jar --operation=assignAttributeDefNanel nheritanceW --
attri but eDef NameNane=aSt em anAttri but eDef Nane0 --rel at edAttri but eDef NaneNanmes=aSt em anAttri but eDef Nanel - -
assi gn=T

output line: code: SUCCESS, nessage: Had 1 successful adds, 0 adds which already existed, O successful
renoves, and O renoves which di dnt exist.

findAttribut eDef NamesWs web service usage

java -jar grouperCient.jar --operation=findAttributeDef NanesWs [--scope=sone: scopeOr Ternms] [--
splitScope=T|F] [--attributeDef NameNanmes=a: b, b:c] [--attributeDef NaneUui ds=12ab, 23cd] [--naneCf Attri but eDef=a: b:
c] [--uuidOfAttribut eDef =12fg-34fg] [--
attribut eAssi gnType=any_nen] any_nem asgn| attr_def | attr_def_asgn| group| group_asgn| i nm_ nenj i nm _nem asgn| nem asgn| m
enber | sten] stem asgn] [--attributeDef Type=attr|domain|limt|pernftype] [--
i nheritanceSet Rel ati on=I MPLI ED_BY_THI S| | MPLI ED_BY_THI S_| MVEDI ATE| THAT_| MPLY_THI S| THAT_| MPLY_THI S_I| MVEDI ATE] [--
sort String=nare| di spl ayNare| ext ensi on| di spl ayExt ensi on] [--ascendi ng=T| F] [--pageNunber=2] [--pageSi ze=50] [--
act AsSubj ect | d=subj 1d] [--actAsSubjectldentifier=subjldent] [--actAsSubjectSource=source] [--
out put Tenpl at e=sonePattern] [--paranNameO=nane0] [-- paranVal ueO=val uel] [-- paranNameX=xt hParanNane] [--
par anVal ueX=xt hPar anval ue] [--debug=true] [--clientVersi on=soneVersion]

e.g.: java -jar grouperClient.jar --operation=findAttributeDef NanesW --scope=aStem

output: Index 0: nane: aStem anAttributeDef Nane, displayNane: A stem An AttributeDef Nanme

sendMessageWs web service usage

java -jar grouperCient.jar --operation=sendMessageWs --queueType=queue|topic --
queueOr Topi cName=queue_or _t opi c_nane --nessageBodyO=t est - message- body [ -- messageBodyX=nessage body x] [--
messagi ngSyst enName=soneMessagi ngSyst enNane] [ --act AsSubj ect 1 d=subj I d] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=sour ce] [--output Tenpl at e=sonePattern] [--paranNaneO=nanme0O] [--paranVal ueO=val uel] [--
par amNanmeX=xt hPar anNane] [ - - par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=someVersion] [--
routi ngKey=routing-key] [--autocreateObjects=T|F]

e.g.: java -jar grouperClient.jar --operation=sendMessageW$ --queueType=topic --queueOr Topi cNane=t est -t opi c3
- - messageBody0=t est - nessage- body --nessagi ngSyst enNane=r abbi t MjMessagi ng - -routi ngKey=t est - key --
auot cr eat ebj ect s=T - - par anNaneO=exchangeType - - par anVal ue0=TOPI C

output line: Success: T, queueOr Topi cName=test-topi c3, nunberOf Messages=1

recei veMessageW web service usage
java -jar grouperCient.jar --operation=recei veMessageWs --queueOr Topi cNane=queue_nane [ --
messagi ngSyst enName=soneMessagi ngSyst enNane] [ --act AsSubj ect 1 d=subjld] [--actAsSubjectldentifier=subjldent] [--
act AsSubj ect Sour ce=sour ce] [--output Tenpl at e=sonePattern] [--paranNaneO=nane0] [--paranVal ueO=val uel] [--
par amNaneX=xt hPar anNane] [ -- par anVal ueX=xt hPar anVal ue] [--debug=true] [--clientVersion=soneVersion] [--
routi ngKey=routing-key] [--autocreateObjects=T|F]
e.g.: java -jar grouperClient.jar --operation=recei veMessageWs --queueOr Topi cNane=t est - queue - -
messagi ngSyst enNarme=gr ouper Bui | ti nMessagi ng - -auot creat eCbj ect s=T - - par anNanmeO=queueType - - par anVal ue0=queue
output line: Index O: success: T, queueOr Topi cNanme: test-queue, nmessageBody: test-nessage-body

Common opti ons:
- -out put Tenpl at e=${i ndex}: ${wsG oup. nane}
the output tenplate allow the caller to custom ze what is displayed in the output fromthe XM
anything in ${} will be evaluated, and there are different variables available for various operations.
if you pass in --debug=true, it will tell you the xm and the variables you can use. You can drill down
in the variables, e.g. ${wsG oupDel et eResul t. wsG oup. nane}, you can do operations, e.g. ${index+1},
you can do sinple string utilities fromGouperdientUils or GouperdientComonltils, e.g.
${grouperCientUils.trinToEnpty(wsG oup. nane)}

- - debug=true
this will display debug information including the request and response to stderr

--saveResul t sToFi | e=/t np/ sonefile. txt
you can save the stdout to a file if you like

--act AsSubj ect | d=subj I d --act AsSubj ectldentifier=subjldent --actAsSubject Source=source
if you want to run the operation as a different user than the user who is authenticating
to the web service, then specify the act AsSubjectld or actAsSubjectldentifier (and optionally
t he act AsSubj ect Source). You would do this e.g. to run a command as admin, or as a user who
is using the end |l ayer application. Note you need permi ssions to do this in grouper.



- - par anNane0=nane0 - -par anVal ueO=val uel -- par anNaneX=xt hPar anNare - - par anVal ueX=xt hPar anVal ue
you can specify paranms in nane/value pairs if the operation supports it (see grouper
web service docunentation for details)

--clientVersi on=soneVer si on
generally this does not need to be changed. This is the version |abel sent to the web service
which might affect the output fromthe web service. Not it does not affect the request to the
web service (besides the label), it only affect the response fromthe web service.

--txType=GcTransacti onType
af fects how batched operations are executed on the server (e.g. adding nultiple subjects to a group)
generally the only val ues which nake sense are to use a large transaction or not: READ WRI TE_NEW NONE

--includeG oupDetail =t rue
if applicable, this option will return not only the group's name, but nore information such as the

attribuites, types, conposite nenbers, etc.

--subj ectAttributeNanes=a, b, c
if applicable, subjects will be returned fromthe server with these attributes in a string array

To use grouperClient as a Java API, just add the grouperClient.jar to your classpath (e.g. in your WEB-INF/lib directory for a web app), add grouper.client.
properties to your classpath, then use the classes generally in the edu.internet2.middleware.grouperClient.api package. e.g.

WsAddMenber Resul t s wsAddMenber Resul ts = new GcAddMenber () . assi gnG oupNane( " aSt em aGr oup”) . addSubj ect | d
("12345") . execute();

Here is an example of finding a stem



/*
* @ut hor nthyzer
* $1d$
*/
package edu.internet2. nm ddl ewar e. grouper C i ent. poc;

i mport edu.internet2. mddl eware. grouperdient.api.GcFi ndSt ens;

i mport edu.internet2. mddl eware. grouperCient.ws. beans. WFi ndSt ensResul ts;
i mport edu.internet2. mddl eware. grouperCient.ws. beans. WResul t Met a;

i mport edu.internet2. mddl eware. grouperCient.ws. beans. WSt em

i mport edu.internet2. m ddl eware. grouperCient.ws. beans. WSt enfueryFil ter;

/**

*
*/
public class FindStem {

/**
* @aram args
*/
public static void main(String[] args) {
CcFi ndSt ens gcFi ndStens = new GcFi ndSt ens() ;
WSt emQuer yFilter wsStemQueryFilter = new WSt enQueryFilter();
ws St emQuer yFi |l ter. set St enNane(" penn");
wsSt emQuer yFi | ter. set StenQueryFi | ter Type("FI ND_BY_STEM NAMVE_APPROXI MATE") ;
gcFi ndSt ens. assi gnSt emQuer yFi l ter (wsSt emQueryFilter);
W Fi ndSt emsResul ts wsFi ndSt ensResul ts = gcFi ndSt ens. execute();
WsResul t Met a resul t Met adat a = wsFi ndSt ensResul ts. get Resul t Met adat a() ;

if (!"T".equal s(resul t Met adat a. get Success())) {

throw new Runti neException("Error finding stenms: " + resultMetadata. getSuccess()
+ ", " + resultMetadata. get Resul t Code()
+ ", " + resultMetadat a. get Resul t Message() ) ;

}

WSten[] wsStens = wsFi ndSt ensResul ts. get StenResul ts();

if (wsStems !'= null) {
for (WStem wsStem : wsStens) {
System out. println(wsStem get Nane());

}
}
}
}

Note: you can use method chaining for compact usage, or put each parameter in its own statement.

Use cases currently implemented

. Connect to LDAP SSL from windows freely and easily

Run LDAP lookups that might not even be grouper related (e.g. we want to convert a pennid to a pennkey, in our grouper Idap)
. Run LDAP queries for hasMember, getMembers

. Get the members of a group from LDAP, and store in a file, with each subjectld on a line

Get the members of a group from web services, and store a certain subject attribute in a file, with each one on its own line
Take a file of subjectldentifiers, and replace the members of a group with it

. All of the web service calls (non-Lite where applicable)

. Send an XML file to web services, receive an XML file

. Encrypt passwords

©ONOUTAWN R

Using (from Grouper deployer's perspective)



Get the binary release:
1. Unzip, configure the grouper.client.properties and grouper.client.usage.txt, and use

Get the source release, unzip, cd to the dir

ant

##### NOW CUSTOM ZE THE conf/grouper.client. properties, conf/grouper.client.usage.txt, m sc/README. txt
ant

##### OUTPUT is in dist dir: grouperCient.jar, or grouperCient.institution-1.4.0.tar.gz

Checkout grouper client:

cvs -d: pserver:anoncvs@noncvs. i nternet?2. edu:/honme/cvs/i2m 1ogin

cvs -d: pserver:anoncvs@unoncvs. i nternet?2. edu:/honme/cvs/i2m co grouper-mn sc/ grouperCient

cd grouper-mni sc\grouperdient

ant

##### NOW CUSTOM ZE THE conf/grouper.client. properties, conf/grouper.client.usage.txt, m sc/README. txt
ant

##### OUTPUT is in dist dir: grouperCient.jar, or grouperCient.institution-1.4.0.tar.gz

Now you can zip up the grouperClient.jar, grouper.client.properties, and a README.txt and post on a website for your department users to download. Of
course no credentials should be in the zip, the users can fill these in when they are authorized.

Customizing the grouper.client.properties

Here is the example grouper.client.properties

G ouper client configuration
$1d: grouper.client.exanple.properties,v 1.3 2008/ 12/ 01 07:40: 28 ncthyzer Exp $

H oH B R

HHH R R R
## LDAP connection settings

# url of directory, including the base DN (distingui shed nane)
# e.g. ldap://server.school.edu/dc=school , dc=edu

# e.g. ldaps://server.school . edu/ dc=school, dc=edu
grouperClient.|dap.url =

# kerberos principal used to connect to |dap
grouperd ient.|dap. kerberosPrincipal =

# password for shared secret authentication to |dap

# or you can put a filename with an encrypted password
grouperCient.| dap. password =

The above section is generally for the user, though the url can be filled in when distributing to users



## Web service Connection settings

# url of web service, should include everything up to the first resource to access
# e.g. http://groups. school . edu: 8090/ gr ouper W/ ser vi cesRest

# e.g. https://groups.school . edu/ grouper W/ servi cesRest
grouperClient.webService.url =

# kerberos principal used to connect to web service
grouper Cl i ent. webServi ce. ker berosPri nci pal =

# password for shared secret authentication to web service

# or you can put a filenane with an encrypted password
grouper i ent.webServi ce. password =

The above section is generally for users, though the url can be filled in before distributing to users

R A A R
## Encrypted password settings

# Put a random al phanuneric string (Case sensitive) for the password encryption. e.g. fh43IRI4Nf5
# or put a filename where the random al phanuneric string is.

# e.g. c:/whatever/key.txt

# e.g. sdfklj24l kj 341 k34

encrypt. key =

# set this to true if you have slashes in your passwords and dont want to |look in external files or unencrypt
encrypt . di sabl eExt ernal Fi | eLookup = fal se

grouperClient contains a version of i2mi morphString to keep passwords encrypted in external files from the config file (e.g. so the config file can be more
safely distributed, or stored in version control)



## Loggi ng

# For java.util.logging, only for the grouperCient package (not bel ow)
# fromjava java.util.logging. Level class: ALL, CONFIG FINE, FINER FINEST, OFF, SEVERE, WARNI NG
grouperCient. |l ogging.grouperdientOnly. | ogLevel = WARNI NG

# If you are not using log4j (will use java.util.logging, you can turn logging on which will go to stderr
# (if no file specified below). This is default log Ievel

# fromjava java.util.logging. Level class: ALL, CONFIG FINE, FINER FINEST, OFF, SEVERE, WARNI NG
grouperdient.|ogging. | ogLevel = WARNI NG

# If you dont want the logging to go to stderr, then put a lot file location here: e.g. f:/tenp/grouperdient.
| og
grouperCient.logging.logFile =

# if you want ws requests and responses being logged to files, put the directory here.
# The grouper client will create subdirs
grouperd ient. | oggi ng. webSer vi ce. documentDir =

# try to indent the xmi. |If this fails for sone reason, or you want the raw xm,
# set to false
grouperClient. | oggi ng. webServi ce.indent = true

grouperClient contains a version of commons logging. So if used by itself, very basic logging will be used, either to stderr, or to a log file is specified
above. There is a lot of debug logging, so if you are having issues, set the grouperClient.logging.grouperClientOnly.logLevel to ALL. You can segregate
the grouperClient log level, from everything else. Also, you can store all web service files (e.g. for debugging purposes). Also, these can be indented for
easy reading. Note: you can pass in --debug=true to see debug logs and web service request/responses in stderr.



HHE R R R R R R R R R R R R R
#### I nstitutional and advanced settings

R R R R R R R R R R R
HHE R R R R
## output tenpl ates

webServi ce. addMenber . out put = | ndex ${index}: success: ${resultMetadata.success}: code: ${resultMtadata.
resul t Code}: ${wsSubj ect.id}$new i ne$

webSer vi ce. get Menbers. out put = Groupl ndex ${groupl ndex}: success: ${resultMetadata.success}: code:

${resul t Met adat a. resul t Code}: group: ${wsG oup. nane}: subjectlndex: ${subjectlndex}: ${wsSubject.id}$new ine$

webServi ce. del et eMenber . out put = I ndex ${index}: success: ${resultMetadata.success}: code: ${resultMetadata.
resul t Code}: ${wsSubj ect . i d}$new i ne$
webServi ce. hasMenber. out put = I ndex ${index}: success: ${resultMetadata.success}: code: ${resultMtadata.

resul t Code}: ${wsSubject.id}: ${hasMenber}$new i ne$

webServi ce. get G oups. out put = Subj ect | ndex ${subj ect | ndex}: success: ${resultMetadata. success}: code:

${resul t Met adat a. resul t Code}: subject: ${wsSubject.id}: grouplndex: ${grouplndex}: ${wsG oup. narme}$new i ne$
webServi ce. groupSave. out put = Success: ${resultMetadata.success}: code: ${resultMetadata.resultCode}: ${wsG oup.
name} $new i ne$

webServi ce. st enmBave. out put = Success: ${resul t Met adat a. success}: code: ${resultMtadata.resultCode}: ${wsStem
nane} $new i ne$

webServi ce. groupDel ete. out put = I ndex ${index}: success: ${resultMetadata.success}: code: ${resultMetadata.
resul t Code}: ${wsG oup. nane}$new i ne$

webServi ce. stenDel ete. out put = I ndex ${index}: success: ${resultMetadata.success}: code: ${resultMetadata.
resul t Code}: ${wsStem name} $new i ne$

webServi ce. get Grouper Privil egesLite. output = Index ${index}: success: ${resultMetadata.success}: code:

${resul t Met adat a. resul t Code}: ${object Type}: ${objectNane}: subject: ${wsSubject.id}:

${wsGrouper Privil egeResult.privilegeType}: ${wsG ouperPrivilegeResult.privilegeNane}$new i ne$

webSer vi ce. assi gnGr ouper Pri vi | egesLi te. output = Success: ${resultMetadata.success}: code: ${resultMetadata.
resul t Code}: ${object Type}: ${objectNane}: subject: ${wsSubject.id}: ${wsAssi gnG ouperPrivilegesLiteResult.
privilegeType}: ${wsAssi gnG ouperPrivilegesLiteResult.privil egeNane}$new i ne$

webServi ce. fi ndG oups. out put = I ndex ${index}: name: ${wsG oup.nane}, displayNanme: ${wsG oup.
di spl ayNanme} $newl i ne$
webServi ce. findStens. out put = I ndex ${index}: nane: ${wsStem nane}, displayNarme: ${wsStem di spl ayNane}$new i ne$

webSer vi ce. menber ChangeSubj ect . out put = Success: ${resul t Met adat a. success}: code: ${result Met adat a. resul t Code}:
ol dSubj ect: ${wsSubjectd d.id}, newSubject: ${wsSubjectNew.id}$new i ne$

Note that the settings the end user is likely to need to to change are up top in the config file. Output templates are central to grouper client, so that the
command line output can be parsed easily by clients, or used in other programs. The syntax is Java EL, and uses a version of the jakarta library jexl. In
different circumstances different objects are in scope, this needs more documentation and examples, but the point is that you can customize the output to
suit your needs, and make sure it will not change with upgrades.



## | dap queries

# operati on nane

| dapSear chAttri bute. operati onNane. 0 = pennnaneToPenni d

| dapSearchAttribute. | dapNanme. 0 = ou=pennnanes

| dapSear chAttri bute. natchi ngAttri butes. 0 = pennnane

| dapSear chAttri bute. mat chi ngAttri but eLabel s. 0 = pennnameToDecode
| dapSearchAttribute.returningAttributes.0 = pennid

| dapSear chAttri but e. out put Tenpl ate. 0 = penni d: ${penni d}

| dapSear chAttri bute.resultType.0 = STRI NG

| dapSear chAttri bute. operati onNane. 1 = penni dToPennnane

| dapSearchAttribute. | dapNanme. 1 = ou=pennnanes

| dapSearchAttribute. natchi ngAttri butes.1 = pennid

| dapSear chAttri bute. matchi ngAttri but eLabel s. 1 = penni dToDecode
| dapSearchAttribute.returni ngAttributes.1 = pennnane

| dapSear chAttri but e. out put Tenpl ate. 1 = pennnane: ${pennnane}

| dapSearchAttri bute.resultType.1 = STRI NG

| dapSear chAttri but e. operati onNane. 2 = hasMenber Ldap

| dapSear chAttri bute.| dapNane. 2 = ou=groups

| dapSearchAttribute. natchi ngAttributes.2 = cn, hasMenber

| dapSear chAttri bute. mat chi ngAttri but eLabel s. 2 = groupName, pennnanmeToCheck
| dapSearchAttribute.returningAttributes.2 = cn

| dapSear chAttri bute. out put Tenpl ate. 2 = i sInGoup: ${resultBool ean}

| dapSear chAttri bute.result Type. 2 = BOOLEAN

| dapSear chAttri bute. operati onNane.3 = get Menber sLdap

| dapSear chAttri bute.| dapNane. 3 = ou=groups

| dapSearchAttribute. natchi ngAttributes.3 = cn

| dapSear chAttri bute. natchi ngAttri but eLabel s. 3 = groupNane

| dapSearchAttribute.returni ngAttributes.3 = hasMenber

| dapSear chAttri but e. out put Tenpl ate. 3 = ${resul t Stri ng}$new i ne$
| dapSearchAttribute.result Type.3 = STRING LI ST

The LDAP API is very generic. Right now simple attribute lookups are supported, checking to see if there is an attribute match, or listing a multi-valued
attribute. More documentation is needed here, and perhaps more options, let us know what you need for Idap access.

HHH R R R
## Aut hentication settings

# user prefix
grouperdient.|dap.user.prefix = uid=

# user suffix
grouperCient.|dap.user.suffix = ,ou=entities, dc=upenn, dc=edu

# config nane for the | dap user nane between prefix and suffix
grouperCient.| dap.user.|abel = kerberosPrincipal

# config nane for the webService user name between prefix and suffix
grouper Cient.webServi ce. user. | abel = kerberosPrinci pal

#version of the output, as we upgrade the client, we will maintain previous output versions

grouperClient.output.version = 1.4.0

To authenticate to LDAP the username might not need to be exposed to the end user, so you can put a prefix and suffix here. Also, the label used in the
config file for the login id can be cusotmized to make it easier to use.



## Web service settings

# web service client version
grouperCient.webService.client.version = vl_4_000

# socket tineout
grouper dient.webServi ce. httpSocket Ti mneoutM I 1is = 90000

# connecti on nmanager ti neout
grouper d i ent.webService. htt pConnecti onManager Ti meoutM | 1is = 90000

# ignore extraneous xm fields fromserver (e.g. on server upgrade, when the client isnt upgraded)

# if you dont ignore, and there is an extraneous field which is not omtted (below), then an exception
# wll be thrown

grouper d i ent.webServi ce. i gnor eExt raneousXm Fi el ds = true

# register fields to be ignored with xstream this is useful if you are not

# ignoring extraneous fields (above), but know that there are a few to be ignored

# place themhere with fully qualified classname dont property nane, conmma separ at ed

# e.g. edu.internet?2. m ddl eware. grouperdient.ws. beans. W6ResponseMeta. nmillis, edu.internet2. n ddl eware.
grouperd ient.ws. beans. WResponseMeta. nmillis2

grouper . webServi ce.om t Xm Properties =

The timeouts and client version are stored here. If you want to ignore some XML that clients send that is not valid (e.g. if the service has changed, and
there are old clients), then you can specify here. Also you can call out any specific properties in objects to ignore (inbound or outbound)

HHHHHH B
## M sc

# if there are extra command |ine args, should we fail or just |og?
grouperdient.fail OnExtraCommandLi neArgs = true

# you can have aliases for subjectld and subjectldentifer in conmand |ine args

# (though subjectld will still be allowed, but you cant pass both)

#if this value is pennlds, then e.g. for addMenber W, you can use --pennlds=123, 234
# instead of --subjectlds=123, 345

grouperClient.alias.subjectlds =

# if this value is pennKeys, then e.g. for addMenberW, you can use --pennKeys=abc, bcd
# instead of --subjectldentifiers=abc, bcd
grouperClient.alias.subjectldentifiers =

# if this value is pennld, then e.g. for getGouperPrivilegesLite, you can use --pennld=123
# instead of --subjectld=123
grouperClient.alias.subjectld =

# if this value is pennKey, then e.g. for getGouperPrivilegesLite, you can use --pennKey=abc
# instead of --subjectldentifiers=abc
grouperClient.alias.subjectldentifier =

# if this value is Pennld, then e.g. for addMenber W, you can use --actAsPennl d=123
# instead of --actAsSubjectld=abc, bcd
grouperClient.alias.Subjectld =

# if this value is PennKey, then e.g. for addMenberWs, you can use --act AsPennKey=abc
# instead of --actAsSubjectldentifier=abc
grouperClient.alias.Subjectldentifier =

# this should probably be changed to UTF-8 for international charsets... for US it can be: |SO 8859-1
grouperCient.default.fil eEncoding = | SO 8859-1



If an invalid option is passed in, should it throw an error?

Also, you can put aliases on arguments that are for subjectld and subjectldentifier. This means that this alternate argument name can be used instead of
subjectld and subjectldentifier. You can use either the alias or the original name, but not both at the same time. The examples above show what we are

doing at Penn, where subjectld is pennld, and subjectldentifier is pennKey.

Output templates

Per the usage readme:

- -out put Tenpl at e=${i ndex}: ${wsG oup. nane}
the output tenplate allow the caller to custom ze what is displayed in the output fromthe XM
anything in ${} will be evaluated, and there are different variables available for various operations.
if you pass in --debug=true, it will tell you the xml and the variables you can use. You can drill down
in the variables, e.g. ${wsG oupDel et eResul t.wsG oup. nane}, you can do operations, e.g. ${index+1},
you can do sinple string utilities fromGouperCientUils or GouperdientComonUtils, e.g.

${grouperdientUils.trinToEnpty(wsG oup. name)}

This uses the jakarta library JEXL.

The easiest way to use this, is first to do a request with debug mode:


http://commons.apache.org/jexl/

C:\dev_inst\eclipse\workspace_v33\grouperCient\dist>ava -jar grouperdient.jar --operation=addMenberW --
gr oupNane=aSt em aG oup --subj ect|lds=test.subject.0 --debug=true

HitH#HH R RESPONSE START (i ndent ed) #######HH##IHHHH#H

HTTP/ 1.1 201 Created

Server: Apache-Coyote/ 1.1

Set - Cooki e: JSESSI ONI D=xxxXXXXXXxXX; Pat h=/ grouper W
X- G ouper - resul t Code: SUCCESS

X- G ouper -success: T

X- Grouper -resul t Code2: NONE

Cont ent - Type: text/xn

Date: Mon, 08 Dec 2008 05:43:36 GMI

Connection: close

<WsAddMenber Resul t s>
<resul ts>
<WsAddMenber Resul t >
<wsSubj ect >
<resul t Code>SUCCESS</ r esul t Code>
<success>T</success>
<i d>t est. subj ect.0</id>
<sour cel d>j dbc</ sour cel d>
</ wsSubj ect >
<resul t Met adat a>
<r esul t Code>SUCCESS_ALREADY_EXI STED</ r esul t Code>
<success>T</success>
</ resul t Met adat a>
</ WsAddMenber Resul t >
</resul ts>
<ws G oupAssi gned>
<ext ensi on>aG oup</ ext ensi on>
<di spl ayExt ensi on>aG oup</ di spl ayExt ensi on>
<di spl ayNanme>aSt em aG oup</ di spl ayNanme>
<name>aSt em aG oup</ name>
<uui d>01ald70c- df 7c- 4f f a- b6ed- f 90f a7c37f 6b</ uui d>
</ wsG& oupAssi gned>
<resul t Met adat a>
<r esul t Code>SUCCESS</ r esul t Code>
<resul t Message>Success for: clientVersion: vl_4_000, wsG oupLookup: WG oupLookup[groupNanme=aSt e
m aGroup], subjectLookups: Array size: 1: [0]: WSubj ect Lookup[ subj ect|d=t est. subject. 0]

, replaceAll Existing: false, actAsSubject: null, fieldName: null, txType: NONE, includeG oupDetail:
fal se, includeSubjectDetail: false, subjectAttributeNanmes: null
, parans: null </resul t Message>
<success>T</ success>
</ resul t Met adat a>
<r esponseMet adat a>
<m | 1is>453</mllis>
<server Versi on>v1_4_000</ server Versi on>
</ responseMet adat a>
</ W AddMenber Resul t s>
#HH#HHH AT RESPONSE END #######H##H##HH#H

DEBUG Qutput tenplate: Index ${index}: success: ${resultMetadata.success}: code: ${resultMetadata.resultCode}:
${wsSubj ect . i d}

, available variabl es: wsAddMenber Results, grouperdientUils, wsG oupAssigned, index, wsAddMenberResult,
wsSubj ect, resultMetadata

You can see what the available variables are, and you can see the XML response.

So, if you want to print out some variables, you can use the objects available, and drill down by looking at what is available in the xml:



C:\grouper>java -jar grouperClient.jar --operation=addMenber\W --groupNane=aStem aG oup --subjectlds=test.
subj ect. O --output Tenpl at e="sourcel d: ${wsAddMenber Resul t. wsSubj ect. sourcel d}, uuid: ${wsG oupAssi gned. uui d}"
sourcel d: jdbc, uuid: 01ald70c-df 7c- 4ff a- b6ed-f 90f a7c37f 6b

C:\ grouper >

If you evaluate an expression which returns null (which is what is returned if a variable doesnt exist), a warning will be displayed to stderr, but the stdout
will still be intact. If this is intended, use grouperClientUtils.defaultString() and it will not return null.

Custom operations

If you want the grouper client to execute custom Java operations, then follow these instructions. For example, at Penn we will have a couple of operations
that decode Cosign single-signon tokens.

® Put your code in grouperClientHome/src/custom  (this is for the code which depends on ext or extCustom code, but nothing else)

If you have external code, put that in grouperClientHome/src/extCustom (this is for typically 3rd party code which might depend on other jars at
compile time, but not runtime)

If you have jars for extCustom, but them in grouperClientHome/lib/custom

The class which responds to an operation should implement the interface: edu.internet2.middleware.grouperClient.ClientOperation

This has one method: public String operate(OperationParams operationParams);

Register this in the grouper.client.properties:

HHH R R R

## Custom operations

## Inmplenent the interface ClientOperation, put it in the jar
## Increment the int index for multiples (nmust be in order)

cust onOper ati on. nane. 0 = cosi gnDecode
cust onOper ati on. cl ass. 0 = edu. upenn. i sc. grouper Cl i ent. Cosi gnDecodeOper ati on

* Implement the interface with the logic, and get params from the command line:

/**
* @ee edu.internet2. mddl eware. grouperCient.dientQperation#operate(edu.internet2. n ddl eware. grouperCient.
Qper at i onPar ans)
*/
public String operate(OperationParans operationParans) {

Map<String, String> argMap = operationParans. get Arghvap();
Map<String, String> argMapNot Used = operati onParans. get Ar gMapNot Used() ;

/1 get parans fromcommand |ine
String serviceName = GouperClientUtils.argMapString(arghvap, argMapNot Used, "serviceName", true);
String cookie = GrouperClientUtils.argMapString(arghap, argMapNot Used, "cosignCookie", true);

/1 get parans from grouper.client.properties
String keyStorePath = GrouperCientUils. propertiesVal ue("cosign. keyStorePath", true);

etc, execute the logic, and return the result which should be printed to screen or witten to file

* Build with: ant

® Call the operation from the command line:

C:\grouperCient\dist\institution\grouperdient.institution-1.4.0> ava -jar grouperClient.jar --
oper at i on=cosi gnDecode - -servi ceNanme=cosi gn-i sc-what ever-0 --cosi gnCooki e=0mmM5ZwyJukNXXXXXXXXX
203- PennNet | D nthyzer

203-8-digit PennlD 123456

203- Ti nest anp 1111111111

203 I P Address 1.2.3.4

C:\grouperCient\dist\institution\grouperdient.institution-1.4.0>

sdf

Misc



If you don't want to validate the SSL (e.g. self signed certificate) follow these instructions in grouperClient.properties

# to not require valid SSL, use: edu.internet?2. m ddl eware. grouperC ient.ssl.EasySsl Socket Factory
grouperdient. https. custonSocket Factory =

# to not require valid SSL, use: edu.internet?2.niddl eware.grouperCient.ssl.BlindSsl Socket Factory
grouperd ient. | daps. cust onSocket Factory =

Todo

® Add uuids to the client operations

See Also
Grouper Always Available Web Services and Client
Failover Client

Grouper Discovery Client


https://spaces.at.internet2.edu/display/Grouper/Grouper+always+available+web+services+and+client
https://spaces.at.internet2.edu/display/Grouper/GrouperClient+failover+client+API
https://spaces.at.internet2.edu/display/Grouper/Grouper+discovery+client
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